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Documentation Conventions 

Before you start using this guide, it is important to understand the documentation 
conventions used in it.  

Typographical Conventions 

Before you start using this guide, it is important to understand the documentation 
conventions used in it.  

The following kinds of formatting in the text identify special information. 

Formatting 
convention 

Type of Information Example 

Special Bold Items you must select, 
such as menu options, 
command buttons, or items 
in a list. 

Go to the System tab. 

 Titles of chapters, sections, 
and subsections. 

Read the Basic 
Administration chapter. 

Italics Used to emphasize the 
importance of a point, to 
introduce a term or to 
designate a command line 
placeholder, which is to be 
replaced with a real name 
or value. 

The system supports the 
so called wildcard 
character search. 

Preface 
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Monospace  The names of commands, 
files, and directories. 

The license file is located 
in the 
http://docs/common

/licenses  directory. 

Preformatted  On-screen computer output 
in your command-line 
sessions; source code in 
XML, C++, or other 
programming languages. 

# ls ïal /files  

total 14470  

Preformatted 

Bold  
What you type, contrasted 
with on-screen computer 
output. 

# cd 

/root/rpms/php  

CAPITALS Names of keys on the 
keyboard. 

SHIFT, CTRL, ALT 

KEY+KEY Key combinations for which 
the user must press and 
hold down one key and 
then press another. 

CTRL+P, ALT+F4 

 
 

Feedback 

If you have found a mistake in this guide, or if you have suggestions or ideas on how to 
improve this guide, please send your feedback using the online form at 
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guideôs title, 
chapter and section titles, and the fragment of text in which you have found an error. 

 

http://www.parallels.com/en/support/usersdoc/
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About This Guide 

The Plesk for Windows Advanced Features Administratorôs Guide is a companion guide for 
Plesk for Windows Administratorôs guide. The guide provides step-by-step instructions to 
perform Plesk management tasks that require use of Plesk functionality other than the GUI 
and GUI-only tasks that Plesk administrators may need to perform only in rear specific 
situations. The need to perform these tasks is likely to arise only when Plesk server is 
running in a non-standard configuration. 
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Who Should Read This Guide 

This book is intended for Plesk server administrators whose responsibilities include 
maintaining Plesk servers and troubleshooting server software problems. The administrators 
who use Plesk in a non-standard configuration, that is, configuration that includes 
components other than those provided in original Plesk distribution package, are encouraged 
to familiarize themselves with the contents of this guide. 
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How This Guide Is Organized 

The following table describes the chapters in this guide: 

Chapter Name Chapter Description 

Chapter 2, Introduction (on 
page 11) 

Briefly describes the user tasks that can be accomplished by 
using the Plesk advanced features. 

Chapter 3, When to Use 
Plesk Advanced Features 
(on page 12) 

Describes user cases when use of the Plesk advanced features 
rather than features implemented through the GUI is warranted. 

Chapter 4, Administering 
Security Settings on 
Windows Objects (on page 
13) 

Describes the process of applying Plesk security rules to 
Windows objects and provides step-by-step instructions for 
customizing both disk and hosting security on Plesk servers. 
Presents examples of commonly used security rules with 
explanations. 

Chapter 5, Programming 
Event Handlers to Execute 
Custom Scripts on Plesk 
Server (on page 40) 

Describes the event handler procedure, event handler 
command syntax, rules for writing custom scripts to be used in 
the event handler commands. 

Chapter 6, Installing and 
Upgrading Third-Party Plesk 
Components (on page 88) 

Describes supported third-party software application (Plesk 
component) installation and upgrade procedures emphasizing 
the extra steps that must be taken to successfully install or 
upgrade each supported application. 

Chapter 7, Using Plesk 
Reconfigurator (on page 
153) 

Describes the use of the application to reconfigure Plesk server 
IP addresses, moving large volumes of hosted Web or mail 
content hosted on Plesk server to another location on a file 
system. 

Chapter 8, Managing 
Tomcat Service (on page 
168) 

Describes changing Tomcat connector port numbers by using 
SQL queries to the Plesk database. 

Chapter 9, Monitoring Server 
Status with Plesk Services 
Monitor (on page 169) 

Describes monitoring servicesô statuses of Plesk server without 
logging in to Plesk (by accessing the server operating system). 

Chapter 10, Changing Your 
Serverôs Host Name (on 
page 170) 

Describes changing Plesk serverôs host name. 

Chapter 11, Customizing 
Plesk Title Bar Text (on page 
171) 

Describes setting or changing Plesk Title bar text by using SQL 
queries to the Plesk database. 

Chapter 12, Customizing 
Link to Plesk Support (see 
page 172) 

Describes setting the link to Plesk support so that it leads to 
your support team instead of Parallels support. 

Chapter 13, Changing DNS 
Zone Serial Number Format 

Describes changing changing DNS zone serial number format 
by using SQL queries to the Plesk database. 

Chapter 14, Restoring Mail 
Server Configuration (on 
page 177) 

Describes restoring mail server configuration and synchronizing 
the configuration with the Plesk database.  
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Chapter Name Chapter Description 

Chapter 15, Automating 
Plesk Management Tasks by 
Using Plesk Command-Line 
Interface (on page 179) 

Introduces the Plesk command-line utilities and provides 
information about accessing the command-line utilities user 
documentation. 

Chapter 16, Configuring 
MSDE Network Access (on 
page 180) 

Describes the network transport protocol requirements for 
access MSDE from network. 

Chapter 17, Plesk 
Autoupdates by vztmplupsvc 
Service Using Virtuozzo 
Update Templates (on page 
181) 

Provides information about Plesk autoupdates implementation 
for Plesks installed on VPSs by using Virtuozzo application 
templates. 

Chapter 18, Rules for User 
Names and Passwords of 
Plesk Users (see page 182) 

Describes the symbol usage rules for creating user names and 
passwords in Plesk. 

Chapter 19, Customizing 
Statistics Calculation (see 
page 183) 

Describes how you can vary which statistics data to count 
instead of collecting the whole statistics, thus making the task 
work faster. 

Chapter 20, Switching PHP 
Handler Type to FastCGI 
(see page 184) 

Describes how to switch the PHP handler type in IIS to FastCGI 
for better performance. 

  

 

 



 

  
 

  

Although Pleskôs GUI affords the administrators complete control of the routine server 
hosting configuration needs, the hosting management capabilities provided by Plesk 
are not limited to Plesk functionality available to users through its GUI. Plesk 
administrators can use several additional tools that are supplied in the standard Plesk 
distribution package to add customized automation tasks, optimize Plesk server 
performance, and repair Plesk components and system settings. The tools include a 
number of standalone Windows applications, Plesk public API, utility programs, and the 
ability to integrate custom scripting with Plesk. (To learn about additional Plesk 
capabilities afforded by public API and creation utilities, Plesk administrators are 
advised to consult Plesk SDK documentation.) The tools together with the Pleskôs 
ability to manage various third-party components allow administrators to customize 
their Plesk installations in an unlimited number of ways. However, the more complex a 
system becomes, the more potential is there for incongruities and conflicts between its 
components. Plesk GUI cannot possibly provide means to address all potential 
problems arising because of this. But that does not mean that the problems are not 
solvable. The Plesk tools provide effective means to diagnose and troubleshoot 
problems on Plesk servers. 

The purpose of this guide is not to describe all possible uses of the tools, but rather 
describe advanced user tasks that administrators may need to perform when 
troubleshooting problems on Plesk servers running in a non-standard configuration. 
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Plesk advanced features should only be used when GUI-based remedies have been 
attempted but have not achieved your objective. Before using advanced administration 
features, you should first diagnose the problem correctly. You may need to use Plesk 
advanced features to correct the following problems: 

Á A third-party component integration with Plesk fails repeatedly after installation or 
upgrade; 

Á A new custom event handler needs to be created in Plesk; 

Á Plesk server or one or more of its components or services malfunction due to 
misconfigurations. 
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When To Use Plesk Advanced Features 



 

  
 

  

Plesk has a built-in mechanism for customizing security settings for Windows objects 
on the server disks. You can specify security rules and then have Plesk automatically 
apply the rules to Windows object security settings. The security files are easily 
accessible, and once you understand the logic of their use, you can readily customize 
security settings on any folder or file found on a Plesk server. 

Incorrect security settings on Windows objects found on Plesk servers may result is a 
number of server problems including but not limited to unavailability of site application 
and services. We recommend that you become acquainted with this section before 
attempting to modify security settings on folders and files found on Plesk server. 

Plesk creates different Windows user accounts to manage servers and to serve 
Internet requests by IIS. Plesk has to assign the user accounts necessary permissions 
to access and manage Windows objects on managed servers. When assigning user 
account permissions, Plesk exercises two different security policies towards Windows 
objects - Disk security and Hosting security. Security settings for all Windows objects 
on a Plesk server are initially configured according to the policies during Plesk 
installation. Server compliance with the policies ensures the maximum security of the 
Plesk server without compromising server performance. The Windows objects security 
settings can be further customized. To manage object security settings, Plesk has 
implemented a flexible system based on Pleskôs own security metadata files and the 
DACL inheritance mechanisms implemented in Windows. Security settings can be 
customized by using the Plesk security metadata files and Plesk creation utilities that 
are distributed with Plesk. 

Warning: Before making any changes to the security metadata, make a backup copy 
of the metadata file that you want to modify. For information why backing up security 
metadata files before modifying them is a good idea, see ñCustomizing Disk Securityò 
(on page 25) and ñCustomizing Hosting Securityò (on page 26) sections. 

In this chapter: 

Plesk Security Policies ...................................................................................... 14 
Windows Accounts Used by Plesk to Manage Windows Objects ....................... 14 
Windows Accounts Used by Plesk to Manage Hosted Windows Objects .......... 17 
Administering Object Security on Plesk Server .................................................. 19 
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Administering Security Settings on 
Windows Objects 
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Plesk Security Policies 

Plesk exercises two different security policies towards Windows objects: disk security and 
hosting security. The difference between the policies is dictated by the different security 
requirements for hosted content as opposed to the rest of the server disks. Both policies are 
defined by security rules specified in corresponding Plesk security metadata files. The disk 
security policy is defined by the disk security metadata file and is applied to all Plesk server 

disks except for the contents of the %plesk_vhosts%  directory, where all hosted content is 

located. For more information about the disk security metadata file, see ñDisk Security 
Metadata Fileò (on page 23). All hosting directories are governed by security policies defined 
by corresponding hosting security metadata files. Hosting security metadata files are 
automatically generated from hosting security metadata file templates. For more information 
about security metadata file templates, see ñHosting Security Metadata File Templatesò (on 
page 24). 
 

Windows Accounts Used by Plesk to Manage 
Windows Objects 

The following table describes Windows user accounts and groups used by Plesk to manage 
Windows objects on server disks. 

Account Description 

psaadm Used by Plesk control panel to log on to the system and 
accesses files and folders. 

psacln All users created by Plesk are members of this group. 

psaserv Some auxiliary Internet users are members of this group. 

  

In this section: 

Default User Permissions for Disks ................................................................... 14 
 
 

Default User Permissions for Disks 

Path Account Default Permissions * Comment 

Disk root Everyone Read & Execute for this 
object only 

 

psaadm Deny Full Control  
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Path Account Default Permissions * Comment 

psacln 

Program 

Files  

psacln Deny Full Control except 
Read Attributes 

 

Program 

Files \ Commo

n Files  

psaadm Read & Execute  

psacln 

psaserv 

NETWORK 
SERVICE 

Documents 

and 

Settings  

 Windows default 
permissions. 

Default user permissions are 
left intact because it is 
necessary to allow users to log 
on to the system. 

RECYCLER psaadm Deny Read & Execute 
for this object only 

 

psacln 

Windows   Windows default 
permissions. 

Default user permissions are 
left intact because it is 
necessary to allow users to 
access system components. 

Windows \ TEM

P 

psaadm Read & Execute for 
folders; Read for files 

 

psacln 

psaserv 

NETWORK 
SERVICE 

%plesk_dir%  psaadm Read & Execute Permissions are not inherited 
from parent 

 
psacln Deny Full Control 

 psaserv 

NETWORK 
SERVICE 

%plesk_bin%  

 

psaadm Read & Execute  

psacln Read Attributes for this 
object only; Read & 
Execute for files 

 

%plesk_vhos

ts% 

 

psacln Deny Full Control except 
Read Attributes for this 
object only 

 

psaadm Deny Full Control for this 
object only 

 

 

psaserv  

NETWORK 
SERVICE 
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Á Actual permissions set on Windows objects may differ from the default permissions listed 
in this table because some of them may result from a combination of several security 
rules. For more information about security rules, see ñCustomizing Object Security 
Settings in Pleskò (on page 22). 
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Windows Accounts Used by Plesk to Manage 
Hosted Windows Objects 

Plesk administers the server on which it is installed by using a number of Windows user 
accounts. The user accounts are used by Plesk or remote users logging in to the Plesk 
server. The following table lists several Windows user accounts and groups that are used by 
Plesk or remote users specifically to access and manage content hosted on domains, 

subdomains, and Web user accounts. The default permissions on a domainôs \ httpdocs  

folder for each account are also described. 

Account Description Default Permissions for 
\ httpdocs  folder 

ftp_subaccounts A Windows user group. Additional ftp 
user accounts created on domains or 
subdomains are assigned membership 
in this user group. 

Deny Delete for this object. 

<Domain FTP 
user> 

A Windows user account. It is created 
for domain content management 
purposes at the time of domain 
creation. For each domain, a separate 
Domain FTP user account is created. 
Remote users can access domain 
content by logging in to the server by 
using the domain FTP user credentials. 
The account is also used by Plesk to 
manage hosted domain content. 

FileNonRemovable (on page 
37) for this object and Full 
Control for subfolders and 
files. 

<IIS user> A Windows user account. It is used for 
serving incoming HTTP requests. The 
account is automatically created during 
domain creation. For each domain a 
separate account is created. For 
security reasons, the user account 
should not be granted full access 
rights. 

Read for files, Read & 
Execute for folders. 

<Parent domain 
FTP user> 

A Windows user account. It is created 
during domain creation for managing 
content hosted on subdomains or Web 
user folders that belong to the domain. 
The account is used by Plesk when the 
subdomainôs or Web userôs content is 
managed by Plesk users who are 
logged in to Plesk as domain owners. 
Note that a separate domain FTP user 
account can be enabled for a 
subdomain to manage its content. 

FileNonRemovable (on page 
37) for this object and Full 
Control for subfolders and 
files. 
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Account Description Default Permissions for 

\ httpdocs  folder 

<Parent domain IIS 
user> 

A Windows user account. It is created 
during domain creation for serving 
HTTP requests for subdomains and 
subdomain Web users. The account is 
used when the content is requested as 
part of the domain hosting structure. 

Read for files, Read & 
Execute for folders. 

<IIS Application 
Pool user> 

A Windows user account created 
specifically to use IIS Application Pool. 
The use of separate user accounts 
corresponding to dedicated IIS 
Application Pools ensures the 
maximum degree of domain isolation. 
For each domain a separate account 
can be created. For security reasons, 
the user account should not be granted 
full access rights. 

Read for files, Read & 
Execute for folders. 
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Administering Object Security on Plesk 
Server 

The initial security configuration of all disks on a Plesk server is performed during Plesk 
installation. Plesk applies its own security settings to all existing Windows objects on the 
server according to the disk and hosting security policies. 

Once security has been configured, you have several options to manage security settings for 
Windows objects. We recommend that you use Plesk security metadata files to set and edit 
security settings for Windows objects on Plesk servers. The changes made in the files can 

be then applied to Windows objects by running the ApplySecurity.exe  and 

HostingSecurity.exe  creation utilities. 

You can also modify the security settings for each object individually either through Plesk 
GUI or directly by going to Security tab in the objectôs Properties. However, neither of these 
options is recommended. The main reason is that the changes made in the security settings 
by using these options may be overwritten by security settings applied by 

ApplySecurity.exe , HostingSecurity.e xe , or Reconfigurator.exe  creation 

utilities . 

The following advantages are afforded by using the security metadata files to configure 
security settings for Windows objects: 

Á the ability to apply security rules to multiple objects at once 

Á easy track of security settings changes 

Á easy portability of customized security settings between domains and servers 

  

In this section: 

Initial Windows Security Configuration During Plesk Installation or Hosting Account 
Creation ............................................................................................................ 20 
Browsing Object Security Settings Through Plesk GUI ...................................... 21 
Customizing Object Security Settings in Plesk .................................................. 22 
General Security Metadata Structure ................................................................. 35 
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Initial Windows Security Configuration During Plesk 
Installation or Hosting Account Creation 

The initial security configuration of Windows objects is performed automatically by Plesk 
during Plesk installation. Plesk creates a number of default accounts and sets user 
permissions on all Windows objects found on the freshly installed Plesk server. All pre-
existing security settings are erased and new security settings are applied according to the 
security rules found in the default disk security metadata file (on page 23). 

Subsequently, each time a new hosting account is created, the created default hosted 
objects are assigned user account permissions based on the security rules found in the 
corresponding hosting security metadata file (on page 24) instantiated from a current hosting 
security metadata file template (on page 24). 

If a folder or a file is created, for which no security rule is set in the security metadata, the 
object will automatically inherit security settings of their respective parent containers. 
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Browsing Object Security Settings Through Plesk GUI 

Plesk provides GUI access to the current security settings of Windows objects that it 
manages. You can browse and modify hosted objects security settings through Plesk GUI. 
User account permissions on hosted objects can be viewed and edited by any Plesk user 
authorized to access hosted objects through Plesk control panel. 

Note: Security settings for some critical folders on hosting accounts are not allowed to be 
changed through Plesk GUI to prevent potential security problems or Web site malfunction 
that may be caused by inadvertant user interference with the security settings. 

For example, to browse the user permissions for the /httpdocs  directory on domain 

example.com , follow these steps: 

1 Log in to Plesk as the client who owns domain example.com . 

2 Click the Domains link under General in the Navigation pane. The list of domains on the 
client account is displayed. 

3 Click the example.com  entry in the domain list. The domain management window 

opens. 

4 Click File Manager under Hosting. The list of files and directories located in the domain root 
directory is displayed. 

5 Click on the Lock icon corresponding to the /httpdocs  directory. The list of Windows 

user accounts is displayed on the left under Group or user names. By default, the upper 
entry in the user account list is highlighted. On the right, the access permissions for the 
highlighted user account are displayed. 

6 Click on the user account or user group name in the list to view the assigned 
permissions. 

  

Note: To view the advanced security settings, click Advanced. 
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Figure 1: Browsing User Account Access Permissions for Windows Objects Managed by 
Plesk 

 

Customizing Object Security Settings in Plesk 

The preferred way to customize Windows object security settings is by adding new or 

modifying existing Entry  elements in a disk security metadata file (for disk security) or in a 

hosting security metadata file instance corresponding to the hosting account that is 
authorized to access and manage the hosted objects (for hosting security). To learn why 
other customization options are not recommended, see ñAdministering Object Security on 

Plesk Serverò (on page 19). For detailed description of the Entry  element contents, see 

ñGeneral Security Metadata Structureò (on page 35). For step-by-step instructions on 
modifying the disk security metadata file, see ñCustomizing Disk Securityò (on page 25). For 
step-by-step instructions on modifying the hosting security metadata files, see ñCustomizing 
Hosting Securityò (on page 26). 

Warning: Before making any changes to the security metadata, make a backup copy of the 
metadata file that you want to modify. For information why backing up security metadata files 
before modifying them is a good idea, see ñCustomizing Disk Securityò (on page 25) and 
ñCustomizing Hosting Securityò (on page 26) sections. 

In this section: 

Security Metadata Files and Templates ............................................................. 23 
Customizing Disk Security ................................................................................. 25 
Customizing Hosting Security ............................................................................ 26 
 
 


