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Preface

In this section:

Who Should Read ThisS GUIAE .........uuuiiiiiieeiieeee e 7
Typographical CONVENLIONS ........cooiiiiiiiiei e 7
FEEADACK ... . e 8

Who Should Read This Guide

This guide is intended for hosting resellers who manage their servers through Plesk control
panel and have access to server administrator's account in the control panel.

Typographical Conventions

Before you start using this guide, it is important to understand the documentation
conventions used in it.

The following kinds of formatting in the text identify special information.

Formatting
convention

Special Bold

Italics

Monospace

Type of Information

Example

Items you must select, such as
menu options, command
buttons, or items in a list.

Titles of chapters, sections, and
subsections.

Used to emphasize the
importance of a point, to
introduce a term or to
designate a command line
placeholder, which is to be
replaced with a real name or
value.

The names of commands, files,
and directories.

Go to the Systemtab.

Read the Basic
Administratiorchapter.

The system supports the
so called wildcard
character search.

The license file is located

in the
http://docs/common
llicenses  directory.


http://docs/common/licenses
http://docs/common/licenses
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Preformatte On-screen computer output in #Is 1 alffiles
d your command-line sessions; total 14470
source code in XML, C++, or
other programming languages.
Preformatte ; #cd
What you type, contrasted with
d Bold on-screen computer output. /root/rpms/php
CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.
KEY+KEY Key combinations for which the  CTRL+P, ALT+F4

user must press and hold down
one key and then press
another.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback to userdocs@swsoft.com. Please include in
your report the guide's title, chapter and section titles, and the fragment of text in which you
have found an error.



mailto:userdocs@swsoft.com

CHAPTER 1

About Plesk

Plesk is a hosting automation solution that gives hosting providers full control over the
managed Web hosting servers and simplifies setup and management of user accounts,
Web sites, and e-mail accounts.

Plesk is stable, secure and reliable, and the main benefit of using Plesk is that it will
save you and your technical staff much time and effort: all your customers (and
customers of your resellers) will have personal isolated control panel environments and
will be able to manage their sites and e-mail accounts on their own.

In this chapter:

Overview of Business Model, Users Accounts and Permissions...........cccccceveu... 10
Overview of Software Components Managed by PlesK ...........cccccoviieieiiiinniiinnn, 11
WHhat's NEW iN THIS VEISION .....cvu ittt e e e e e e et e aaaes 11
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Overview of Business Model, Users
Accounts and Permissions

Plesk user accounts hierarchy is limited to three user levels:

A client accounts,
A domain administrator accounts,
A e-mail user accounts.

For your customers who need to resell hosting services or host numerous
domains/web sites, you will create client accounts.

Note: for the purpose of hosting your own sites, you should use a special service
account which is created during Plesk setup. The account is registered with the control
panel under the name My Domains

Customers with access to client accounts can host on the server any number of sites
you allow. They can host the sites of their own and/or resell hosting services to other
users: for that purpose your resellers can create domain administrator accounts for
their own customers.

Customers with access to domain administrator accounts cannot resell Web hosting
services or host more than one site on their hosting accounts. They can only manage
their own sites. In the current implementation of Plesk control panel, domain
administrator accounts can be created only after the respective domains (web sites)
are hosted on the server.

All site owners can set up e-mail accounts for themselves and provide other users with
mail hosting services: for that purpose, they create e-mail user accounts and grant e-
mail users with access to control panel.

Site owners can also host personal web pages or small sites for other users under their
domains. However, the owners of such sites usually do not have their own domain
names and cannot have a dedicated control panel environment.

All permissions for operations performed in the control panel you define for a reseller
(client account) allow the reseller to further assign them to his or her customers. The
resource allotments you define for a reseller can be further redistributed among
reseller's customers. For a full list of permissions and resource usage limits you can
define, refer to the Managing User Accounts (on page 117) section.

All quotas you define for a client or domain administrator's account are soft quotas: the
control panel indicates resource overage by showing the respective icons in the control
panel, sends notices by e-mail to the respective users, but it does not automatically
suspend user accounts or Web sites.

The control panel does not have a built-in billing system, therefore, we recommend that
you use a third-party solution of your choice, or use Plesk together with HSPcomplete.



About Plesk 11

Overview of Software Components
Managed by Plesk

Plesk control panel works in cooperation with the following third-party software
components and services:

Bind DNS server

Apache Web server

ProFTPd FTP server

MySQL and PostgreSQL database servers
Qmail mail server

Courier-IMAP IMAP/POP3 server

Mailman mailing list server

Spamassassin anti-spam software

Dr.Web antivirus

Webalizer and AW Stats statistical packages
Tomcat

Pl D S P I W i o

>

After installation of Plesk package, all essential services, such as DNS, Web, FTP and
Mail are configured to run with the default optimal settings, so you can start serving
your customers right away. However, we recommend that you review the default
settings to make sure that they satisfy your needs, and create user account templates
and domain templates, which will simplify further setup of hosting accounts.

What's New in This Version

Plesk 8.3 offers you the following new features and enhancements:
Enhancements in Autiostaller

Install or upgrade several SWsoft products at once. For more information, see Plesk
Installation Guide.

Single sigron support

Switch among different SWsoft products without the need to specify a username and
password. For more information, see the chapter Setting Up Global Account (on page
30).

Improved integration of Plesk and Sitebuilder

Manage Sitebuilder from your Plesk control panel without needing to install any
additional Sitebuilder Management modules or add-ons. By default, Plesk is installed
with Sitebuilder. For more information, see the section Enabling Integration with
Sitebuilder (on page 79).
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Licensing and upgrade of site applications

Upgrade site applications available on the server and install license keys for them with
a few mouse clicks.

For more information, see the chapter Prepackaging Applications Your Customers Can
Use (on page 108).



CHAPTER 2

Getting Started

This chapter describes the first actions you need to perform after installation of the
Plesk control panel.

In this chapter:

Logging iNTO PIESK .....coiiiiiiiiiieieeeeeeeeeeeee e 14
Becoming Familiar with Plesk's Interface.............ccccccvvvvvviiiiiiiiiiiiiiiiiiiiiiieieee 16
Changing Your Password and Contact Information ...............ccccoevviiiieeiieenciinnns 20
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Logging in to Plesk

To log in to your Plesk control panel:

Open your web browser, and in the address bar type the URL where
your Plesk control panel is located.

For example, https://your-domain.com:8443, where your-domain.com is the domain
name of your Web host.

Press ENTER. Plesk login screen will open.

Type the user name ‘admin' and your password into the Loginand
Passwordooxes, respectively. If this is your first login to the freshly
installed control panel, use the default password 'setup’.

If you log in for the first time, select the language for your control
panel from the Interface languagmenu. If you had previously specified
the interface language and saved it in your interface preferences,
leave the User defaulvalue selected.

Click Login
After your first login, you should accept the license agreement and then specify the
host name and IP addresses to assign to the server.

Read carefully the terms of the License Agreement and, if you agree
to all the terms, select the | agree to the terms of this license agreemmedt
Do not show it agarheck boxes.

Click Acceptto proceed to the postinstall configuration.

In the Full hostnaméield, enter your server's host name. This should be
a fully qualified host name but without a trailing dot (e.qg.
host.domain.tld).

Specify the IP address that will be used as the default address of your
server. You have the following two options:

A Select one of your existing IP address from the drop-down box. This list is
populated automatically and contains all IP addresses available on the server.

OR

A Click the Add IP Addressption button, select the network interface and enter the
new IP address and subnet mask in the IP addres$ox.

Note: With Plesk you can mark all your IP addresses as shared or dedicated before
you assign them to your customers. This allows the control panel to distinguish
between them and not to let you assign a dedicated IP address to several
customers at once. A dedicated IP address can be assigned to a single customer,
while a shared IP address can be shared among several user accounts.

10 In the Shared IBection, specify the type for existing addresses: shared

or exclusive. Click the Sharedand Exclusivebuttons to change the types
of IP addresses.


https://your-domain.com:8443/
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You can skip this stage and define the type of IP addresses later (Server> |IP
Addresses)

11 In the Administrator's preferencegction, change the default
administrator password.

Change the default administrator's password. Enter the new password and confirm
it in the New passwordnd Confirm passwortields. The password can have up to 14
symbols. Note that the password is case sensitive.

Note: Do not forget to change the administrator's password from the default one to
your own personalized password; otherwise, access to the control panel under the
administrator account will be available with the default password 'setup', which is
known to many users of Plesk.

12 Click OK

13Fi | | i n administratoros cont a ¢would
like to create a default client accociméck box selected: Plesk assigns Web
sites to client accounts, and selecting this check box will create a
special user account "My Domains", which you will use for hosting
your own Web sites.

14 Click OK

In this section:

If YOU FOrgot YOUr PasSWOId ..........ccouuiiiiiii et 16

nf or me
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If You Forgot Your Password

You can retrieve your forgotten password in any of the following ways:

A Look it up in the /etc/psa/.psa.shadow file on the server's file system.
A Use the password reminder in the control panel.

To use the password reminder:

11 n your web browseros address bar, type
control panel is located (for example, https://your-domain.com:8443)

2 Press ENTER.
Plesk login screen will open.

3 Click the Forgot your passwordik.

4 Specify your login name and e-mail address registered in the system.

5 Click OK

Your password will be sent to your e-mail. If your password cannot be sent by e-
mail because it was stored by the system in encrypted form, you will be prompted to
set up a new password using a secret code that will be generated for that purpose
and sent to you.

6 Once you received the e-mail from the password reminder, click the
link in the message body.

A new browser window will open.

7 Specify your login name and a new password. The Secret Codéield of
the form should be automatically filled by the system, and if it is not,
copy the secret code from the message you received to the clipboard
and paste to the form.

8 Click OKto submit.

Note: You should use the secret code within 24 hours after its generation, otherwise it
will expire and you will need to go through the whole process again.

Becoming Familiar with Plesk’s Interface

When you log in to control panel, it can open in either a standard viepa simplified
desktop viewor a combination of both. The standard view is a customary view of the
control panel divided into two main areas: navigation pane on the left and the main
screen where operations are performed on the right.


https://your-domain.com:8443/
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Figure 1: Standard Administrator's interface

The desktop view can show server statistics and shortcuts to the operations you
frequently performd everything you may need can now be accessible from a single
screen.

PLESK— DCopyright 135
_— All Righ!
Administrator Desktop Q, Customize admin's Deskiop
S ————— O
Hostname myserverhost,com Load average 0.74;0.31;0.21
Plesk version psa v8.0.0_bulkdB0060119. 15 os_RedHat ef3 Memory usage  235:66 MB of 246,91 MB used; 11.25 M8 a available
:
Operating system Linux 2.4.21-32.ELsmp
cPu Genunelntel, InRekR) Xaon(TM) CPU 3.06GHe Disk space usage 172 GB of 1.84 GB used; 29.78 MB 2 avaiable
License key number  plsk,00000000,0000
Uptime 18 doy(s) 04:12 et : £nes ;
' \J Server preferences ! ‘
\ (] Sxstem statistics |
S Administ 73 i
f’; information Change administrator Clents  » O search
* Edt administratce *ﬁ password. ! Bl #
[ 1
infarmation. Chents | Domains | Mainames | Shorteuts * Recent |
o Create a new chent g, ml_n[g;mnm M Domaing of chent joh doe. V4
L RNt in = Edt acherk’s perscnal i £
*» Remove v ion.
|
Seryer-wide mail Create a new custom
H preferences
Configure server-wide Click to create new
maid system setting. server-wide custom
button,
» Propesties
> Remove
|
|1 Create & new custom button !

Figure 2: Administrator's Desktop view

You can switch between the views (by installing the appropriate license key) or use a
combination of them for your control panel. You can also specify what view should be
shown to other control panel users. To customize your control panel, refer to the
Customizing the Control Panel (on page 48) chapter.
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Note: When SWsoft Plesk Sitebuilder, the site creation and management program, is
installed on the server and Plesk is connected to it, a few more shortcuts related to
Sitebuilder management are added to the Plesk navigation pane. For more information
about connecting Plesk to Sitebuilder and using the shortcuts to Sitebuilder, refer to the
section Enabling Integration with Sitebuilder (on page 79).

In this section:

IteMS iN the DESKIOP VIBW .....cii i e e e e 18
[tems in the Standard VIEW...........uui i e e e 19

Items in the Desktop View

The desktop view originally shows four sections:

A Server InformatiorThis shows your hostname, control panel version, operating
system and kernel versions, license key number, and system uptime.

A Statistics This shows average processor load for the last minute, five minutes, and
fifteen minutes, memory and disk space usage, number of served client accounts
and hosted domains (Web sites). The client accounts include accounts of resellers
and customers who have several sitesd owners of a single domain are not counted.

A Tools This group shows shortcuts to the operations that you can perform through
the control panel. You can freely add and remove these shortcuts.

A Favorites This group shows five types of shortcuts sorted by type and placed on the
respective tabs. The Clientstab shows the shortcuts to administrative tools available
for a selected user account, the Domaindab shows shortcuts to domain
administration tools, the Mail Account$ab shows shortcuts to the e-mail account
administration tools. The Shortcutstab shows all other types of shortcuts that do not
relate to user accounts, domains and e-mail accounts. The Recentab shows last
ten control panel screens you have been on. The Favoriteggroup also provides
search tool for finding user accounts, web site hosting accounts, and e-mail
accounts. To use the search tool, select the item type from the drop-down box, type
the search criteria (this can be any combination of symbols, search is case
insensitive) and click Search

In this section:

USING WIZAIUS ....cooeiiiiiiiiiieieieeeeeeeee ettt 19
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Using Wizards

When you work with Plesk in the Desktop view, you accomplish the tasks you need
through wizards. Each wizard is a series of consecutive screens. To accomplish a task
using a wizard, follow the instructions displayed on the wizard screens. For information
on individual options, refer to the respective sections of this guide.

ltems Iin the Standard View

The navigation pane is located on the left. It gives you access to sets of administrative
functions:

A ClientsThis is where you manage your clients and all data related to their accounts.
A DomainsThis is where you manage Web sites and their respective e-mail services.
A ServerThis shortcut gives you access to server administration functions.
A

ModulesThis is where you manage the additional modules that extend Plesk
capabilities, such as Firewall, Game Server, VPN and others.

SessionsWhen clients, site and mailbox owners log in to control panel, or connect
to the server via FTP protocol, they establish sessions that you can monitor and
terminate.

>

A MasterThis shortcut gives you access to centralized management of Plesk enabled
servers.

A Help DeskThis is the help desk system integrated with your control panel. You can
use it to view and solve the problems reported to you by your customers.

A Help.Provides context sensitive help.

A Log OutWhen finished working with control panel, click this icon to close your
session.

Below the Helpicon, there is a context help tip area. It provides a brief description of the
current screen or available operations. When you place the mouse pointer over a
system element or status icon, it displays additional information.

To navigate through Plesk, you can also use a path bar: a chain of links that appears in
the right part of the screen, below the banner area. To return to a previous screen, use

the & Up Leveicon in the upper-right corner of the screen.

To find items in lengthy lists, use search boxes located above every list of items: type a
search criterion into the input box, and click Search A list will show the items matching
the search criteria. To return back to viewing all items, click Show All

To sort a list by a certain parameter in ascending or descending order, click on the
parameter's title in the column heading. The order of sorting will be indicated by a small
triangle displayed next to the parameter's title.
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Changing Your Password and Contact
Information

U To update your contact information:

1 Select the Servershortcut in the navigation pane

2 Click the Editicon in the Administrator informatiogroup.

3 Update your information as required, and click OK

0 To change your password:

1 Select the Servershortcut in the navigation pane

2 Click the Change Passwoidon in the Administrator inforationgroup.

3 Enter your old and new passwords.

4 Click OK

0 If you forgot your password:

11 n your web browserodés address bar, type
control panel is located.

2 For example, https://your-server.com:8443.

3 Press ENTER. Plesk login screen will open.

4 Click the Forgot your passwordthk.

5 You will be prompted to specify your login name and e-mail address

registered in the system. Type your login name into the Loginbox, type
your e-mail address registered in the system into the E-mailbox, and
click OK

6 If your password cannot be sent by e-mail because it was stored by
the system in encrypted form, you will be prompted to set up a new
password using a secret code that will be generated for that purpose
and sent to your e-mail.

7 Once you received the e-mail from the password reminder, click the
link in the message body. A new browser window will open.

8 At this step, specify your login name and a new password.

The Secret Codéeld of the form should be automatically filled by the system, and if
it is not, copy the secret code from the message you received to the clipboard and
paste to the form.

9 Click OKto submit.

The instructions on how to restore your password will be sent to your e-mail
address.


https://your-server.com:8443/

CHAPTER 3

Configuring Your Control Panel

This chapter discusses the configuration steps required to set up and manage your
Plesk Control Panel.

In this chapter:

Upgrading License Key for Your Control Panel ............ccccoooiiiiiiiiiiiineeees 22
Securing Your Control Pane@l.........ccoooo oo 25
Setting Up GIobal ACCOUNL .......ouiiiiiii e e e e e aaeees 30
Customizing Your Control Panel...........cooveuuiiiiiiiieeieiee e 33

Adjusting Session [dle TIME .....coooieei e 53
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Upgrading License Key for Your Control
Panel

Plesk comes with a trial license key, which is automatically installed to the control
panel. This license key allows you to create one user account, host one web site and
one mail box. Therefore, to fully use the Plesk control panel as you need, you should
obtain a license key from SWsoft or one of its resellers and install it to the control
panel.

Plesk license keys have a built-in expiration date. This has been implemented to help
prevent fraud and theft. It requires the Plesk software to check with SWsoft's licensing
server during a 10 day grace period (prior to the expiration date) to verify that the key
has not been reported stolen and is being used in accordance with the End User
License Agreement (that is, installed on only one server). Once this is verified, the
expiration date is prolonged.

Plesk will attempt to connect over TCP/IP to the licensing server through port 5224.
Please make sure that this is not blocked by a firewall. The update process runs
automatically and the Plesk Administrator does not need to do anything unless there is
a problem. Should the Plesk key expire, check your firewall and then go to Server>
License Managemeantd click Retrieve Keydf the key cannot be updated, contact your
reseller or SWsoft (if you purchased the license directly from SWsoft).

You can test the connection to the licensing server anytime by going to Server> License
Managemerand clicking Retrieve Keys

In this section:

Upgrading the Trial LICENSE KEY.......oii i it e e 23
Installing Additional License Keys for Plesk Add-0Ns...........cccccoeeviiiiiiiieeeee, 24
Upgrading Your LICENSE KBY .......uuuuiiiii et e e e aanees 24

Rolling Back to Your Previously Used License Key .......ccccoeiveeiiiiiiiiiiiiiiieeecciinnns 25
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Upgrading the Trial License Key

To upgrade the trial license key:
Go to Server> Liceng Managememnd click Order New Key

2 The SWsoft online store will open in a separate browser window. In
this window, select the items and features you want to include into
your Plesk license and click Submit In the next steps, indicate the
currency, number of license keys, provide contact details, billing
address, and payment method, and submit the form. The new key will
be sent to the specified e-mail address.

3 Save the new key to the hard drive on your local machine.

4 Open again the License Managemestreen in Plesk (Server> License
Managemepiand click Upload Key

5 Enter the path to the key file that you saved on your local machine or
click Browseto locate it.

6 Select the Replace the currently installed license key with the selecteti @cle
box to confirm that you really want to replace the current license key
with the new one.

If this check box is not selected, the new license key will not be installed and
installation will be aborted.

7 If your new license key allows hosting fewer sites than you already
host on the server, Plesk will stop working. However, to prevent the
control panel from comparing the amount of the resources used and
those covered by the new key, select the Allow the resources usage override
check box.

This might be helpful if you want to temporarily install a license key that covers less
resources and then upgrade it through the control panel interface.

8 Click OKto install the new key to the control panel.
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Installing Additional License Keys for Pleskokdd

A WN P C

To install an addanal license key for an add Plesk component:
Click the Servershortcut in the navigation pane.

Click the License Managemeiaon in the Systemgroup.
Click Order Control Panel AGrhs

The SWsoft online store page listing available add-ons will open in a
separate browser window. On this page, select the add-ons you want
to order and click Submit

Because Plesk add-ons are added to the license keys that already
exist, the Plesk Number Checking System page will open. Enter the
number of your license key to which you add this feature and click
Submit

In the next steps, indicate the currency, number of keys, provide
contact details, billing address, and payment method, and submit the
form. You will be notified by e-mail when your order is processed.

When you receive the e-mail notification, return to the License
Managemergcreen (Server> License Managemerand click Retrieve Key$o
retrieve the ordered license key. Plesk License Manager will retrieve
the upgraded license key from the SWsoft licensing server and
automatically install it to your control panel.

Upgrading Your License Key

If you are planning to expand your customer base and host more sites on the server
than your current license allows, you need to upgrade your license key.

A WON P

To upgrade théckense key:

Click the Servershortcut in the navigation pane.
Click the License Managemeiaon in the Systemgroup.
Click Order Control Panel Upgrades

On the SWsoft online store page, select the desired upgrade option
and click Submit

In the next step, indicate purchase details and submit the form. You
will be notified by e-mail when your order is processed.

After you receive the e-mail notification, return to the License
Managemergcreen (Server> License Managemerand click Retrieve Keyso
retrieve the ordered license key. Plesk License Manager will retrieve
the purchased license key from the Plesk licensing server and
automatically upload it to your control panel.



Configuring Your Control Panel 25

Rolling Back to Your Previously Used License Key

To roll back to the license keyymreviously used:
Click the Servershortcut in the navigation pane.
Click the License Managemeiaon in the Systemgroup.

Click Roll Back KeyThe previously installed license key will be
restored.

w N =

Securing Your Control Panel

In this section:

Restricting Administrative Access to Control Panel ..........cc.o.oooiiiiiiieiiieenniiinnn, 26
Securing Communication to Server with SSL Encryption...........cccccceeeeiiieeniinnnn, 27
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Restricting Administrative Access to Control Panel

To alleviate security concerns, you may want to restrict administrative access to your
control panel from specific IP addresses.

U To allow administrative access to control panel only from specific IP addresses or
networks:

1 Go to Server> Access

2 Click Add New Neorkand specify the required IP addresses. Click OK
To specify subnets, you can use wildcard symbols (*) and subnet masks.

3 Select the Denied from the networks that are not listgtion, and click Set
When prompted to confirm the operation, click OK
To prohibit administrative access from specific IP addresses or networks:
Go to Server> Access

2 Click Add New Networnd specify an IP address. Click OK
To specify subnets, you can use wildcard symbols (*) and subnet masks.

3 Select the Allowed, excludintpe networks in the lisiption, and click Set
When prompted to confirm the operation, click OK

By default Plesk allows multiple simultaneous sessions for several users logged into
the control panel using the same login and password combination. This can be useful
when delegating management functions to other users or in case if you accidentally
close your browser without logging out, thus becoming unable to log in again until your
session expires. You may want to switch off this capability, if you do not need it.

To disallow concurrent sessions for your administrative control panel:

Go to Server> Edit

2 Clear the Allow multiple sessions under administrator's logeck box and
click OK
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Securing Communication to Server with SSL
Encryption

For security reasons, you can access your control panel only through a secure
connection provided by Secure Sockets Layer-enabled hypertext transfer protocol. All
data you exchange with the Plesk managed server are encrypted, thus preventing
interception of sensitive information. The SSL certificate used in the data encryption
process is automatically generated and installed on the server during installation of the
control panel. This is the so-called self-signed certificate: it is not signed by a
recognized certification authority (CA), therefore, upon attempt to connect to your
control panel, you and your customers will see warning messages in Web browsers.

To gain customer confidence, you should purchase an SSL certificate from a reputable
certification authority, and install it to the control panel.

You can either:

A use the facilities for purchasing SSL certificates from GeoTrust, Inc. or GoDaddy
provided by your control panel,
OR

A create a certificate signing request (CSR) from the control panel and send it to the
certification authority of your choice, which will create an SSL certificate for you.

Note: If you are going to use the control panel's facilities for purchasing a certificate
through MyPlesk.com online store, you should not use command line tools for
creating the certificate signing request.

U To purchase an SSL certificate from GeoTrust, Inc. or GoDaddy through MyPleskCom
online store and secure your control panel:

1 Go to Server> CertificatesA list of SSL certificates that you have in
your repository will be displayed.

2 Click Add New Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Make sure that all the provided information is correct and accurate, as
it will be used to generate your private key.

5 Click Buy Cert

Your private key and certificate signing request will be generated 8 do not delete
them. MyPlesk.com login page will open in a new browser window.
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6

7
8

Register or login to an existing MyPlesk.com account and you will be
taken step by step through the certificate purchase procedure.

Choose the type of certificate that you wish to purchase.

Click Proceed to Bugind order the certificate. In the Approver E-Mail
drop-down box, please select the correct Approver e-mail.

The approver e-mail is an e-mail address that can confirm that certificate for
specific domain name was requested by an authorized person.

Once your certificate request is processed, you will be sent a
confirmation e-mail. After you confirm, the certificate will be sent to
your e-mail.

10 When you receive your SSL certificate, save it on your local machine

or network.

11 Return to the SSL Certificates repository (Server> Certificatek
12 Click Browsein the middle of the page and navigate to the location of

the saved certificate. Select it, and then click Send FileThis will upload
the certificate to the repository.

13 Select the check box corresponding to the certificate you just added,

and click #/ Secure control panel

To secure your control panel with an SSL certificate from other certificate authorities:

Go to Server> CertificatesA list of SSL certificates that you have in
your repository will be displayed.

Click Add New Certificate
Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

Make sure that all the provided information is correct and accurate, as
it will be used to generate your private key.

Click RequestYour private key and certificate signing request will be
generated and stored in the repository.

Download the certificate signing request (CSR) file and save it on
your machine. To do this, click the respective L1 icon.
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7 Once downloaded, open the file in a text editor, copy the text that
starts with the line ----BEGIN CERTIFICATE REQUESIhd ends with the
line ----END CERTIFICATE REQUESD the clipboard. Be sure to include
the lines ----BEGIN CERTIFICATE REQUESIhd ----END CERTIFICATE
REQUES¥--into your certificate signing request because they are part
of it.

8 Using your favorite mail client software, create a new e-mail message
and paste the text from the clipboard. Send this message to the
Certification Authority that will create an SSL certificate in accordance
with the information you supplied.

9 When you receive your SSL certificate, save it on your local machine
or network.

10 Return to the SSL Certificates repository (Server> Certificatek

11 Click Browsein the middle of the page and navigate to the location of
the saved certificate. Select it, and then click Send FileThis will upload
the certificate to the repository.

12 Select the check box corresponding to the certificate you just added,
and click #/ Secure control panel

U In case you need to generate asglied certificate for some reason, follow this
procedure:

1 Go to Server> CertificatesA list of SSL certificates that you have in
your repository will be displayed.

2 Click Add Nev Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Click the Sdf-Signedbutton. Your certificate will be generated and
stored in the repository.
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Setting Up Global Account

Global Account is a Single Sign-On technology feature that allows you to log in to
different SWsoft products using a single global login and password. If you have several
accounts in Plesk, you can connect them all to a global account and switch between
these accounts without entering a password every time. You can also connect all your
accounts in other SWsoft products to your global account and switch between them
without providing credentials.

After you create a global account and connect local accounts to it, you will be able to
choose from any account connected to your global account when logging in under your
global account.

Note. Single Sign-On technology and the ability to use global accounts can only be
activated through APl or Command Line Utility means. Please refer to your Service
Provider or the respective documentation for more information on activating Single
Sign-On.

In this section:

Creating A GlODal ACCOUNT ........uuuiiiiiiiiiiiiiiiiieiiiiieiei bbb eeeneeeeennee 31
Connecting Local Accounts To Your Global Account............ccvvveiviiiinieeeneiennns 31
Switching BEtWEEN ACCOUNTS .....vuuiiiii e e e e e e eeaa e e e e e e eannees 31
Changing Global Account Password ............ccccooiieeeiiiiiiiiiies e 32

Disconnecting Local Accounts From Global Account............cccccvvvviiiiiiiiiiiinnnnn. 33
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Creating A Global Account

To create a global account:
Log in to Plesk, go to Global Accounand click Connect To Global Account

2 Select Create new global accoiwarid provide the login and password for
your global account.

3 Click OK

Your global account is active now, so you can proceed with connecting other accounts
to it. Refer to Connecting Local Accounts to Your Global Account (on page 31) section
for more information.

Connecting Local Accounts To Your Global Account

To connect a local Plesk account to your global account:
Log in to Plesk under the local account you want to connect.
Go to Global Accounand click Connect To Global Account

Make sure that Use existing global accownttion is selected and provide
the login and password for the global account you want to connect to.

4 Click OK

w N -

Repeat steps 1-4 for other local accounts as necessary.

To connect an account in another product with SSO support to your global account:

Log in to software product with SSO support under the account you
want to connect.

2 Follow the instructions on connecting to a global account in respective
software product documentation. Make sure that you provide the
credentials for the existing global account when you are asked to.

Repeat steps 1-2 for other accounts or products as necessary.

Note. Different software products may use different names for the Global Account
feature, such as Federated Identity or Global Login. Refer to respective software
product documentation for more information.

After you have connected all required accounts to your global account, you can log in
under your global account all the time in any product where you have a local account
connected to your global account. You will be shown the list of local accounts
connected to your global account every time you log in under it, so you can choose
which account you would like to use now. You can switch to another account any time
you want. Refer to Switching Between Accounts (on page 31) section for more
information.
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Switching Between Accounts

To switch to another account:
Click Switch Usein the upper right corner.
2 Select the account you want to switch to:

A Choose the required local account from the list of accounts connected to your
global account

or

A Select Specify credentials for another accaamd provide login and password for a
local account not connected to your global account or to another global account.
You can also specify the language for your control panel from the Interface
languagemenu. If you had previously specified the interface language for that
account and saved it in its interface preferences, leave the Defaultvalue
selected.

3 Click OK

Changing Global Account Password

To change password of your global account:

Log in to Plesk under your global account or any local account
connected to it.

2 Go to Global Accounand click Change Password
3 Enter your old and new passwords, and click OK
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Disconnecting Local Accounts From Global Account

To disconnect a local account from your global account:

Log in to Plesk under the local account you want to disconnect.
Go to Global Accont and click Disconnect From Global Accaunt
Confirm the disconnection and click OK

w N -

Repeat steps 1-3 for other local accounts as necessary.

Customizing Your Control Panel

The control panel's Desktop view and Standard view (as described in the chapter
Becoming Familiar with Plesk's Interface (on page 16)) have different customization
settings which are adjusted in different areas of the control panel.

To customize the Desktop view, refer to the section Customizing the Control Panel in
the Desktop View (on page 48).

To customize the Standard view (that is, all areas and screens of the control panel
except for Desktop), refer to the section Customizing the Control Panel in the Standard
View (on page 36).

Note that you can choose to have in your control panel only Desktop view, only
Standard view, or both views at once: to do this, you need to obtain and install a
license key that supports the required interface view. However, you can specify what
view should be shown to other control panel users regardless of your license key
features.

This chapter explains how to accomplish the following tasks:

Change the interface language and theme (skin) for your control panel (on page 35)
Remove unwanted buttons from the control panel (on page 37)

Add custom hyperlink buttons to the control panel (on page 46)

Set a custom logo to the banner area of the control panel (on page 45)

Add support for more control panel languages (on page 43)

Add interface themes (skins) (on page 44)

Add to and remove items from the Desktop (on page 48)
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In this section:

Changing Interface Language and SKin.................uuuueiiiiiiiiiiiiiiiiiiis
Customizing the Control Panel in the Standard VieW..............ccovvviiiiinieeenciennn,
Customizing the Control Panel in the Desktop VIEW ..............uuuviviiiiiiiiiiiiiiiiinnnns
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Changing Interface Language and Skin

U To change the interface language and skin for your control panel and for your
customers, follow these steps:

1 Go to Server >Control Panel > Server Preferences
2 Specify the following:

a Defaullocale.Select the interface language that will be set as default for new control
panel users.

b Default skinSelect the interface skin (theme) that will be set as default for new
control panel users.

¢ Administrator's interface langua&elect the language for your control panel.
d Administrator's interface skielect the skin (theme) for your control panel.
3 Click OK

Note that on that control panel screen, there are also the following settings, which you
might want to review (we recommend leaving their default values for most users):

a Button label lengtfi.o prevent lengthy button captions in languages other than
English from overlapping in the control panel, you may want to specify a limit
here. Any button caption longer than the defined limit will be shortened and
ended with ellipsis (...).

b Prevent users from working with the control panel until interface screens are completely
loaded Leave this selected to avoid errors that might occur when users try to
interact with control panel before is it ready.

c Default interface customization templ@tece you customize the control panel and
save the settings in a template as described in Using Interface Customization
Templates (on page 37), you will be able to select your template here.

d Desktop preseOnce you customize the desktop and save the settings in a template
as described in Using Desktop Presets (on page 50), you will be able to select
your template here.

e Administrator's interface customization temp@tee you customize the control panel
and save the settings in a template as described in Using Interface
Customization Templates (on page 37), you will be able to select your template
here.

f  Allow multiple sessions under administtattmgin.By default Plesk allows multiple
simultaneous sessions for several users logged into the control panel using the
same login and password combination. This can be useful when delegating
management functions to other users or in case if you accidentally close your
browser without logging out, thus becoming unable to log in again until your
session expires. You may want to switch off this capability, if you do not need it.

g Full host name.
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h Apache restart intervaliny changes to hosting account settings made through control
panel take effect only when Web server is restarted. By default, Web server is
set to restart not more than once in every 15 minutes. This value is optimal for
most cases, and we recommend leaving this default setting. Note that when
there are no changes in hosting account settings, the Web server is not forced

to restart.

i Web and traffic statistics retention perBygdefault, statistics are kept for three
months. You may want to specify another period here.

j  Items that statisticaiilities should count when calculating disk space and bandwidth usage.

Customizing the Control Panel in the Standard View

In this section:

Using Interface Customization TemMPIates .......cceeiieiiiiiiiiiiiiii e 37
Hiding and Unhiding Sets of BUIONS ..........ccooviiiiiiiiiiiiiiieeeeeeeeee e 41
Super AdMINISIrative OVEITIOES ........uuuueiiiiiiiiiiiiiieiiiiiiiieeiieeeeeebeeeeebeeeeeeeeeeneeeenee 43
Installing and Uninstalling Interface Languages..........cccoovuvviieiiieeeecciviiiiine e, 43
Installing and Uninstalling Control Panel Themes (SKiNS)............ccoovvviiiiennnenn. 44
Rebranding Your Control Panel with a Custom Logo Banner ............ccccccceeeee... 45

Adding and Removing Custom Hyperlink BUttoNS .............cccoeeeiiieiiiiiiiiiieeee e, 46
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Using Interface Customization Templates

Interface customization templates are sets of interface customization options assigned
to Plesk users. You can configure custom settings for interface elements and save
these settings in a template. Then, you assign the template to specific client accounts.

Default Customization Template is created automatically after Plesk installation.
Initially, the default template allows user access to all interface elements of the control
panel. The default template is automatically applied to all user accounts, including the
administrator, if no other template is explicitly specified. The default template cannot be
removed from the control panel. You can set another template as a default one. In the
list of templates, the default template is displayed in bold.

Thus, to customize interface options for customers, you can either modify the default
template or create own customization templates and assign them to user accounts.

Note that if you need to hide only buttons related to MyPlesk.com e-commerce portal
and buttons related to currently unavailable features (such buttons are shown in the
control panel as grayed out), you can do so without using interface customization
templates. This is described in Hiding and Unhiding Sets of Buttons.

In this section:

Creating TEMPIALES ... ...uuuiiiiiiiiiiiiieiiiieei et ebnennnnennes 38
Assigning Templates to USEr ACCOUNLS ..........couuviiiiiiieeeiieeiiceie e 39
RemMoVvIiNg TEMPIALES ....coovviiiiiiiiiiieeeeeeeeee e 39
Changing Default TEMPIALE ..........uuuuuiiiiiiiiiiiiiiiiiiiiiiiie e 40

Exporting and Importing TemMPIates............coiiiiiieeiiieccce e 40
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Creating Templates

To create a templatadaspecify custom rules for interface elements:

Go to Server> Interface Managementinterface Templateab and click Add
Interface Template

2 On the next page, enter the name for the new template. This field is
required.

3 Select the Defaultcheck box to make this template default.

Remember that the default template is applied to all user accounts for which no
other template is explicitly defined.

4 Click Show Toolbato customize the rules for interface elements.

The toolbar serves to customize the appearance of buttons on Plesk screens for
user accounts. The toolbar appears at the bottom of a Plesk screen. When the
toolbar is on, you can navigate through Plesk interface screens and define rules for
separate buttons.

5 Navigate to a Plesk screen on which you want to customize interface
elements.

6 On the toolbar, click the Customizébutton to switch on the
customization mode.

7 Click the transparent screen over a button you want to customize and
select one of the following options in the drop-down menu:

A Hide i Hide this button from all users, including the administrator

A Admin Only i Hide this button from all users, but show for the administrator
A Show i Always show this button for all users
A

Default i Reset previous customizations you have made for this button to the
default settings.

Current customizations

The Following buttans have custom settings, Click them to change these settings. Reset all ko defaulk

le_| | Oy e 3

Certificates ODEC Settings Logo Setup | Admin Only
I Show

Drafault

8 When you finish customizing buttons, click OKon the toolbar.
9 Click Hide toolbato exit the customization mode.

10 Return to the list of interface customization templates (Serve > Interface
Management Interface templatgs

The template you have just created is added to the list of customization templates.
You can now assign the template to user accounts.
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Assigning Templates to User Accounts

To assign a template to your ifdee:
Go to Server> Edit

2 In the Administrator's interface customization tempia¢®u, select the
customization template you need and click OK

Note:l n the 1list of templates, the template cur
interface is shown in italic. The default template name is displayed in bold. If you are
using the default template, it is marked as bold italic.

To assign a template to a client account:

Go to Server> Interface Managementinterface Templateab.
2 In the list of templates, click the number in the Usagecolumn.

This number shows the number of client accounts that currently use this template.
3 Click Add New Clientb assign this template to another client account.

4 In the list of clients that do not use this template, select one or
several client accounts and click OK

The template will be assigned to the selected client accounts.

Note: You can also assign a template to a client when you are creating a new client
account or editing client account preferences. To create a new account, click Clientsin
the navigation pane, then click Add New Client Accoufto edit client account
preferences, click Clientsin the Navigation pane and then click the client name you
need.

Removing Templates

U Toremove one template or several templatestifr® control panel:
Go to Server> Interface Managementinterface Templataab.

2 Select a template or several templates using the check boxes on the
right.

3 Click % Remove Selected
4 Confirm the removal and click OK

The specified templates are removed from the control panel and the default template is
assigned to all users that previously used the removed templates.
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Changing Default Template

w N -

To set another template as a default template:
Go to Server> Interface Managementinterface Templateab.
Select a check box corresponding to the template you need.

Click Z Default The selected template will be used for all users for
which no template is explicitly defined.

Exporting and Importing Templates

w N R

To import a template created on one Plesk server to another Plesk server:
Go to Server> Interface Managementinterface Templataab.
Click the [-1icon to save the template you want to export to a file.

In the File Downloadialog box, click Saveand specify the location on
your hard drive where to save the file.

The template settings will be saved as a template_name.xml file.
Transfer the template file to another Plesk server.

On another Plesk-enabled server, go to Server> Interface Management
Interface templatesb and click Upload

Enter the name of the template to be imported or locate the template
file on the hard drive.

The file must be in .xml format.

Click OK View the customization settings of this template. In this step,
you can click Show Toolbato edit the template.

When you finish editing, click OK The new template will be uploaded
to this machine.

Assign this template to client accounts (see the Assigning Templates
to User Accounts section).
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Hiding and Unhiding Sets of Buttons

You can easily hide predefined groups of buttons from the Plesk interface. In this case,
users do not see the controls they are not allowed to operate or the features that are
not supported (services not installed).

a b~ WO DN P
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To hide groups of buttons:

Click the Servershortcut in the navigation pane.

Click the Interface Managemeabn in the Control Panajroup.

Click the Interface templatesb.

Click the Preferencescon in the Toolsgroup.

Select the check boxes to hide the following groups of controls:

A

Grayed out buttons. Originally, grayed out icons in the control panel interface
show services or components that are not installed and, hence, cannot be
managed through the control panel. You can hide these buttons to prevent
users from being disappointed that some services are unavailable. To hide all
unavailable buttons, select the Hide all grayed out buttons by defahkck box.

Limit management controls. To prevent users from viewing grayed out limit
management controls they are not allowed to operate, select the Hide from users
the limit management contrtiey are not allowed to operabeck box.

Permission management controls. To prevent users from viewing grayed out
permission management controls they are not allowed to operate, select the

Hide from users the permission management controls they are not allowed to operate
check box.

Under Button setsselect the check boxes to hide the following sets of
buttons or other control panel elements:

A

Buttons related to services provided by MyPlesk.com online store. If you are
reselling domain registration services and SSL certificates, select the check
boxes Hide buttons for domain registratibtide buttons for certificate purchasiand
Hide buttons for extra servicégl buttons related to MyPlesk.com will be removed
from the control panel at all user levels.

Mail bounce controls. If you wish to prohibit your users from using their own mail
bounce policies for e-mail addressed to nonexistent e-mail recipients within their
domains, select the Hide mail bounce contratheck box.

Control panel items that promote third-party services: link to Fotolia Web site
(stock photos) and newsfeeds from www.moreover.com which are shown in the
default pages for newly hosted Web sites and in the Webmail application.

Click OK

To make groups of hidden buttons visible in the interface:

Click the Servershortcut in the navigation pane.
Click Interface Managemeaabn in the Control Panejroup.
Click the Interface templatesb.


http://www.moreover.com/
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4 Click the Preferencescon in the Toolsgroup.

5 Clear the corresponding check boxes to make the hidden groups of
buttons again visible in the interface.

6 Click OK
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Super Administrative Overrides

The super administrator (root) can define a set of controls that are never shown in
Plesk control panel, even to a user with administrative privileges (and even in the
Customization mode). To do this:

1 Customize the interface through the Plesk control panel.

2 Create an empty file with name root.controls.lock in
Iplesk_installation_directory/var/

3 Login to the MySQL database server and retrieve the values
describing the state of the hidden controls.

#mysqgl -uadmin -Dpsa ip

mysql> select page, control from itmpl_data;

+ Jreccemeeemmm— +
| /server/server.php3 | key_info |

+ Jreccemeeemmm— +

4 Add these values to the
Iplesk_installation_directory/var/root.controls Jock
file separating them with colons:

/server/server.php3:key_info
5 Save the file.

The values you put into this file will override the customizations made through the
control panel.

Installing and Uninstalling Interface Languages

You can download new language packs from SWsoft site and install them to the control
panel. The number of languages you can use with your control panel depends on the
license key you purchased. The control panel will alert you when you attempt to install
more languages than allowed.

U To view the interface languages installed in the control panel:
1 Click the Servershortcut in the navigation pane.

2 Click the Interface Managemeaoobn in the Control Panejroup. The
following information is displayed:

A Language status icon shows the current status of the language pack: o
language pack is accessible to users, @ not accessible, =/ the language pack
is not available to users because the limit on the number of language packs
supported by your current license is exceeded.

Note: you can make a language unavailable to control panel users. To do this,
click an icon &@. To make a language available to users, click an icon Q.

A Language codeontains the four-letter language code;
A Languageshows the name of the language;
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A Countrydisplays the countries where this language is native;
A Useddisplays the number of control panel users at all levels that use this
language in their interface.

U Toinstall a new language pack that you downloaded from SWsoft web site:

1 Click the Servershortcut in the navigation pane.

2 Click the Interface Managemeabn in the Control Panejjroup.

3 Click the Add Localébutton.

4 Enter the path to the language pack file or use the Browsebutton to
locate it.
If you use an RPM-based system, use language pack files with the .rpm file name
extension.
If you use a DEB-based system, use the language pack files with the .deb file name
extension.
If you use a FreeBSD system, use language pack files with the .tgz or .tbz file name
extension.
If you use a MacOS system, use language pack files with the .sh file name
extension.

5 Click OKto install the language to the system.

U To uninstall a language pack from the control panel:

1 Click the Servershortcut in the navigation pane.

2 Click the Interface Managemeobn in the Control Panejroup.

3 Select the appropriate check box and click % Remove Selecte®n the

next page, confirm the removal operation.

If the language pack you have just removed is used by some other users, their
interface language will be automatically set to the default language. The default
language of the Plesk distribution package (en-US) cannot be removed.

Installing and Uninstalling Control Panel Themes (Skins)

You can develop and use custom skins for your control panel. Be aware that use of
skins created by third parties can be dangerous, as the skin packages can contain
malicious code. We strongly recommend that you use only the skins received from the
trusted sources.

w N -

To view curreitt installed skins:

Click the Servershortcut in the navigation pane.

Click the Interface Managemeabn in the Control Panajroup.
Click the Skinstab.

To download a skin package:
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Click the Servershortcut in the navigation pane.
Click the Interface M@agemenicon in the Control Panajroup.
Click the Skinstab.

Click the appropriate |1 icon, or click a skin title and then click
Download Skin

5 Select the type of archive you would like to have the skin files packed
into, and click OK

Once the skin is prepared for downloading, a file download dialog window appears.

6 Click Save specify the location and file name for the downloaded skin
package file to be saved, and then click Save

A WODN P

You can now prepare your own skin by modifying the contents of the downloaded
archive file. To learn how to create custom skins for Plesk control panel, see the Skins
Reference document (Server> Interface Managemengkins> Skins Referenge

To install a new skin tontrol panel:
Click the Servershortcut in the navigation pane.
Click the Interface Managemeabn in the Control Panajroup.

Click the Skinstab.
Click Add New SkinSpecify the skin package file location and click OK

A W NP C

To update the contents of arealty installed skin:

Click the Servershortcut in the navigation pane.

Click the Interface Managemeabn in the Control Pangjroup.
Click the Skinstab.

Click a skin title and then click Update SkinSpecify the skin package
file location and click OK

A WODN PP C

To remove one or several skins from the repository:

Click the Servershortcut in the navigation pane.

Click the Interface Managemeabn in the Control Pangjroup.
Click the Skinstab.

Select the corresponding check box and click % Remove Selected@hen,
confirm removal and click OK

A WDN P C

Note:When you remove a skin, which is currently
panel environment, the userés controlko panel a
the default skin. You cannot remove the default control panel skin.




46 Configuring Your Caal Panel

Rebranding Your Control Panel with a Custom Logo Banner

You can replace the default Plesk logo banner in the top frame with your own logo. It
will be visible to your customers when they log in to their control panels. You can also
make your logo a clickable hyperlink.

You should use a GIF, JPEG or PNG format file for your logo, preferably not larger
than 100 kilobytes to minimize the download time. It is recommended that you use an
image of 50 pixels in height.

To set up your logo image:

Click the Servershortcut in the navigation pane.

Click the Logo Setupcon in the Control Panejroup.

Specify the path to file or click Browseto locate it. Click Open

To make the logo clickable hyperlink that refers users to your
corporate web site, type the desired URL into the Enter new URL for logo
box.

5 Click OKto submit.

A WON PP

When you wish to restore the default Plesk logo, click the Default Logdutton.

Adding and Removing Custom Hyperlink Buttons

U To add a custom hyperlink button to your Plesk control panel and specify whether
your customers will see it in their control panels:

1 Go to Server> Custom Buttonand click Add New Button
2 Specify properties of the button:
A Type the text that will show on your button in the Button labebox.

A Choose the location for your button. To place it in the navigation pane, select
the Navigation paneption from the Locationdrop-down box. To place it on each
client's home page or desktop, select the Client home pageption. To place it on
each domain owner's home page or desktop (domain owners are your reseller's
customers), select the Domain administration paggtion.

A Specify the priority of the button. Plesk will arrange your custom buttons on the
control panel in accordance with the priority you define: the lower the number i
the higher is priority. Buttons are placed in the left-to-right order.

A To use an image for a button background, type the path to its location or click
Browseto browse for the desired file. It is recommended that you use a 16x16
pixels GIF or JPEG image for a button to be placed in the navigation pane, and
32x32 pixels GIF or JPEG image for buttons placed in the main frame or
desktop.

A Type the hyperlink of your choice to be attached to the button into the URLbox.

A Using the check boxes, specify whether to include the information, such as
domain name, FTP login, FTP password and other data to be transferred within
the URL. These data can be used for processing by external web applications.
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A In the Context help tip contentsput field, type in the help tip that will be displayed
when you hover the mouse pointer over the button.

A Select the Open URL in the Control Pasteck box if you wish the destination URL
to be opened in the control panel's right frame, otherwise leave this check box
unchecked to open the URL in a separate browser window.

A If you wish to make this button visible to your customers, your resellers and their
customers with access to control panel, select the Visible to all suipgins
checkbox.

Click OKto complete creation.

To remove a hyperlink button from your Plesk control panel:
Go to Server> Custom Buttons

Select a check box corresponding to the button that you wish to
remove and click 2 Remove Selected
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Customizing the Control Panel in the Desktop View

To add or remove items from the desktop:

1 Go to Desktop> ' Customize Desktop

2 Specify whether to show the Sener Informatiomroup and what items to
show there. Clearing check boxes will remove the respective items
from the desktop.

3 Specify what tasks you would like to accomplish through the control
panel. The appropriate shortcuts will be placed to the desktop. The
Selected taskfist shows the tasks for which shortcuts are already
placed on the desktop. The Available taskfist shows the tasks for which
you do not yet have shortcuts on your desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskhst and click << Remove

4 To show your custom buttons on the desktop, under Tools select the
Custom buttonsheck box.

5 Specify whether to show the Statisticsand Favoriteggroup and what
items to show there. Clearing check boxes will remove the respective
items from the desktop.

The Favoritegyroup shows the links to items or control panel screens that you
added to desktop by navigating to the respective control panel screens and clicking

- Add To Favoritesr E Create Shortcuton.
6 Click OK

To addtems to thd-avoritegroup of the desktop:
Navigate to the control panel screen you need.

2 Click either the ‘¥ Add To Favoritesr &) CreateShortcuticon in the upper
right corner of the screen.

3 If you want to specify a custom label and description for the shortcut,
clear the Use defaulcheck boxes and specify the desired label and
description, then click OK

To modify label or descriptitor a shortcut in thEavoritegroup:
On the desktop, click the shortcut that you wish to modify.

2 Click the # Edit Favoriteor # Edit Shotcuticon in the upper right corner
of the screen.

3 Modify the label and description as desired and click OK
OR
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1 On the desktop, click the # icon corresponding to the shortcut that
you wish to modify.

2 Modify the label and description as desired and click OK

To remove items from tRavoritegroup of the desktop:
On the desktop, click the shortcut that you wish to remove.

2 Click the # EditFavoriteor #* Edit Shortcutcon in the upper right corner
of the screen, then click Remove

OR

1 On the desktop, click the # icon corresponding to the shortcut that
you wish to remove, then click Remove

In this section:

USING DESKIOP PrESELS....uuiiciiiieiiiiei et e e e et e e e e e aaeees 50
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Using Desktop Presets

Alternately, you can modify items in the desktop view by modifying and applying
desktop presets. The presets contain configurations of interface elements. You can
have several presets for your interface and switch between them when needed. You
can predefine the appearance of interface for your customers and customers of your
resellers.

To customize your desktop by means of a template:

Go to Server> Interface ManagementDesktop Presetsab and click the
Default Administrator Deskteportcut in the list of desktop presets.

If you wish to create a new preset based on an existing one, click the corresponding
“7 jcon.

2 Specify the configuration preset name.
3 Select the Defaultcheck box to apply this preset to the interface.

4 Specify whether to show the Server Informatiogroup and what items to
show there. Clearing check boxes will remove the respective items
from the desktop.

5 Specify what tasks you would like to accomplish through the control
panel. The appropriate shortcuts will be placed to the desktop. The
Selected taskfist shows the tasks for which shortcuts are already
placed on the desktop. The Available taskéist shows the tasks for which
you do not yet have shortcuts on your desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskBst and click << Remove

6 To show your custom buttons on the desktop, select the Custom buttons
check box located above the list of Avalable tasks

7 To show on the desktop a shortcut to functions for creating new
custom hyperlink buttons, select the Show the following buttons in the footer:
Create a new custom buttoneck box below the Available taskéist.

8 Specify whether to show the Statisticsand Favoritesgroups and what
items to show there. Clearing check boxes will remove the respective
items from the desktop. The Favoritesgroup shows the links to items or
control panel screens that you added to desktop by navigating to the
respective control panel screens and clicking s Add To Favoritesr &)
Create Shortcut

9 Click OK
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To customize desktop for your resellers antbousrs who have several domains
(client accounts):

Go to Server> Interface ManagementDesktop Presetsab and click the
Default Client Desktgtortcut in the list of desktop presets.

If you wish to create a new preset based on an existing one, click the corresponding
<3 icon.

Specify the configuration preset name.

Select the Defaultcheck box to apply this preset to the interface.

Specify what tasks you would like your users to accomplish through
the control panel. The appropriate shortcuts will be placed to the
desktop. The Selected taskfist shows the tasks for which shortcuts are
already placed on the desktop. The Available task$ist shows the tasks
for which there are no shortcuts on the desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskbst and click << Remove

To show custom buttons on the desktop, select the Custom buttons
check box located above the list of Available tasks

To show on the desktop a shortcut to functions for creating new
custom hyperlink buttons, select the Show the following buttons in the footer:
Create a neaustom buttorcheck box below the Available tasksst.

Specify whether to show the Statistics and Favoritggsoup and what items
to show there. Clearing check boxes will remove the respective items
from the desktop.

The Favoriteggroup shows the links to items or control panel screens that your
users add to their desktops by navigating to the respective control panel screens

and clicking the clicking - Add To Favoritesr ¢/ Create Shortcut
Click OK

To customize desktop for your resellers' customers (domain owner accounts):

Go to Server> Interface ManagementDesktop Presetsab and click the
Default Domain Owner Deslkdbjprtcut in the list of desktop presets.

If you wish to create a new preset based on an existing one, click the corresponding
7 jcon.

Specify the configuration preset name.
Select the Defaultcheck box to apply this preset to the interface.
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4 Specify what tasks you would like users to accomplish through the
control panel. The appropriate shortcuts will be placed to the desktop.
The Selected taskiist shows the tasks for which shortcuts are already
placed on the desktop. The Available taskfist shows the tasks for which
there are no shortcuts on the desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskbst and click << Remove

5 To show custom buttons on the desktop, select the Custom buttons
check box located above the list of Available tasks

6 To show on the desktop a shortcut to functions for creating new
custom hyperlink buttons, select the Show the following buttons in the footer:
Create a new custom buttohheck box below the Available taskést.

7 Specify whether to show the Statistics and Favoritggoup and what items
to show there. Clearing check boxes will remove the respective items
from the desktop.

The Favoriteggroup shows the links to items or control panel screens that users add
to their desktops by navigating to the respective control panel screens and clicking
L7 Add To Favoritesr &) Create Shortcut

8 Click OK
To download a configuration preset in XML format:

1 Go to Server> Interface ManagementDesktop Presetsab.

2 Select the check boxes corresponding to the presets that you wish to
download and click k-1 Export selected to file

3 When prompted, specify file name and location where to save file and
click OK

U To upload aanfiguration preset in XML format:

1 Go to Server> Interface ManagementDesktop Presetsab and click Upload

2 Specify the path to preset file or click Browseto locate it.

3 Select the Overwrite presets with the same name andctypek box if you
wish to avoid errors on overwriting presets already registered in the
control panel, then click OK

4 To apply the preset, click its title, select the Defaultcheck box and click
OK

U Toremove a preset:

Go to Server> Interface ManagementDesktop Presetsab.
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Select the check box corresponding to the preset that you wish to
remove and click % Remove Selecte€onfirm removal and click OK

Adjusting Session Idle Time

You can adjust the allowed idle time for any session in Plesk as required.

w N =
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To adjust session security parameters:
Click Servershortcut in the navigation pane.
Click Session Settings the Control Panejjroup.

Specify the required Session idle timen minutes in the appropriate field.

Should a user session remain idle for the time period exceeding the
one specified as the Session idle time, the Control Panel terminates
this session.

Click OK

To reset all parameters back to their default values:

Click Servershortcut in the navigation pane.

Click Session Settings the Control Panejjroup.

Click Default The default session idle time will be set to 30 minutes.
Click OK



CHAPTER 4

Configuring and Maintaining Your Sel

After you have installed Plesk software on your server and configured the control
panel, you need to configure your system and set up all services required for its
operation. In order to configure your Plesk managed server via the control panel follow
the instructions provided in this chapter.

In this chapter:
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Adding and Removing IP Addresses

After installation, Plesk reads all your IP addresses from the network configuration files
and can then use these IP addresses for hosting DNS domains and Web sites.

When you obtain a new IP address that you would like to use on the server, you should
add the address through the control panel, as Plesk might not recognize manual
modifications you make to the network configuration files.

With Plesk you can mark all your IP addresses as shared or dedicated before you
assign them to your customers. This allows the control panel to distinguish between
them and not to let you assign a dedicated IP address to several customers at once. A
dedicated IP address can be assigned to a single customer, while a shared IP address
can be shared among several user accounts.

Note that SSL protection with authentic digital certificates and Anonymous FTP
services are available only to dedicated hosting accounts on a dedicated IP address.
Shared hosting accounts can also have SSL protection, but visitors to such protected
sites will get error messages in their browsers.

Note: in this version of Plesk control panel, dedicated IP addresses are referred to as
Exclusive IP addresses.

0 To view the IP addresses you have at your disposal:
1 Go to Server> IP Addresses
Your IP addresses are listed and the following supplementary information is given:

A Anicon in the S (Status) column shows D if your IP address is properly
configured on the network interface. If your IP address was removed from the
network interface, an icon will show ]

A Anicon in the T (Type) column shows 7 if an address was allocated to a single

customer as a dedicated IP address, and & if an address is shared among
many customers.

A The IP addressSubnet Masknd Interfacecolumns show which IP addresses are
on which network interfaces.

A The Clientscolumn shows the number of user accounts who you assigned a
given IP address. To view the users by names, click the respective number in
the Clientscolumn.

A The Hostingcolumn shows a number of web sites hosted on an IP address. To
view the domain names of these web sites, click the respective number in the
Hostingcolumn.

2 To update the list of IP addresses and their status, click Reread IP

U To add a new IP address to the server:
1 Go to Server> IP Addressesnd click Add New IP Address
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Select the network interface for the new IP from the Interfacedrop-
down box. All network cards installed on your server are shown in this
drop-down box.

Enter the IP address and subnet mask in the corresponding box (e.g.,
123.123.123.123/16).

Select the type of the new IP address, shared or exclusive, using the
IP typeradio button.

From the drop-down box, select the SSL certificate for the new IP
address. You can select the following certificates:

A Default certificatethe certificate that comes with the Plesk distribution package.
However, this certificate is not recognized by web browsers as it is not signed by
a Certificate Authority (a warning message appears). The default certificate is
used to provide access to the control panel via the https protocol (https://<Plesk
Server name or |P>:8443)/).

A Other certificatesthe certificates (self-signed or signed by a Certificate Authority)
that you added to the repository of SSL certificates (about adding certificates,
see the Securing Sites with SSL encryption section).

Click OK

To remove an IP address from the server:
Go to Server> IP Addresses

Select the respective check box and click % Remove Selectedonfirm
removal and click OK

To assign an IP addressatoiser:

Go to Server> IP Addresseand click the respective number in the Clients
column, then click Add New Client

Select the user account you need and click OK

To revoke an IP address from a user:

Go to Server> IP Addresseand click the respective number in the Clients
column.

Select the respective check box and click % Remove Selected
Confirm removal and click OK

To specify what web site will open when users refer to the web resounee on
server by an IP address:

Go to Server> IP Addresseand click the respective number in the
Hostingcolumn. All sites hosted on this IP will be listed.
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Select the site you need and click “f Se as Default

To change an IP address allocation type (shared, exclusive) or assign another SSL
certificate to an IP address:

Go to Server> IP Addresseand click the IP address you need.

Select the IP address allocation type and SSL certificate you need,
and click OK
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Configuring DNS Services

Your control panel works in cooperation with the BIND DNS server, which enables you
to run DNS service on the same machine where you host Web sites.

Setup of DNS zones for newly added domains is automated: When you add a new
domain name to control panel, a zone file is automatically generated for it in
accordance with the server-wide DNS zone template and registered in the name
server's database, and name server is instructed to act as a primary (master) DNS
server for the zone.

You can:

A
A

A
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Add resource records to and remove from the template

Override the automatic zone configuration with custom settings on a per-domain
basis

Switch off the domain name service on this machine if your provider or another
organization is running DNS service for your sites

To view the default records in the sewide DNS template:
Click the Servershortcut in the navigation pane.

Click the DNSicon in the Servicesgroup. All resource record templates
will be displayed.

The <ip> and <domain> templates are automatically replaced in the generated
zone with real IP addresses and domain names.

To add a new resource record to the seviclx DNS template:

Click the Servershortcut in the navigation pane.

Click the DNSicon in the Servicesgroup.

Click the Add New Recoridon in the Toolsgroup.

Select the resource record type and specify the record properties as
desired.

Note that you can use <ip> and <domain> templates that will be replaced in the
generated zone with real IP addresses and domain names. You can use a wildcard
symbol (*) to specify any part of the domain name, and you can specify the exact
values you need.

Click OK

To remove a resource record from the sevider DNS template:
Click the Servershortcut in the navigation pane.
Click the DNSicon in the Servicesgroup.

Select a check box corresponding to the record template you wish to
remove, and click # Remove Selected
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4 Confirm removal and click OK

Plesk updatesautomat i cal ly t he zone name, -maladdtess,a me , ad
and serial number, and writes the default values for the rest of Start of Authority record

parameters to the zone files it maintains. If you are not satisfied with the default values,

you can change them through the control panel.

U To change the Start of Authority (SOA) record settings in thevader&NS
template:

Click the Servershortcut in the navigation pane.
Click the DNSicon in the Servicesgroup.

Click SOA Preferences

Specify the desired values:

A TTL This is the amount of time that other DNS servers should store the record in
a cache. Plesk sets the default value of one day.
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A RefreshThis is how often the secondary name servers check with the primary
name server to see if any changes have been made to the domain's zone file.
Plesk sets the default value of three hours.

A Retry This is the time a secondary server waits before retrying a failed zone
transfer. This time is typically less than the refresh interval. Plesk sets the
default value of one hour.

A Expire This is the time before a secondary server stops responding to queries,
after a lapsed refresh interval where the zone was not refreshed or updated.
Plesk sets the default value of one week.

A MinimumThis is the time a secondary server should cache a negative response.
Plesk sets the default value of three hours.

5 Click OK The new SOA record parameters will be set for the newly
created domains.

By default, transfer of DNS zones is allowed only for name servers designated by NS
records contained within each zone. If your domain name registrar requires that you
allow transfer for all zones you serve:

1 Click the Servershortcut in the navigation pane.
2 Click the DNSicon in the Servicesgroup.

3 Click the Common AClcon in the Toolsgroup. A screen will show all
hosts to which DNS zone transfers for all zones are allowed.

4 Click the Add New Addresson.
5 Specify the registrar's IP or network address and click OK

U If you are using thisglarty DNS servers, and are not running your owséyixss,
you should switch off your control panel's DNS server:
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1 Click the Servershortcut in the navigation pane.
2 Click the DNSicon in the Servicesgroup.
3 Click the Switch officon in the Toolsgroup.

To restore the original configuration of sewideDNS template:
Click the Servershortcut in the navigation pane.

Click the DNSicon in the Servicesgroup.

Click the Defaulticon in the Toolsgroup.
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You can specify whether your DNS server should provide recursive service for queries.

With recursive service allowed, your DNS server, when queried, performs all the lookup
procedures required to find the destination IP address for the requestor. When
recursive service is not allowed, your DNS server performs minimal number of queries
only to find a server that knows where the requested resource resides and to redirect
the requestor to that server. Therefore, recursive service consumes more server
resources and makes your server susceptible to denial-of-service attacks, especially
when the server is set to serve recursive queries from clients outside your network.

After your install Plesk, the built-in DNS server defaults to serving recursive queries
only from your own server and from other servers located in your network. This is the
optimal setting. If your upgraded from earlier versions of Plesk, your DNS server
defaults to serving recursive queries from any host.

If you want to change the settings for recursive domain name service:
Click the Servershortcut in the navigation pane.

Click the DNSicon in the Seavicesgroup.

Click the DNS Preferenceson in the Toolsgroup.

Select the option you need:
A To allow recursive queries from all hosts, select Any host
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A To allow recursive queries from your own server and hosts from your network,
select Localnets

A To allow recursive queries only from your own server, select Localhost
5 Click OK

In this section:

Configuring Plesk to Run Behind a Firewall ..o 61
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Configuring Plesk to Run Behind a Firewall

If you are running Plesk behind a firewall, you might encounter certain problems with

resolution of domain names served by Plesk: when you set up a new DNS domain in

Plesk, its zone file includes a resource record that associates the domain name with

the IP address your Plesk server is on, i.e. an internal network address like

192.168.1.1. As the 192.168.x.x IP addresses are reserved by the Internet Assigned

Numbers Authority (IANA) for use by private networks, this domain name will not be

accessible to the Internet users. To work around this, you would have to associate this

domain name with the I P address of the firewa
(Domains> domain name > DNS

We recommend using the DNS zone template (Server> DNS to automate association of
the newly added domain names with appropriate IP addresses.

Letbébs consider setting up a Plesk server runn
protected by a firewall, which is running on 11.22.33.44:

1 Click the Servershortcut in the navigation pane.

2 Click the DNSicon under the Servicesgroup.

3 Locate all resource records of A type. As you cannot edit any of these
records, you should delete them and then create the new records: be
sure to leave the values in the Namecolumn unchanged for each A
record, but replace the <ip> templates in the Valuecolumn with the IP
address of your firewall host i 11.22.33.44.

4 Configure your firewall so as to ensure the proper address translation.
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Configuring Mail Services

Your control panel works in cooperation with Qmail mail server, which provides mail
services for your domains. After installation the mail server is configured automatically
and is ready to serve, however, we recommend that you review the default settings to
make sure that they satisfy your needs:

1
2

Click the Servershortcut in the navigation pane.

Click the Mailicon in the Servicesgroup. The server-wide mail
preferences screen will open on the Preferencesab.

If you wish to limit the size of an e-mail message that can be sent
through your server, type the desired value in kilobytes into the
Maximum letter sizgox, otherwise, leave this field blank.

To protect your server against unauthorized mail relaying or injection
of unsolicited bulk mail, select the Enable message submissioneck box
to allow your customers to send e-mail messages through the port
587.

Also notify your customers that they need to specify in their e-mail programs'
settings the port 587 for outgoing SMTP connections, and be sure to allow
connections to this port in your firewall settings.

Select the mail relay mode.

With closed relay the mail server will accept only e-mail addressed to the users who
have mailboxes on this server. Your customers will not be able to send any mail
through your outgoing SMTP server, therefore, we do not recommend closing mail
relay.

With relay after authorization, only your customers will be able to receive and send
e-mail through your mail server. We recommend that you leave the authorization is
requiredoption selected, and specify allowed authentication methods:

A POP3 athorizationWith POP3 authorization, once a user has successfully
authenticated to the POP server, he or she is permitted to receive and send e-
mail through the mail server for the next 20 minutes (default value). You can
adjust this interval by specifying another value in the lock timebox.

A SMTP authorizatiow/ith SMTP authorization, your mail server requires
authorization if the e-mail message must be sent to an external address. Your
mail server supports LOGIN, CRAM-MD5 and PLAIN methods of SMTP
authorization.

If you wish to protect your users from dictionary attacks by not
allowing them to use simple passwords, select the Check the passwords
for mailboxes in the dictionaoption.

A dictionary attack is when someone tries to find out a valid user name and
password by running a program that tries different combinations of dictionary words
in different languages. Dictionary attacks can be successful because many users
choose their passwords carelessly.

7 Select the mail account name format.
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Selecting the Use of short and full names is allovegtion will allow users to log in to
their mail accounts by specifying only the left part of e-mail address before the @
sign (e.g. username), or by specifying the full e-mail address (e.g. username@your-

domain.com).

To avoid possible authorization problems for e-mail users who reside in different
domains but have identical user names and passwords, we recommend that you
choose the Only use of full mail account nameslsaaddoption.

Once you have set your mail server to support only full mail account names, you
will not be able to switch back to supporting short account names until you make
sure there are no encrypted passwords for mailboxes and user accounts with
coinciding user names and passwords residing in different domains.

Click OKto submit any changes.

Note: If you wish to set up anti-spam systems, such as SpamAssassin spam filter,
or protection systems based on DNS blackhole lists or Sender Policy Framework
(SPF), proceed to the Setting Up Anti-Spam Protection (on page 64) section.

In this section:

Setting Up Anti-Spam ProteCtion.............ceeiviiiiiiiiiiiiiiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeee 64
COoNFIQUIING ANTIVITUS ....oeeiiiiiiiiiiiieeee ettt e e e eeees 69
Configuring Mailman Mailing List SOftware ............ccccciiiiini e, 71
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Setting Up Anfipam Protection

To protect your users from spam, you can use the following tools with your control
panel:

A SpamAssassin spantdr. It is a powerful spam filter that uses a wide variety of local
and network tests to identify spam signatures.

You can configure the spam filter so as to either delete suspicious messages when
they come to your mail server, or change the subject line and add "X-Spam-Flag:
YES" and "X-Spam-Status: Yes" headers to the messages. The latter can be useful
for users who prefer to filter mail with mail filtering programs installed on their own
computers.

To learn more about SpamAssassin, visit http://spamassassin.apache.org.

To configure and switch on the SpamAssassin filter, proceed to the Setting Up
SpamAssassin Spam Filter (on page 65) section.

A DNS blackhole list¥his spam prevention system is based on DNS queries made by
your mail server to a database, which contains known and documented sources of
spam, as well as an extensive listing of dynamic IP addresses. Any positive

response from this database should result in your mail server returning a '550' error,

or rejection of the requested connection.
To configure your mail server for working with DNSBL databases, proceed to the

Switching On Spam Protection Based on DNS Blackhole Lists (on page 66) section.

A Sender Paty Framework (SPH)his spam prevention system is also DNS query-
based. It is designed to reduce the amount of spam sent from forged e-mail
addresses. With SPF, an Internet domain owner can specify the addresses of
machines that are authorized to send e-mail for users of his or her domain.
Receivers that implement SPF then treat as suspect any e-mail that claims to come
from that domain but fails to come from locations that domain authorizes.

To learn more about SPF, visit http://www.openspf.org/howworks.html.

To enabile filtering based on SPF, proceed to the Setting Up Support for Sender
Policy Framework System (on page 67) section.

A Servewwide black and white lisBlack and white lists are standard mail server

facilities. You can use the black list to specify the domains from which mail must not

be accepted, and white list to specify the IP addresses of machines or networks
from which mail must always be accepted.

To set up server-wide black and white lists, proceed to the Setting Up Server-wide
Black and White Lists (on page 68) section.

In this section:
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Setting Up SpamAssassin Spam Filter

U To switch on SpamAssassin spam filter:

1 Click the Servershortcut in the navigation pane.
2 Click the Spam Filtercon in the Servicesgroup.
3

To let your users set their own spam filtering preferences on a per-
mailbox basis, select the Apply individual settings to spam filtergtgeck
box.

4 If you wish to adjust the amount of system resources the spam filter
should use, type the desired value from 1 to 5 into the Maximum number
of worker pamd processes to rung)lbox (1 is the lowest load, and 5 is the
highest). We recommend that you use the default value.

5 If you wish to adjust the spam filter's sensitivity, type the desired
value in the The score that a message must receive to quabiyanbox.

SpamAssassin performs a number of different tests on contents and subject line of

each message. As a result, each message scores a number of points. The higher

the number, the more likely a message is spam. For example, a message

containingthet ext string ABUY VI AGRA AT LOW PRI CE!
message body scores 8.3 points. By default, the filter sensitivity is set so that all

messages that score 7 or more points are classified as spam.

A When your users receive lots of spam messages with the current setting, to
make filter more sensitive, try setting a lesser value in the The score that a
message must receive to qualify as spar) for example, 6.

A When your users are missing e-mails because your spam filter thinks they are
junk, try reducing filter sensitivity by setting a higher value in the The score that a
message must receive to qualify as spar

6 Specify how to mark messages recognized as spam.

At the server level, you cannot set the server-wide spam filter to automatically

delete spam: you can do it only on a per-mailbox basis. So, for the server-wide

policy, you can choose onl y-SpanaF lka qv:;g YES S aagred
A Xpam-St at us: Yeso headers are added to the me
you want, the spam filter will additionally include a specific text string to the

beginning of Subject line. To include a desired combination of symbols or words to

the message subject, type it into the Add the following text to the beginning of subject of

each message recogeizas spanbox. If you do not want the spam filter to modify

message subject, leave this box blank. If you want to include into the subject line

the number of points that messages score, type _SCORE__ in this box.

7 If you do not want your users to receive e-mail from specific domains
or individual senders, click the Black Listtab, and then add the
respective entries to the spam filter s
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A To add entries to the black list, click Add Addressedf you have a list of entries
stored in a file, click Browseto specify it, and then click OK Otherwise, select the
From Lisboption, and type the e-mail addresses into the E-mail addressebox.
Place each address in one row, or separate addresses with a coma, a colon, or
a white space. You can use an asterisk (*) as a substitute for a number of
letters, and question mark (?) as a substitute for a single letter. For example:
address@spammers.net, user?@spammers.net, *@spammers.net. Specifying
*@spammers.net will block the entire mail domain spammers.net. To save the
entries you added, click OK then confirm adding, and click OKagain.

A To remove entries from the black list, under the Black Listab, select the entries
and click Remove Selecte@onfirm removal and click OK

8 If you want to be sure that you and your users will not miss e-mail
from specific senders, click the White Listab, and then add e-mail
addresses or entire domains to the spar

A To add entries to the white list, click Add Addressedf you have a list of entries
stored in a file, click Browseto specify it, and then click OK Otherwise, select the
From Listoption, and type the e-mail addresses into the E-mail addressebox.
Place each address in one row, or separate addresses with a coma, a colon, or
a white space. You can use an asterisk (*) as a substitute for a number of
letters, and question mark (?) as a substitute for a single letter. For example:
address@mycompany.com, user?@mycompany.com, *@mycompany.com.
Specifying *@mycompany.com will add to the white list all e-mail addresses that
are under the mycompany.com mail domain. To save the entries you added,
click OK then confirm adding, and click OKagain.

A To remove entries from the white list, under the White Listab, select the entries
and click Remove Selecte@onfirm removal and click OK

9 Once finished with setting up the spam filter, click the Switch Oricon,
and then click OK

Now all the incoming mail will be filtered on the server side. By default, spam filter
does not delete spam mail, it only adds the "X-Spam-Flag: YES" and "X-Spam-
Status: Yes" headers to the message, and "*****SPAM text string to the
beginning of Subject line of each message recognized as spam.

If you have enabled the Apply individual settings to spam filteramion, then your
users will be able to set their spam filters so as to automatically delete junk mail.
They will also be able to set up their personal black and white lists of
correspondents that will override the server settings, and teach the spam filter on a
per-mailbox basis.

If you wish to adjust spam filtering settings for a specific mailbox, proceed to the
Protecting Mailboxes From Spam section.

Switching On Spam Protection Based on DNS Blackhole Lists

You can use free and paid subscription blackhole lists with your server. Visit
http://spamlinks.net/filter-dnsbl-lists.htm and choose a DNSBL server you want to use.

U To switch on spam protectioased on DNSBL.:
1 Click the Servershortcut in the navigation pane.
2 Click the Mailicon in the Servicesgroup.
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3 Select the Switch on spam protection based on DNS blackholehistk box.

4 In the DNS zones for DNSBL seniitgut box, specify the host name that
your mail server should query, for example: sbl.spamhaus.org.

5 Click OK

Now, e-mail messages from known spammers should be rejected with an error code
550 (connection refused).

Setting Up Support for Sender Policy Framework System

To set up support foe8der Policy Framework on your server:
Click the Servershortcut in the navigation pane.

2 Click the Mailicon in the Services group. The server-wide mail
preferences screen will open on the Preferencesab.

3 Select the Switch on SPF spam protectaireck box and specify how to
deal with e-mail:

A To accept all incoming messages regardless of SPF check results, select the
Create only Received SiFaders, never blodption from the SPF checking mode
drop-down box. This option is recommended.

A To accept all incoming messages regardless of SPF check results, even if SPF
check failed due to DNS lookup problems, select the In case of DNS lookup
problems, generate temporary erapson from the SPF checking modkop-down
box.

A To reject messages from senders who are not authorized to use the domain in
guestion, select the option Reject mail if SPF resolves toffaim the SPF checking
modedrop-down box.

A To reject the messages that are most likely from senders who are not authorized
to use the domain in question, select the option Reject mail if SPF resolves to softfail
from the SPF checking modizop-down box.

A To reject the messages from senders who cannot be identified by SPF system
as authorized or not authorized because the domain has no SPF records
published, select the option Reject mail if SPF resolves to nelitoah the SPF
checking moddrop-down box.

A To reject the messages that do not pass SPF check for any reason (for
example, when sender's domain does not implement SPF and SPF checking
returns the "unknown" status), select the option Reject mail if SPF does not resolve
to passfrom the SPF checking modkop-down box.

4 To specify additional rules that are applied by the spam filter before
the SPF check is actually done by the mail server, type the rules you
need in the SPF local rulebox.

We recommend that you add a rule for checking messages against the open
database of trusted senders, for example, 'include:spf.trusted-forwarder.org'. For
more information on SPF rules, visit http://www.ietf.org/internet-drafts/draft-schlitt-
spf-classic-02.txt.

5 To specify the rules that are applied to domains that do not publish
SPF records, type the rules into the SPF guess rulelsox.
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Specifying a/24 mx/24 pyives good results for spam filters scoring Received-SPF
lines.

6 To specify an arbitrary error notice that is returned to the SMTP
sender when a message is rejected, type it into the SPF explanation text
box.

If no value is specified, the default text will be used as a notification.
7 To complete the setup, click OK

Setting Up Servavide Black and White Lists

To block mail from specific domains:

Click the Servershortcut in the navigation pane.
Click the Mailicon in the Servicesgroup.

Click the Black Listtab.

Click the Add Domaimcon.

Specify the name of the domain from which you do not want to
receive e-mail. For example, 'evilspammers.net'.

Click OK
Repeat steps from 4 to 6 to add as many domains as required.
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To allow maileception from specific domains or networks:
Click the Servershortcut in the navigation pane.
Click the Mailicon in the Servicesgroup.

Click the White Listab.

Click the Add Networkcon.

Specify an IP address or range of IP addresses from which mail must
always be accepted.

Click OK
7 Repeat steps from 4 to 6 to add as many addresses as required.
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Configuring Antivirus

To provide your e-mail users with anti-virus protection, you can use either the Dr. Web
or Kaspersky Antivirus solutions. Both Dr. Web and Kaspersky Antivirus can scan
server's mail traffic in real time, however, only Kaspersky Antivirus allows fine tuning
and filtering of specific file types from attachments.

The both programs require an additional license key with annual renewal. Check the
current prices with your provider or visit SWsoft site at
http://www.swsoft.com/en/buyonline/plesk8/.

To install Dr. Web or Kaspersky Antivirus:

Go to Server > Updater.
Click your Plesk version.

In the list of components, select either Dr.Web antivirus or Kaspersky
antivirus.

4 Click Install.

After the installation is completed, obtain and install a license key for the selected
antivirus program, as described in the following steps.

5 Go to Server > License Management.

6 Click Order New Key. The SWsoft online store page listing available
add-ons opens in a new browser window.

7 On this page, select the check box next to the Dr. Web antivirus or
Kaspersky Antivirus item and click ADD TO MY BASKET.

8 Because Plesk add-ons are added to the license keys that already
exist, the Plesk Number Checking System page will open. Enter the
number of your license key to which you add this feature and click
Submit.

9 In the next steps, indicate the currency, number of keys, provide
contact details, billing address, and payment method, and submit the
form. You will be notified by e-mail when your order is processed.

10 When you receive the e-mail notice, return to the License
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b
Management screen (Server > License Management) and click '?ﬂ
Retrieve Keys to retrieve the ordered license key. Plesk License
Manager will retrieve the upgraded license key from the SWsoft
licensing server and install it to your control panel.

11 Go to Server > Mail.

12 Under Antivirus preferences, select the antivirus you need and click
OK.

If you installed Dr.Web, you can switch on antivirus protection only on a per-mailbox
basis, and only after you have set up mailboxes. By default, virus definitions are
retrieved every 5 hours from Dr.Web site, and this setting is not changeable through
the control panel.
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To set up anti-virus protection for a mailbox, proceed to the Protecting Mailboxes From
Viruses section.

If you installed Kaspersky Antivirus, for instruction on setting up and using antivirus,
see the Kaspersky Antivirus Module Administrator's Guide at
http://www.swsoft.com/en/products/plesk/docs/.
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Configuring Mailman Mailing List Software

To provide your customers with capabilities to run their own mailing lists or newsletters,
you should install the GNU Mailman package on your server (you could have done so
during installation of Plesk), and set up the mailing list administrator's accountd
otherwise it will not work.

To set up the mailing list administrator's account from your control panel:
Click the Servershortcut in the navigation pane.

Click the Set Up Mailmaicon.

Specify the user name and password that you will use for
administration of mailing lists and their settings.

4 Click OK
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Once you have set up the Mailman administrator's account, you can configure the
mailing list software or change your administrative login and password by visiting the
URL: http://lists.yourservername.tld/mailman/admin/mailman

Note: After you have set up Mailman administrator's account, the Set Up Mailmanon
will be no longer be accessible from the control panel.

Configuring Plesk for Dat&se Hosting

You can host users' databases either on a single server or on a number of different
servers. Having the user databases on a remote server can be useful in multi-server
installations, where centralized database hosting can be preferable for administration,
backup, and resource utilization. However, if you have a single Plesk server, you are
advised to keep all databases on it.
U To use remote database servers with your hosting machine, you need to:
1 Set up a remote database server:

1. Install MySQL or PostgreSQL software.

2. Set up database administrator's account.

3. Enable network access to the database server.

2 Configure Plesk for working with your remote database server.

In this section:

Setting Up Remote Database HOSHING .......couvuiiiiiiiiiiii e 72
Managing Database SErVErS. ... 75
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Setting Up Remote Database Hosting

If you are going to use a Plesk-managed server as a remote database server, you do
not need to install MySQL software: Plesk comes with MySQL software, which is
automatically installed during installation of Plesk. In this case, you only need to enable
network access to this database server and then register it with Plesk.

To set up a MySQL database server:

Copy to your server a MySQL distribution package from your
operating system distribution disk, or download it from
www.mysgl.com site and save it on your server.

2 Log in as root to your server and change to the directory where you
saved the RPM distribution. Type the following command at the
prompt:
rpm -ivh mysql_file_name.rpm
3 Set the database server administrator 0:¢
command at the prompt:
mysqgladmin - u root password your_desired_password

Change your_desired_password to anything you like.

4 Now proceed to the instructions on registering your database server
with Plesk.

To set up a PostgreSQL database server:

Copy to your server a PostgreSQL distribution package from your
operating system distribution disk, or download it from
www.postgresqgl.org site and save it on your server.

2 Log in as root to the server where you want to host databases, and
change to the directory where you saved the distribution package.

3 Install the package in a way suitable for your operating system.

For RPM based Linux systems, type the following command at the prompt: rpm
- ivh postgresql_file_name.rpm

For deb package based Linux systems, issue the command: apt - get
install package _name

For FreeBSD systems, to install from a package, issue the following command:
pkg_add pgsql - <version>.tgz

To install from ports, issue the following commands: cd
/usr/ports/databases/postgresql<version> - server make
install package clean


http://www.mysql.com/
http://www.postgresql.org/
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Open the file /var/lib/pgsql/data/pos tgresqgl.conf with a
text editor. If you are installing PostgreSQL version earlier than 8, add
the line tcpip_socket = true to this file. If you are installing
PostgreSQL version later than 8, add the line listen_addresses =

T4

Open the file /var/lib/pg sgl/data/pg_hba.conf with a text
editor and make sure the following lines are there:

# local DATABASE USER METHOD [OPTION]

local samegroup all password

# host DATABASE USER IP - ADDRESS IP- MASK METHOD [OPTION]
host samegroup all 0.0.0.0 0.0.0.0 md5

To restart PostgreSQL, issue the following command at the prompt:
service postgresql restart

To set the database server admi ni strat c

following commands at the prompt (change 'your_desired _password'
to anything you like):

psgl - dtemplatel - U postgres

alter user postgres with password 'your_desired_password';

Now proceed to the instructions on registering your database server
with Plesk.

To register a database server with Plesk:

Log in to Plesk.

Click the Servershortcut in the navigation pane.
Click the Database Serverson in the Servicesgroup.
Click the Add Database Servieon in the Toolsgroup.
Specify the properties of the database server:

A Specify hostname or IP address of the database server.

A Specify the port number the database server is listening on. By default, MySQL
servers listen on port 3306, and PostgreSQL on port 5342. You can leave the
Port numbebox blank, if your database server is listening on the default port.

A Specify which database type is running on the database server.

A To make this database server default f
the check box labeled Use this server as default for MySQyou have a
PostgreSQL database server, select the check box labeled Use this server as
default for PostgreSQL

A Specify the database server administrator's login name and password.
Click OK
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To set up database hosting preferences that will affect all databases created through
Plesk:

Go to Server> Database Servers Preferences

To simplify maintenance of customers' databases, select the Force
Database Prefigheck box. All names of newly created databases will
look like client's login name_database name. This will allow you to
locate databases related to a particular Plesk user. Note that even if
you do not select this check box, on creation of a new database,
Plesk will add client's login name to the database name input box, and
you will be able to edit it or remove it.

Specify whether creation of databases is allowed on your Plesk
server. Some applications do not support remote databases and can
work only with databases hosted on the same server. We recommend
leaving the default option Allow local hosting of databases for these site
applicationsselected, otherwise, you will not be able to use such
applications.

Click OK
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Managing Database Servers

To manage a database server:
Click the Servershortcut in the navigation pane.
Click the Database Serverson in the Servicesgroup.

w N =

Click the icon # corresponding to the database server you need. A
web interface of a database management tool will open in a separate
browser window.

To change the MySQL database server administrator's password:
Login to the MySQL database server as root.

Login to MySQL as root.

Issue the command at the prompt:

w N -

mysql> SET PASSWORD for ROOT = PASSWORD('new_password’);

Where root is the user account, and nhew_pass
password.

Log in to your Plesk control panel.

Click the Servershortcut in the navigation pane.

Click the Database Serverson in the Servicesgroup.

Click the database servero66s name.

Type the new administra®kroés password ¢

o N o o b~

To change the PostgreSQL database server administrator's password:
Login to the PostgreSQL database server as root.

Login to PostgreSQL as root.

Issue the command at the prompt:

w N -

ALTER USER root WITH PASSWORD 'new_password’;
4 Log in to your Plesk control panel.

5 Click the Servershortcut in the navigation pane.

6 Click the Database Serverson in the Servicesgroup.

7 Click the database servero66s name.

8 Type the new administra®krodos password ¢
U To unregister a database server from Plesk:

Click the Servershortcut in the navigation pane.
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Click the Database Serverson in the Servicesgroup.

Select the check boxt o t he right of the database
Click % Remove Selected

Confirm the operation and click OK

To unregister from Plesk a database server that has databases or is assigned as
default fohosting customers' databases:

Delete databases from the database server:
1. Click the Servershortcut in the navigation pane.
2. Click the Database Serverson in the Servicesgroup.

3. Click the host name of a database server that you wish to
unregister from Plesk.

4. Click the Databasesab.

5. Select the checkbox in the upper-right corner of the list to
select all databases.

6. Click % Remove Selected
7. Confirm removal and click OK
Make another database server default:

1. Click the Database servehortcut in the path bar at the top of
the screen.

2. Click the host name of a database server that you wish to
make default. This should be the same database server type
(MySQL or PostgreSQL) as the one you are going to delete.

3. Select the check box labeled Use this server as default for MySIQL
you have a PostgreSQL database server, select the check box
labeled Use this server as default for PostgreSQL

4. Click OK
Return to the list of database servers (Server> Database Seers.

Select a check box corresponding to the database server that you no
longer need.

Click % Remove Selected
Confirm the operation and click OK

Important: You cannot r e mo v edatabasesshisavaypTo remave themn s 6
you should uninstall the respective site applications from the domains that use them.

For instructions on managing databases, refer to the Deploying Databases (on page
146) section of this guide.
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Enabling Support for Adobe ColdFusion

To install Adobe ColdFusion:

Once you have purchased a ColdFusion distribution package, copy it
to your Plesk server.

2 Login as 'root' to the server and run the coldfusion - 70- lin.bin
installation file.

3 Choose your language and press ENTER.
4 Read the Introduction and press ENTER.

5 Read carefully the end user license agreement and accept it. A pre-
installation check will be performed.

6 Choose installation type: select the option Install new version of ColdFusion
MX with a saal numbeiand type in the serial number. Press ENTER.

7 Select the type of installation: leave the Server configuratioaption
selected and press 1.

8 Press 2 or ENTER to confirm that you do not yet have Adobe
ColdFusion installed.

9 Choose the installation options and press 4 to continue with

installation.
10 Specify an absolute path to the installation folder. The default
installation folder is /opt/coldfusionmx7 . Press ENTER.

11 If you had earlier versions of ColdFusion installed, you can choose to
migrate your settings. Otherwise press ENTER to continue.

12 Configuration of Web Servers. Press 2 to continue with installation.
13 Leave the Runtime user nanfesld blank. Press ENTER.

14 Specify the password that you will use to control access to the
ColdFusion MX Administrator.

15 Disable the ColdFusion Remote Development Service (RDS): type 'n'.
16 Press ENTER to confirm installation.
17 Once the installation is completed, press ENTER to exit the installer.

18 If your server is running Linux for 64-bit platforms, modify the files
letc/init .d/coldfusionmx7 and
[path_to_coldfusion_installation]/bin/coldfusion o}
comment out the following lines:

SUSEFLAG="grep 'SUSE Linux 8.1 \ |UnitedLinux 1.0' /etc/SuSE - release
/etc/UnitedLinux - release /etc/UnitedLinux - release 2> /dev/null®
if [ "$SUSEFLAG" ]; then

LD_ASSUME_KERNEL=2.2.9
export LD_ASSUME_KERNEL
fi
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Login to Plesk control panel as administrator.

Click the Servershortcut in the left side navigation pane.
Click the Updatericon in the right frame.

Click a link corresponding to the appropriate release version.

Select the check box corresponding to the ColdFusion support for Plesk
item, and click Install Confirm the installation when prompted.

Once the selected components are installed, click the ColdFusion
Settingsicon on the Server Administration screen (Plesk control panel
> Servey.

Specify the path to ColdFusion installation directory and click OK

To uninstall Adobe ColdFusion from your server:

Log in as root.

Enter the following command to go to the cf_root/uninstall directory:
cd cf_r oot/uninstall

Enter the following command:

Juninstall.sh

When the program completes, remove any remaining files and
directories in the cf_root directory.

Log in to Plesk control panel as administrator, click the Servershortcut
in the navigation pane, and then click the Componentscon.

Click the Refreshicon.

The list of installed components will be updated. Your control panel will find out that
you deinstalled ColdFusion and will remove the ColdFusion related controls from
the control panel screens or will make them unselectable and mark them with the
(component is not installec)mment.
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Enabling Integration with Sitebuilder

Sitebuilder is a Web site creation and content management system developed by SWsoft. It
has proven to be highly popular with site administrators because it enables users without any
technical skills and knowledge of markup languages to create professionally looking Web
sites.

U To allow your Web hosting customers to create and publish their sites using Sitebuilder, do
the following:

1 Install Sitebuilder on the same server where Plesk is installed, if you did
not install it during installation of Plesk. This version of Plesk supports only
connections to locally installed Sitebuilder systems.

2 Install a license key for Sitebuilder. Log in to Sitebuilder at URL http://your
server's ip address or hostnadmin, go to Server > License Management > Upload
License KeySelect the license key file in XML or ZIP format and click OK

3 Log in to Plesk, click the Serve shortcut in the navigation pane and click
Sitebuilder Suppart

4 Specify the server administrator's username and password that you
specified in Sitebuilder during installation. They will be used by Plesk for
authorization in the Sitebuilder system.

5 Click OK.

Now Plesk is connected to Sitebuilder, and the Sitebuilder section appears in Plesk's
navigation pane providing the following shortcuts to the Sitebuilder administration panel:

A Desktop This provides shortcuts to the task-oriented wizards. Here you can perform any
operations on your Sitebuilder system. For more information, see
http://download1.swsoft.com/SiteBuilder/4.0.0/doc/admin/en_US/html/using desktop inte
rface.htm.

A Users Here you can add and manage user accounts and service plans for your
customers. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en_US/html/signing_up custom
ers.htm.

A Sites Here you can add and manage sites. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en US/html/managing sites.ht
m.

A Server Here you can view and manage the following system settings:

A Hosts Here you can add and manage hosts. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en US/html/specifying host
s used for publishing sites.htm.

A License Managemeikere you can upload and retrieve your Sitebuilder license. For
more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en _US/html/updating upgra
ding _and restoring vour license.htm.
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A IntegrationHere you can review single sign-on settings for SWsoft products installed
on the server. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en _US/html/viewing sitebuil
der _sso_settings.htm.

A BackupHere you can back up data from the Sitebuilder system on demand. For more
information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en _US/html/backing up an
d_restoring_sitebuilder data.htm.

A Trial Sites Sings. Here you can configure settings for trial sites created by your
prospective customers. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en _US/html/setting _up_site
builder wizard for anonymous_visits.htm.

A Branding Here you can configure the logo and title setting for your prospective
customers. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en _US/html/setting _up logo

and title bar text.htm.

A Log SettingsHere you can adjust how much information about system errors
Sitebuilder writes to log files. For more information, see
http://download1.swsoft.com/SiteBuilder/4.0.0/doc/admin/en _US/html/specifying actio
ns to be logged.htm.

A NotificationsHere you can configure settings for notifications sent by Sitebuilder to
your users. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en_US/html/configuring _em
ail_ message sent at trial site publishing attempt.htm.

A LanguagesHere you can view the list of available languages. For more information,
see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en_US/html/obtaining _additi
onal _language packs.htm.

A Skins Here you can view the list of available skins. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en US/html/choosing langu
age skin and number of items shown per page.htm.

A TemplatesHere you can view the list of available site design templates. For more
information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en _US/html/manaing_site d
esign _templates.htm.

A ModulesHere you can view the list of available modules. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en US/html/viewing _and co
nfiguring available modules.htm.

A Page SetsHere you can view the list of available page sets. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en _US/html/managing_site
structure templates.htm.

A Site Familieddere you can view the list of available templates that combine design
templates and page sets. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en_US/html/managin_site t

emplates.htm.

Logs Here you can view system and security logs. For more information, see
http://downloadl.swsoft.com/SiteBuilder/4.0.0/doc/admin/en_US/html/configuring_sitebulil

der_logs.htm.
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You can provide your customers with access to site creation and management services on a
per user or per site basis: there are individual settings that you can adjust for a user account
(Clients >lient name Preferencgsand for a Web site (Domains omain name Setup.

All customers who were given access to site creation and management services will be able
to create and update their sites by following the Sitebuilder Wizarshortcut which will appear in
the domain management screens of their Plesk control panels (domain name Sitebuilder
Wizarg. Also, in users' control panels, the following shortcuts will appear in the navigation
pane to allow them to manage their own accounts and sites through Sitebuilder: Desktop
Users Sites, Servefclient's control panel); Desktopand Sites(domain administrator's control
panel).
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Enabling Support for Mivac&Bmmerce
Applications

To allow your customers use Miva e-commerce solutions, you need to install on the server
the Miva Empresa package shipped with Plesk distribution (if you did not install it during
installation of Plesk), and then enable support for Miva applications for the respective hosting
accounts.

The Miva Fasttrack and Miva Merchant online store applications are shipped with Plesk as
standard Web applications, which you or your customers can install from the controlp anel 6 s
Application Vault section (Domains > domain name > Application Vault > Add New Apjlisatien

that your customers will need to obtain a license either from Miva or from SWsoft and specify

its serial number during installation of Miva applications.

To learn more about Miva solutions, refer to http://docs.smallbusiness.miva.com/en-
US/merchant/WebHost/webhelp/web host resources.htm

To instd the Miva Empresa package:
Go to Server> Updater

2 Click the shortcut corresponding to your version of Plesk. For example,
Plesk 8.3

3 Locate the Miva Empresa Supparém and select the check box on the left.
4 Click Install Now the Miva Empresa server environment is installed.

U To enable support for Miva applications for all newly created hosting accounts using domain
templates:

1 Go to Domains> Domain Templates
2 Click the template name you need.
3 Select the Miva supportheck box and click OK.

U To enablewport for Miva applications for existing hosting accounts:
Click the Domainsshortcut in the navigation pane.

2 Select the check boxes corresponding to the domain names you need, and
click Group Operations

3 Under the Hostinggroup, select the Switched oroption to the left of the Miva
supportfield.

4 Click OK
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U To enable support for Miva applications for an individual hosting account:

1 Go to Domains> domain name Setup
2 Select the Miva supportheck box and click OK

To install Miva Fasttrack or Miva Merchant on a site, follow the instructions provided in the
Installing Applications (on page 150) chapter.
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Configuring Statistics

After installation, the control panel's statistical utility is set up to:

A
A

w N -

4

5

Count the inbound and outbound traffic

Count the disk space occupied by Web content, log files, databases, mailboxes, Web
applications, mailing list archives, and backup files

Keep the Web statistics and traffic statistics gathered by Webalizer or AWstats programs
only for the last three months

To review or adjust these settings:
Click the Servershortcut in the navigation pane.
Click the Server Preferenceson in the Control Panajroup.

Under the System preferencegoup, specify the term during which the
bandwidth usage statistics should be kept for your customers.

Specify the items that should be considered when disk space and
bandwidth usage is calculated.

Click OK

When you need to view statistics, refer to chapter Viewing Statistics (on page 237) for
instructions.

Configuring Enail Notification System

The control panel notifies you and your customers of disk space and bandwidth overage by
sending e-mail notifications. With the default settings, however, domain and web site owners
are not notified. We recommend that you enable resource overage notification for domain
and web site owners because they need to know what happens to their domains and web
sites.

Apart from resource overage, the control panel can notify the appropriate users when:

A
A
A

> Py > >

=

New user accounts are created
New domains are added

Hosting accounts are expired (expiration date is defined for user accounts and Web sites
separately)

There are new requests for assistance (trouble tickets) from your customers in Help Desk
The requests are fulfilled and the trouble tickets are closed in Help Desk

New comments are posted to the existing trouble tickets

The closed trouble tickets are reopened because the customer has encountered the
same problem again

To view or modify the notification system settings:
Go to Serve > Notifications
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2 By selecting the check boxes in the Notificationgable, specify the types of
control panel users or external e-mail users who should receive notices on
events.

We recommend that you also select all check boxes in the domain administrat column in
order to let your resellers' customers know what happens to their Web sites.

3 To view or edit the default notice text, click the respective & icon in the
Textcolumn.

In notices you can use tags that will be replaced with actual data (see the table below).

4 Specify when to send the user account and domain (Web site) hosting
account expiration notices. By default, such notices are sent 10 days in

advance. Click OK

Table. Tags used in notification messages

Event type

Tags that can be used in notice

The data that tags denote

Creation of a
user account

<client> or
<client_contact_name>

user's first and last name

<client_login>

user name for authorization
in the control panel

<password> user's password for
authorization in the control
panel

<hostname> host name for access to

control panel

Expiration of a
user account

<client_login>

user name for authorization
in the control panel

<client> or
<client_contact_name>

user's first and last name

<expiration_date>

user account expiration
date

Addition of a
new domain
name to the
server

<domain_name> or
<domain>

domain name

<client_login>

user name for authorization
in the control panel

<client> or
<client_contact_name>

user's first and last name

<ip>

IP address the domain is
hosted on
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Domain (Web  |<domain_name> or domain name
site) hosting <domain>
account
expiration <client_login> user name for authorization
in the control panel
<client_contact_name> or |[user's first and last name
<client>
<expiration_date> account expiration date
Resource <domain> or domain name
overage <domain_name>
<client_login> user name for authorization
in the control panel
<client> or user's first and last name
<client_contact_name>
<disk_usage> information on disk space
usage
<disk_space_limit> information on the disk
space allocated to the
account
<traffic> information on bandwidth
usage
<traffic_limit> information on the
bandwidth amount allotted
to the account
Help Desk <ticket_id> trouble ticket identification
events number automatically
assigned by the system
<reporter> returns user name for
requests submitted by
resellers or multi-domain
customers, a domain name
for requests submitted by
domain owner, and e-mail
address if the request was
submitted by e-mail.
<server> the host name

<ticket_comment>

the contents of the ticket, or
a comment posted
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Configuring Help Desk

Help Desk is a convenient way for your customers to reach you when they need your
assistance. After you set it up and switch on, the Help Desk becomes accessible to all users
who were granted access to control panel, including your resellers, domain owners, and e-
mail users. Additionally, you can allow submission of problem reports by e-mail.

Your Help Desk shows all reports posted by your resellers and their customers. Your
reseller's Help Desk shows only reports posted by himself or herself and his or her
customers. The domain owner's Help Desk shows only reports posted by himself or herself
and by e-mail users under his or her domain.

U To configure Help Desk and allow your customers post problem reports through the control
panel:

1 Go to Help Desk General Settings
2 Select the Allow customers to submit ticketheck box.

3 Select the trouble ticket queue, priority and category that will be offered to
your customers as the default choice.

When users post a new ticket, they can specify the order in which they would prefer their
problems to be resolved (queue), the priority of their requests (priority), and the category
to which the problem is related (category). The queue, priority and category are abstract
entities: they have no effect on the system, but they can help you decide what problems
to resolve in the first place. There are three predefined queues and priority levels and
nine predefined categories including DatabaseDNS FTR GenerglHosting Mai| Mailing Lists
Site Applicationsand Tomcat Javayou can remove these items and add your own.

4 Click Switch Orin the Toolsgroup, then click OK

If you wis to allow users to submit problem reports-tnai:

Create a POP3 mailbox with an e-mail address like helpdesk@your-
domain.com or anything you like.

2 Configure the Help Desk to periodically retrieve problem reports from that
mailbox and post them to your Help Desk.

3 Inform your customers of the Help Desk's e-mail address.

To allow users to submit problem reports to Help Desinay:.e
Go to Help Desk Mail Gate Settings
2 Specify the following settings:


mailto:helpdesk@your-domain.com
mailto:helpdesk@your-domain.com

Configuring and Maintaining Your Server

A Notfication sender's namand Notification sender's return addre€sce a report has been
retrieved by e-mail and posted to the Help Desk, the Help Desk sends a notice to the
report sender. This allows the report sender to subsequently add comments to the
report by replying to the message. Therefore, we recommend that you specify your
Help Desk's e-mail address in the Notification sender's return addréss, and type a
phrase like "<company name> Help Desk" into the Notification sender's narbex. Be
sure to specify your organization name in place of <company name> and omit the
guotation marks.

A POP3 servePOP3 server the mail should be fetched from.
POP3 loginuser name for authentication to the mail server.

C >

A New POP3 passwoghssword that will be used for authentication to the mail server
and retrieving problem reports from the mailbox.

A Confirm POP3 passworétype password for confirmation.

Query mail once:ispecify how often Help Desk should check for new reports.

. >

A Ticket subject must start wipecify the combination of symbols the subject line of e-
mail messages (problem reports) must start with. This can help filter out spam. All e-
mail messages that do not have the specified combination of symbols in the subject
line will be deleted.

Click Switdh Onin the Toolsgroup and click OK

To view, add, edit, or remove queues:
Go to Help Desk Queues The queues will be presented in a list.

A To add a new queue, click Add New Queutype the desired number into the Titlebox,
leave the Switched oncheck box selected, and click OK

A To edit a queue, click its title in the Titlecolumn. Edit it as required, and click OK

A To temporarily disallow your users to select a queue when posting new reports, click
its title in the Titlecolumn, clear the Switched ortheck box, and click OK

A To delete a queue, select the respective check box and click # Remove Selected

To view, add, edit, or remove priorities:
Go to Help Desk Priorities The priorities will be presented in a list.

A To add a new priority, click Add New Priorityype the desired combination of symbols
into the Titlebox, leave the Switched ortheck box selected, and click OK

A To edit a priority, click its title in the Titlecolumn. Edit it as required, and click OK

A To temporarily disallow your users to select a priority when posting new reports, click
its title in the Titlecolumn, clear the Switched ortheck box, and click OK

A To delete a priority, select the respective check box and click X Remove Selected

To view, add, edit, or remove categories:
Go to Help Desk CategoriesThe categories will be presented in a list.

A To add a new category, click Add New Categqrype the desired combination of
symbols into the Titlebox, leave the Switched ortheck box selected, and click OK

A To edit a category, click its title in the Titlecolumn. Edit it as required, and click OK
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A To temporarily disallow your users to select a category when posting new reports,
click its title in the Titlecolumn, clear the Switched orheck box, and click OK

A To delete a category, select the respective check box and click # Remove Selected
To disallow cstomers to send reports to Help Desk-thaé:

Go to Help Desk Mail Gate Settings
2 Click Switch offin the Toolsgroup.

U To disallow use of Help Desk for all your customers and resellers:
Go to Help Desk General Settings
2 Click Switch offin the Toolsgroup.

Also see the Using Help Desk for Resolving Your Customers' Issues section.

Adjusting System Date and Time

You can manually set the server date and time through the interface and enable server time
synchronization with a Network Time Protocol (NTP) server.

To adjust the system date and time settings:

Click the Servershortcut in the navigation pane.

Click System Time

Edit the time and date settings as desired, and select your time zone.

w N R

You will need to reboot your Plesk server for the time zone change to take effect.

4 To synchronize your server time with that of a server running the Network
Time Protocol, select the Synchronize system tineheck box, and specify a
valid IP address or a domain name. For a list of available NTP servers,
visit
http://ntp.isc.org/bin/view/Servers/WebSearch?search=open+access&scop
e=text

5 Click OK

Note. Enabling the Synchronize system timienction will override any time and date you
manually enter in the System Date and Titfields. It is also important to be sure the domain
name or IP address you enter for synchronization is a valid NTP server. If not, this function
will not work and your server will continue running with its current time settings.
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Starting, Stopping and Restarting Services

You can monitor, start, stop and restart various Plesk services from the control panel.

To see the status of a service:
1 Select the Servershortcut in the navigation pane.
2 Click Service Managnenton the Server administration page.

The current state of a service is marked by an icon: @ for the service running, @ for the

service stopped, and "/ if service is not installed or its management capabilities are not
supported by the license key.

To start a service:

1 Select the Servershortcut in the navigation pane.

2 Click Servie Managememn the Server administration page.

3 Click the icon corresponding to the service you wish to start.

To restart a service:

1 Select the Servershortcut in the navigation pane.

2 Click the Service Managemeicbn on the Server administration page.
3 Click the icon corresponding to the service you wish to restart.

To stop a service:

1 Select the Servershortcut in the navigation pane.

2 Click the Service Managemeicbn on the Server administration page.
3 Click the icon corresponding to the service you wish to stop.



