
 
 

 



 

  
 

Copyright Notice 

ISBN: N/A  

SWsoft.  

13755 Sunrise Valley Drive  

Suite 600  

Herndon  

VA 20171 USA  

Phone: +1 (703) 815 5670  

Fax: +1 (703) 815 5675  

  

É Copyright 1999-2007,  

SWsoft Holdings, Ltd.  

All rights reserved  

  

Distribution of this work or derivative of this work in any form is prohibited unless prior written 
permission is obtained from the copyright holder.  

Patented hosting technology protected by U.S.Patents 7,099,948; 7,076,633.  

Patents pending in the U.S. 

Linux is a registered trademark of Linus Torvalds. 

ASPLinux and the ASPLinux logo are registered trademarks of SWsoft. 

RedHat is a registered trademark of Red Hat Software, Inc. 

Solaris is a registered trademark of Sun Microsystems, Inc. 

X Window System is a registered trademark of X Consortium, Inc. 

UNIX is a registered trademark of The Open Group. 

Intel, Pentium, and Celeron are registered trademarks of Intel Corporation. 

MS Windows, Windows 2003 Server, Windows XP, Windows 2000, Windows NT, Windows 98, 
and Windows 95 are registered trademarks of Microsoft Corporation. 

IBM DB2 is a registered trademark of International Business Machines Corp. 

SSH and Secure Shell are trademarks of SSH Communications Security, Inc. 

MegaRAID is a registered trademark of American Megatrends, Inc. 

PowerEdge is a trademark of Dell Computer Corporation. 

Request Tracker is a trademark of Best Practical Solutions, LLC 

All other trademarks and copyrights referred to are the property of their respective owners. 

 



 

  
 

Contents 

Preface 9 

About This Document .................................................................................................................... 9 
Prerequisites for This Document ................................................................................................. 10 
Typographical Conventions ......................................................................................................... 10 
Feedback ..................................................................................................................................... 11 

Before Using Reference 12 

XSD Representation Conventions ............................................................................................... 12 
Data Types .................................................................................................................................. 13 
How to Analyze API RPC Schema .............................................................................................. 14 

Representation of Object Descriptor 18 

Property Descriptor...................................................................................................................... 19 
Extension of Permissions Descriptor ................................................................................ 21 
Extension of Hosting Settings Descriptor .......................................................................... 22 
Extension of Limits Descriptor ........................................................................................... 24 

Bind Parameters .......................................................................................................................... 25 
Filters of Descriptors.................................................................................................................... 26 

Supported Operations 27 

Managing Client Accounts ........................................................................................................... 28 
Filtering Issues .................................................................................................................. 30 
Client Settings ................................................................................................................... 32 
Creating Client Account .................................................................................................... 48 
Getting Information About Client Accounts ....................................................................... 54 
Deleting Client Accounts ................................................................................................... 61 
Setting Client Account Properties ..................................................................................... 66 
Adding IP Addresses to Clientôs IP Pool ........................................................................... 73 
Removing IP Addresses from the Clientôs IP Pool ............................................................ 76 
Listing Buttons Displayed on the Clientôs Page in Control Panel ...................................... 78 
Retrieving Descriptor of Limits .......................................................................................... 84 
Retrieving Descriptor of Permissions ................................................................................ 90 

Managing Client Templates ......................................................................................................... 94 
Client Template Settings ................................................................................................... 95 
Filtering Client Templates ............................................................................................... 101 
Creating Client Template ................................................................................................ 102 
Getting Information About Client Templates ................................................................... 106 
Deleting Client Templates ............................................................................................... 111 
Setting Client Template Settings ..................................................................................... 114 

Managing Database Servers ..................................................................................................... 119 
Adding Database Server ................................................................................................. 121 
Changing Database Server Preferences ........................................................................ 126 
Detaching Database Servers .......................................................................................... 131 
Setting Default Database Server..................................................................................... 135 
Retrieving Default Database Server Info ........................................................................ 140 
Retrieving Database Server Parameters ........................................................................ 144 
Retrieving Supported Types Of Databases .................................................................... 149 



 

 Preface 4 

 

Retrieving Local Database Servers Info ......................................................................... 151 
Managing Databases ................................................................................................................ 155 

Filtering Issues ................................................................................................................ 156 
Creating Databases ........................................................................................................ 157 
Deleting Databases ......................................................................................................... 163 
Creating Database Users ................................................................................................ 167 
Assigning Database Administrator .................................................................................. 172 
Retrieving Database Administrator Info .......................................................................... 176 
Retrieving Information About Databases ........................................................................ 180 
Changing Database User Credentials ............................................................................ 187 
Retrieving Database Users Info ...................................................................................... 191 
Deleting Database Users ................................................................................................ 196 

Managing Desktop Presets ....................................................................................................... 201 
Changing Plesk Administrator Preset ............................................................................. 202 
Choosing Default Preset ................................................................................................. 205 
Retrieving Preset Preferences ........................................................................................ 209 
Adding Preset .................................................................................................................. 214 
Removing Preset ............................................................................................................. 218 

Managing DNS .......................................................................................................................... 223 
Filtering Issues ................................................................................................................ 226 
Managing DNS Records ................................................................................................. 230 
Managing ACL................................................................................................................. 249 
Managing SOA Records and Zone Parameters ............................................................. 259 
Managing Name Servers ................................................................................................ 271 
Managing Local or Remote DNS Servers ....................................................................... 290 
Managing DNS Recursion ............................................................................................... 304 

Managing Domain Accounts ..................................................................................................... 313 
Filtering Issues ................................................................................................................ 315 
Domain Settings .............................................................................................................. 319 
Creating Domain Account ............................................................................................... 353 
Getting Information About Domain Accounts .................................................................. 358 
Deleting Domain Accounts .............................................................................................. 367 
Setting Domain Parameters ............................................................................................ 372 
Getting the Domain Buttons List ..................................................................................... 379 
Getting Traffic Usage Information ................................................................................... 385 
Setting Domain Traffic Settings ....................................................................................... 393 
Retrieving Descriptor of Limits ........................................................................................ 396 
Retrieving Descriptor of Permissions .............................................................................. 402 
Retrieving Descriptor of Hosting Settings ....................................................................... 407 

Managing Domain Aliases ......................................................................................................... 412 
Domain Alias Settings ..................................................................................................... 413 
Filtering Issues ................................................................................................................ 415 
Creating Domain Aliases ................................................................................................. 416 
Retrieving Information On Domain Aliases ..................................................................... 420 
Updating Domain Aliases Settings .................................................................................. 426 
Deleting Domain Aliases ................................................................................................. 430 
Renaming Domain Aliases .............................................................................................. 434 
Retrieving Information On Manageable Services ........................................................... 436 

Managing Domain Templates ................................................................................................... 438 
Domain Template Settings .............................................................................................. 439 
Filtering Issues ................................................................................................................ 443 
Creating Domain Template ............................................................................................. 444 
Getting Information On Domain Templates .................................................................... 451 
Configuring Domain Template Settings .......................................................................... 458 
Deleting a Domain Template ........................................................................................... 468 

Managing FTP Accounts ........................................................................................................... 473 
FTP Account Permissions ............................................................................................... 474 
Filtering Issues ................................................................................................................ 475 
Creating FTP Accounts ................................................................................................... 478 



 

 Preface 5 

 

Retrieving Information On FTP Accounts ....................................................................... 486 
Changing FTP Account Settings ..................................................................................... 492 
Deleting FTP Accounts ................................................................................................... 499 

Managing IP Addresses ............................................................................................................ 503 
Adding IP Address .......................................................................................................... 505 
Retrieving IP addresses .................................................................................................. 509 
Changing Type ................................................................................................................ 511 
Removing IP .................................................................................................................... 515 

Managing Locales ..................................................................................................................... 520 
LP Names ........................................................................................................................ 521 
Filtering Issues ................................................................................................................ 521 
Retrieving List of LPôs ..................................................................................................... 522 
Installing LP ..................................................................................................................... 527 
Retrieving Localized Messages ...................................................................................... 530 
Removing LP ................................................................................................................... 535 
Enabling LP ..................................................................................................................... 539 
Disabling LP .................................................................................................................... 544 
Appendix. Locale Codes ................................................................................................. 548 

Managing Log Rotation on Domain ........................................................................................... 551 
Log Rotation Settings ...................................................................................................... 552 
Filtering Issues ................................................................................................................ 553 
Changing Log Rotation Settings ..................................................................................... 554 
Retrieving Log Rotation Settings..................................................................................... 561 
Enabling Log Rotation Service ........................................................................................ 566 
Disabling Log Rotation Service ....................................................................................... 571 
Checking Status of Log Rotation Service ....................................................................... 576 

Managing Mail on Domain Level ............................................................................................... 582 
Mail Service Preferences ................................................................................................ 584 
Mail Account Settings ...................................................................................................... 585 
Filtering Issues ................................................................................................................ 597 
Creating Mail Accounts ................................................................................................... 598 
Modifying Mail Account Settings ..................................................................................... 602 
Getting Mail Account Settings ......................................................................................... 609 
Deleting Mail Accounts .................................................................................................... 614 
Enabling/Disabling Mail Service on Domain ................................................................... 617 
Setting Mail Service Preferences .................................................................................... 622 
Getting Mail Service Preferences.................................................................................... 626 
Renaming Mail Accounts ................................................................................................ 630 

Managing Mailing Lists .............................................................................................................. 633 
Filtering Issues ................................................................................................................ 635 
Adding Mailing List .......................................................................................................... 637 
Removing Mailing List ..................................................................................................... 641 
Adding Subscriber to Mailing List .................................................................................... 646 
Retrieving Mailing Lists ................................................................................................... 650 
Retrieving Subscribersô Info ............................................................................................ 655 
Removing Subscriber ...................................................................................................... 661 
Activating Mailing Lists Service ....................................................................................... 665 
Deactivating Mailing Lists Service................................................................................... 670 
Enabling Mailing List ....................................................................................................... 675 
Disabling Mailing List ...................................................................................................... 681 
Retrieving Status Of Mailing Lists Service ...................................................................... 685 

Managing Plesk Backups .......................................................................................................... 691 
Remote Storage Settings ................................................................................................ 693 
Retrieving Remote Storage Settings ............................................................................... 693 
Changing Remote Storage Settings ............................................................................... 698 
Creating Backup of Domain Account .............................................................................. 701 
Creating Backup of Client Account ................................................................................. 705 
Retrieving Backup Status ................................................................................................ 710 
Retrieving List of Local Backups ..................................................................................... 714 



 

 Preface 6 

 

Uploading Backup to Repository ..................................................................................... 718 
Downloading Backup ...................................................................................................... 721 
Retrieving Protocols Supported by Backup Manager ..................................................... 724 
Stopping Backup Process ............................................................................................... 726 
Retrieving List of Backup Processes .............................................................................. 729 
Removing Backup ........................................................................................................... 732 

Managing Plesk Server ............................................................................................................. 736 
Administrator Personal Information ................................................................................. 738 
Server Preferences ......................................................................................................... 740 
Getting Supported Protocols ........................................................................................... 742 
Performing Initial Server Setup ....................................................................................... 744 
Managing Plesk License ................................................................................................. 747 
Getting Server Information .............................................................................................. 757 
Setting Up Server ............................................................................................................ 788 
Managing Plesk Services ................................................................................................ 791 

Managing Plesk Updates .......................................................................................................... 795 
Checking Updater Status ................................................................................................ 796 
Retrieving Plesk Updates ................................................................................................ 798 
Retrieving Components List ............................................................................................ 800 
Installing Components ..................................................................................................... 804 
Updating Plesk ................................................................................................................ 807 

Managing Protected Directories ................................................................................................ 809 
Filtering Issues ................................................................................................................ 811 
Creating Protected Directory ........................................................................................... 814 
Changing Protected Directory Properties ....................................................................... 818 
Removing Protected Directory ........................................................................................ 825 
Retrieving Protected Directory Properties ....................................................................... 829 
Creating Protected Directory User .................................................................................. 835 
Changing Protected Directory User Settings .................................................................. 837 
Removing Protected Directory User ............................................................................... 843 
Retrieving Protected Directory User Settings ................................................................. 847 
Retrieving Descriptor of Protected Directory Properties ................................................. 851 

Managing Secret Keys .............................................................................................................. 857 
Creating Secret Key ........................................................................................................ 858 
Retrieving Info on Secret Keys........................................................................................ 861 
Removing Secret Key ..................................................................................................... 865 

Managing Sessions ................................................................................................................... 870 
Retrieving Sessions List .................................................................................................. 870 
Terminating Session ....................................................................................................... 873 

Managing Site Applications ....................................................................................................... 876 
History of Changes .......................................................................................................... 878 
Site Application Properties .............................................................................................. 879 
Retrieving List of All Site Applications ............................................................................. 880 
Viewing Application Pool ................................................................................................. 882 
Adding Site Application to Application Pool .................................................................... 887 
Removing Site Applications ............................................................................................ 891 
Retrieving List of Packages Available For Domain ......................................................... 895 
Changing Properties of Site Application ......................................................................... 899 
Retrieving Site Application Requirements ....................................................................... 903 
Installing Site Application ................................................................................................ 908 

Managing Spam Filtering Service ............................................................................................. 912 
Filtering Issues ................................................................................................................ 914 
About Spam Filtering ....................................................................................................... 916 
Adding Pattern................................................................................................................. 920 
Removing Pattern ........................................................................................................... 925 
Retrieving Patterns .......................................................................................................... 930 
Retrieving Info on Spam Filtering service ....................................................................... 935 
Setting Spam Filtering Preferences ................................................................................ 940 
Retrieving Available Spam Filtering Preferences............................................................ 946 



 

 Preface 7 

 

Retrieving Allowed Lists .................................................................................................. 951 
Checking Status of Spam Filtering Service ..................................................................... 956 

Managing SSL Certificates ........................................................................................................ 959 
Installing Certificate ......................................................................................................... 960 
Deleting Certificate .......................................................................................................... 966 
Generating Certificate ..................................................................................................... 970 

Managing SSO Service ............................................................................................................. 976 
Filtering Issues ................................................................................................................ 977 
Enabling SSO Service ..................................................................................................... 979 
Disabling SSO Service .................................................................................................... 981 
Registering Plesk in IdP .................................................................................................. 983 
Retrieving SSO Service Preferences .............................................................................. 986 
Configuring SSO Branding .............................................................................................. 989 
Adding Delegation Rule ................................................................................................ 1008 
Removing Delegation Rule ........................................................................................... 1011 

Managing Subdomains ............................................................................................................ 1014 
Filtering Issues .............................................................................................................. 1015 
Subdomain Properties ................................................................................................... 1016 
Creating Subdomain ..................................................................................................... 1018 
Retrieving Information on Subdomain ........................................................................... 1022 
Changing Subdomain Settings ...................................................................................... 1027 
Removing Subdomain ................................................................................................... 1030 
Renaming Subdomain ................................................................................................... 1033 
Changing Parent Domain .............................................................................................. 1036 

Managing User Interface ......................................................................................................... 1039 
Setting Up Controls Visibility ......................................................................................... 1040 
Managing Custom Buttons ............................................................................................ 1043 

Managing Virtual Directories ................................................................................................... 1059 
Virtual Directory Settings ............................................................................................... 1060 
Creating Virtual Directories ........................................................................................... 1066 
Removing Virtual Directories ......................................................................................... 1070 

Managing Web Users .............................................................................................................. 1073 
Web User Settings and Preferences ............................................................................. 1074 
Filtering Issues .............................................................................................................. 1078 
Creating Web Users ...................................................................................................... 1079 
Deleting Web Users ...................................................................................................... 1084 
Updating Web User Settings ......................................................................................... 1089 
Retrieving  Web Users Settings .................................................................................... 1094 
Retrieving Web Users Preferences ............................................................................... 1100 
Updating Web Users Preferences................................................................................. 1104 

Migrating Domain And Client Accounts ................................................................................... 1109 
IP Addresses Mapping .................................................................................................. 1111 
Databases Mapping ...................................................................................................... 1113 
Checking Plesk Migration Manager Installation ............................................................ 1115 
Retrieving File System Information ............................................................................... 1117 
Starting Migration .......................................................................................................... 1119 
Retrieving Migration Status ........................................................................................... 1133 
Stopping Migration ........................................................................................................ 1138 

Retrieving Action Log Data ...................................................................................................... 1142 
Retrieving Action Log .................................................................................................... 1143 
Retrieving ID of Last Action ........................................................................................... 1147 

Uploading Files to Server ........................................................................................................ 1149 
Uploading Files Using cURL ......................................................................................... 1150 
Uploading Files Using PHP ........................................................................................... 1151 
Uploading Files Using .NET .......................................................................................... 1152 
Response Packet Structure .......................................................................................... 1156 
Response Samples ....................................................................................................... 1156 



 

 Preface 8 

 

API RPC Versions 1158 

API RPC Evolution .................................................................................................................. 1159 
v.1.4.0.0 ................................................................................................................................... 1160 
v.1.4.1.0 ................................................................................................................................... 1161 
v.1.4.1.1 ................................................................................................................................... 1163 
v.1.4.1.2 ................................................................................................................................... 1165 
v.1.4.2.0 ................................................................................................................................... 1167 
v.1.5.0.0 ................................................................................................................................... 1170 
v.1.5.1.0 ................................................................................................................................... 1173 
v.1.5.2.0 ................................................................................................................................... 1175 

Error Codes 1178 

Complete List of Error Codes .................................................................................................. 1179 
Common errors ............................................................................................................. 1184 
Client Operations .......................................................................................................... 1185 
Domain Operations ....................................................................................................... 1187 
IP Operations ................................................................................................................ 1190 
DNS Operations ............................................................................................................ 1191 
Server Operations ......................................................................................................... 1194 
Site Application Operations ........................................................................................... 1197 
Email Operations ........................................................................................................... 1197 
Certificate Operations ................................................................................................... 1198 
UI Operations ................................................................................................................ 1198 
Upload Operations ........................................................................................................ 1199 
Secret Key Operations .................................................................................................. 1200 
Spam Filter Operations ................................................................................................. 1200 
Domain Alias Operations .............................................................................................. 1201 
Database Server Operations......................................................................................... 1201 
Migration Operations ..................................................................................................... 1202 

Reduced List of Error Codes ................................................................................................... 1203 
  



 

 Preface 9 

 

In this section: 

About This Document ........................................................................................ 9 
Prerequisites for This Document ....................................................................... 10 
Typographical Conventions ............................................................................... 10 
Feedback .......................................................................................................... 11 
 

About This Document 

This part of Plesk API RPC documentation describes in detail the programming means 
provided by Plesk API. 

Á Chapter Before Using Reference (on page 12) contains information required for proper 
reading of the reference sections. 

Á Chapter Representation of Object Descriptors (see page 18) explains in detail what 
object descriptors are and how they are implemented in the API RPC protocol. 

Á Chapter Supported Operations explains which Plesk objects can be managed 
programmatically via API RPC, how this can be done, and what particular operations are 
allowed to different kinds of Plesk users.  

Á Chapter API RPC Versions (see page 1158) contains references on what XML Schemas 
are used for each API RPC operation depending on the API RPC version. 

Á Chapter Error Codes (see page 1178) provides information on codes of the errors that 
may occur when using Plesk API RPC protocol. 

This document covers the following versions of the API RPC protocol: 1.3.5.1 - 1.5.2.0. 

In most code samples, the 1.4.2.0 version of the protocol is used. If a feature is supported 
only in later versions of API RPC, the earliest version of the protocol that supports the feature 
is used in code samples. 
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Prerequisites for This Document 

Users of this document should be familiar with the following: 

Á Plesk functionality and business logic. 

Á Plesk API RPC protocol (idea, usage). Refer to the Plesk API RPC Developerôs Guide. 

Á HTTP messages (types, structure). Refer to the RFC 2616 
(http://www.ietf.org/rfc/rfc2616.txt). 

Á XML basics (idea, syntax, elements, attributes). Refer to the W3Schools XML Tutorial 
(http://www.w3schools.com/xml/default.asp).  

Á XML Schema (idea, simple and complex elements, XSD indicators, data types). Refer to 
the W3Schools XML Schema Tutorial (http://www.w3schools.com/schema/default.asp). 

 

 
 

Typographical Conventions 

The following kinds of formatting in the text identify special information. 

Formatting convention Type of Information Example 

Special Bold Names of operators and 
operations. 

Go to the QoS tab. 

 Titles of chapters, sections, 
and subsections found in the 
other documents. 

Read the Basic Administration chapter. 

Italics Emphasizes the importance 
of a point, to introduce a term 
or to designate a command 
line placeholder, which is to 
be replaced with a real name 
or value. 

The system supports the so called 
wildcard character search. 

Monospace  The names of commands, 
files, and directories. 

The license file is located in the 
httpdocs/common/licenses  

directory. 

http://www.ietf.org/rfc/rfc2616.txt
http://www.w3schools.com/xml/default.asp
http://www.w3schools.com/schema/default.asp
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Preformatted  On-screen computer output 
in your command-line 
sessions; source code in 
XML, C++, or other 
programming languages. 

# ls ïal /files  

total 14470  

Preformatted Bold  What you type, contrasted 
with on-screen computer 
output. 

# cd /root/rpms/php  

CAPITALS Names of keys on the 
keyboard and names of 
operations on the title page of 
an operator. 

SHIFT, CTRL, ALT 

KEY+KEY Key combinations for which 
the user must press and hold 
down one key and then press 
another. 

CTRL+P, ALT+F4 

 
 

Feedback 

If you have found a mistake in this guide, or if you have suggestions or ideas on how to 
improve this guide, please send your feedback to userdocs@swsoft.com. Please include in 
your report the guideôs title, chapter and section titles, and the fragment of text in which you 
have found an error. 

mailto:userdocs@swsoft.com



