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CHAPTER 1

Preface

Who Should Read This Guide

This guide is intended for hosting resellers who manage their servers through Plesk
control panel and have access to server administrator's account in the control panel.

Typographical Conventions

The following kinds of formatting in the text identify special information.

Formatting convention Type of Information Example

Special Bold Items you must select, such as | Go to the QoStab.
menu options, command
buttons, or items in a list.

Titles of chapters, sections, Read the Basic Administration
and subsections. chapter.

Italics Used to emphasize the The system supports the so
importance of a point, to called wildcard character
introduce a term or to search.
designate a command line
placeholder, which is to be
replaced with a real name or
value.

Monospace The names of style sheet The license file is located in the
selectors, files and directories, |httpdocs/common/license
and CSS fragments. directory.

Preformatted On-screen computer output in #Is 1 alffiles
your command-line sessions; | total 14470
source code in XML, C++, or
other programming languages.

Preformatted Bold What you type, contrasted with # cd /root/rpms/php
on-screen computer output.
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Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback to userdocs@swsoft.com. Please
include in your report the guide's title, chapter and section titles, and the fragment of
text in which you have found an error.



mailto:userdocs@swsoft.com

CHAPTER 2

About Plesk

Plesk is a hosting automation solution that gives hosting providers full control over the
managed Web hosting servers and simplifies setup and management of user accounts,
Web sites, and e-mail accounts.

Plesk is stable, secure and reliable, and the main benefit of using Plesk is that it will
save you and your technical staff much time and effort: all your customers (and
customers of your resellers) will have personal isolated control panel environments and
will be able to manage their sites and e-mail accounts on their own.

In this chapter:

Overview of Software Components Managed by PlesK ...........cccccoviieieiiiinniiinnn, 10
Overview of Business Model, Users Accounts and Permissions...........ccc.c.uo... 11
WHhat's NEW iN THIS VEISION .....cvuiii ittt ettt e et e e et e aaeaaas 12
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Overview of Software Components Managed
by Plesk

Plesk control panel works in cooperation with the following third-party software
components and services:

Microsoft IIS Web server or Apache Web Server *

Microsoft FTP server

Gene6 FTP Server 3.4.0.16 and Serv-U FTP Server **

Bind DNS server

Microsoft DNS server and Simple DNS Plus DNS server **

MySQL, Microsoft Access and Microsoft SQL database servers ***
Acronis True Image Enterprise Server backup system

MailEnable mail server

Merak, MDaemon, SmarterMail, hMailServer, CommuniGate Pro mail servers **
Courier-IMAP IMAP/POP3 server

SpamAssassin anti-spam software

SiteBuilder

Dr.Web and Kaspersky Antivirus antiviruses

ClamAV and Merak Antivirus antiviruses **

Webalizer and AW Stats statistical packages

Urchin and SmarterStats statistical packages **

Microsoft FrontPage

Horde IMP H3 web mail client

MailEnable Web Client, IceWarp Web Mail 5, SmarterMail Web Client **
Apache Tomcat

DD DD DD DD D DD Dy Dy Dy Dy D D

* - Plesk can work both with 1IS and Apache web servers. Refer to Installation guide for
more information.

** - Optional components supported by Plesk if they are installed in the system

*** . Plesk can host its own database on MySQL, Microsoft Access or Microsoft SQL
database servers. Refer to Installation guide for more information.

Note: The web server (IIS or Apache) and Microsoft FTP server should be installed in
the system before Plesk.

After installation of Plesk package, all essential services, such as DNS, Web, FTP and
Mail are configured to run with the default optimal settings, so you can start serving
your customers right away. However, we recommend that you review the default
settings to make sure that they satisfy your needs, and create user account templates
and domain templates, which will simplify further setup of hosting accounts.
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Overview of Business Model, Users Accounts
and Permissions

Plesk user accounts hierarchy is limited to three user levels:

A client accounts,
A domain administrator accounts,
A e-mail user accounts.

For your customers who need to resell hosting services or host numerous
domains/web sites, you will create client accounts.

Note: for the purpose of hosting your own sites, you should use a special service
account which is created during Plesk setup. The account is registered with the control
panel under the name My Domains

Customers with access to client accounts can host on the server any number of sites
you allow. They can host the sites of their own and/or resell hosting services to other
users: for that purpose your resellers can create domain administrator accounts for
their own customers.

Customers with access to domain administrator accounts cannot resell Web hosting
services or host maore than one site on their hosting accounts. They can only manage
their own sites. In the current implementation of Plesk control panel, domain
administrator accounts can be created only after the respective domains (web sites)
are hosted on the server.

All site owners can set up e-mail accounts for themselves and provide other users with
mail hosting services: for that purpose, they create e-mail user accounts and grant e-
mail users with access to control panel.

Site owners can also host personal web pages or small sites for other users under their
domains. However, the owners of such sites usually do not have their own domain
names and cannot have a dedicated control panel environment.

All permissions for operations performed in the control panel you define for a reseller
(client account) allow the reseller to further assign them to his or her customers. The
resource allotments you define for a reseller can be further redistributed among
reseller's customers. For a full list of permissions and resource usage limits you can
define, refer to the Managing User Accounts (on page 103) section.

All quotas you define for a client or domain administrator's account are soft quotas: the
control panel indicates resource overage by showing the respective icons in the control
panel, sends notices by e-mail to the respective users, but it does not automatically
suspend user accounts or Web sites.

The control panel does not have a built-in billing system, therefore, we recommend that
you use a third-party solution of your choice, or use Plesk together with HSPcomplete.
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What's New in This Version

Plesk 8.2 offers you the following new features and enhancements:

New site applications format. Now Plesk supports site applications in a new format,
which is to become the standard for all Web applications. This format will be supported
by a number of large hosting companies. For more information, visit
http://swdn.swsoft.com/en/openfusion/ http://swdn.swsoft.com/en/openfusion/.

Miva scripting support. You can now run on your server Miva Merchant e-commerce
applications. For more information, see the chapter Enabling Support for Miva E-
commerce Applications (on page 69).

Management of ColdFusion data sources by customers. Now your users will be
able to add and remove ColdFusion data sources through Plesk. For more information,
see the chapter Configuring Data Source Names for Adobe ColdFusion (on page 146).

Support for custom Plesk updates server mirrors. You can use custom mirrors for
retrieving Plesk updates.

Sitebuilder 4 for Windows support. Plesk supports the newest version of Sitebuilder,
providing perfect integration and ease of use.

Support for Communigate Pro mail server. Plesk can be integrated with
Communigate Pro mail server solution.

Major components upgrade. Plesk 8.2 includes the latest versions of phpMyAdmin,
PHP 4 and 5, MySQL, AWStats, Perl, Python and Bind.

DotNetNuke 4.5.2 included in distribution. Plesk comes with DotNetNuke 4.5.2 web
application which can be easily installed on any website of your choice.

MyLittleAdmin support. MyLittleAdmin can be selected on the Components
Management page to serve as a web-based SQL administration tool for SQL Server
2005.

Application Pack. Plesk comes with a brand new application pack which contains
more than 20 popular web applications. The application pack can be installed as a
separate component.


http://swdn.swsoft.com/en/openfusion/
http://swdn.swsoft.com/en/openfusion/
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CHAPTER 3

Getting Started

This chapter describes the first actions you need to perform after installation of the
Plesk control panel.

In this chapter:

Logging in to Plesk
Becoming Familiar with Plesk's Interface...........ccccccovvvvviiiiiiiiiiiiiiiiiiiiiiiiiiieee 16
Changing Your Password and Contact Information ...............ccccoevviiiieiieeeneiinnn, 19
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Logging in to Plesk

To log in to your Plesk control panel:

In the address bar of your web browser type the URL where your
Plesk control panel is located and press ENTER. Plesk login screen
will open.

For example, type https://your - domain.com:8443 , where your -
domain.com is the domain name of your Web host.

2 Type the user name 'admin' and your password into the Loginand
Passwordooxes, respectively. If this is your first login to the freshly
installed control panel, use the default password 'setup’.

3 If you log in for the first time, select the language for your control
panel from the Interface languag#grop-down box. If you had previously
specified the interface language and saved it in your interface
preferences, leave the User defaulvalue selected.

4 Click Login

After your first login, you should accept the license agreement and then specify the
host name and IP addresses to assign to the server.

5 In the Full hostnamdield, enter your server's host name. This should be
a fully qualified host name but without a trailing dot (e.qg.
host.domain.tld).

6 Select the type of available IP addresses: exclusive or shared. By
default, all available IP addresses are located in the Exclusive IP
addressedield.

A To add an IP to the list of shared IP addresses, select the IP in the Exclusive IP
addressedield and click Add >>

A To remove an IP from the list of shared IP addresses, select the IP in the Shared
IP addressefield and click << Remove

Note: With Plesk you can mark all your IP addresses as shared or exclusive before
you assign them to your customers. This allows the control panel to distinguish
between them and not to let you assign a dedicated IP address to several
customers at once. An exclusive IP address can be assigned to a single customer,
while a shared IP address can be shared among several user accounts.

You can skip this stage and define the type of IP addresses later (Server> IP
Addresses)

7 In the Administrator's preferences®ction, change the default
administrator password and click OK
Change the default administrator's password. Enter the new password and confirm

it in the New passwordnd Confirm passworfields. The password can have up to 14
symbols. Note that the password is case sensitive.


https://your-domain.com:8443/
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Note: Do not forget to change the administrator's password from the default one to
your own personalized password; otherwise, access to the control panel under the
administrator account will be available with the default password 'setup', which is
known to many users of Plesk.

8 On the next screen enter your contact information.

9 Select | would like toeceive periodic-mails from SWsoft announcing new
products, discounts and moteeck box to subscribe to the SWsoft mailing
list.

10 Select | would like to create a default client accduydu want Plesk to create
the defaul client called My DomainsThis account is typically used for
hosting your own web sites.

11 Click OK

If You Forgot Your Password

xIf you forgot your password, you can retrieve it by using the password reminder
feature in the control panel.

To use the password reminder:

In your web browser 6 s address bar, type the URL
control panel is located (for example, https://your-domain.com:8443)

2 Press ENTER.

Plesk login screen will open.

Click the Forgot your passwordihk.

Specify your login name and e-mail address registered in the system.
Click OK

Your password will be sent to your e-mail.

Once you received the e-mail from the password reminder, follow the
provided instructions to create a new password.

~N o 01 AW
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Becoming Familiar with Pleskiterface

When you log in to control panel, it can open in either a standard viewa simplified
desktop viewor a combination of both. The standard view is a customary view of the
control panel divided into two main areas: navigation pane on the left and the main
screen where operations are performed on the right.
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Figure 1: Administrator's standard interface

The desktop view can show server statistics and shortcuts to the operations you
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Figure 2: Administrator's Desktop

You can switch between the views (by installing the appropriate license key) or use a
combination of them for your control panel. You can also specify what view should be
shown to other control panel users. To customize your control panel, refer to the
Customizing Your Control Panel chapter.

Items in the Desktop View

The desktop view originally shows four sections:

A

A

Server Informatiofhis shows your hostname, control panel version, operating
system and kernel versions, license key number, and system uptime.

Statistics This shows average processor load for the last minute, five minutes, and
fifteen minutes, memory and disk space usage, number of served client accounts
and hosted domains (Web sites). The client accounts include accounts of resellers
and customers who have several sitesd owners of a single domain are not counted.

Tools This group shows shortcuts to the operations that you can perform through
the control panel. You can freely add and remove these shortcuts.

Favorites This group shows five types of shortcuts sorted by type and placed on the
respective tabs. The Clientstab shows the shortcuts to administrative tools available
for a selected user account, the Domaindab shows shortcuts to domain
administration tools, the Mail Account$ab shows shortcuts to the e-mail account
administration tools. The Shortcutstab shows all other types of shortcuts that do not
relate to user accounts, domains and e-mail accounts. The Recentab shows last
ten control panel screens you have been on. The Favoriteggroup also provides
search tool for finding user accounts, web site hosting accounts, and e-mail
accounts. To use the search tool, select the item type from the drop-down box, type
the search criteria (this can be any combination of symbols, search is case
insensitive) and click Search
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Using Wizards

When you work with Plesk in the Desktop view, you accomplish the tasks you need
through wizards. Each wizard is a series of consecutive screens. To accomplish a task
using a wizard, follow the instructions displayed on the wizard screens. For information
on individual options, refer to the respective sections of this guide.

Items in the Standard View

The navigation pane is located on the left. It gives you access to sets of administrative
functions:

A Generaket.

A ClientsThis is where you manage your clients and all data related to their
accounts.

A DomainsThis is where you manage Web sites and their respective e-mail
services.

A Systemset.
A ServerThis shortcut gives you access to server administration functions.

A SessionsWhen clients, site and mailbox owners log in to control panel, or
connect to the server via FTP protocol, they establish sessions that you can
monitor and terminate.

A MasterThis shortcut gives you access to centralized management of Plesk
enabled servers.

A Log OutWhen finished working with control panel, click this icon to close your
session.
A SiteBuilder Admiset.

A Desktop Opens up SiteBuilder Desktop, which is divided into two areas: Tasks
and Statistics In the Tasksarea you can see an overview of main functionalities
of the Administrator Panel. In the Statisticsarea you can see how many users,
sites, are currently in the system.

A Users.Click this shortcut to open the Usersscreen. On this screen you can see
the list of available users. Here you can manage the user accounts.

A Sites.On this screen you can see the list of available websites created in
SiteBuilder and manage them.

A Serve. This page allows you access to the SiteBuilder's server administration
functions.

A Logs.Click Logsto view system and security logs of operations performed in
SiteBuilder by your dependent users.

A Help & Supposet.

A Help DeskThis is the help desk system integrated with your control panel. You
can use it to view and solve the problems reported to you by your customers.

A Help.Provides context sensitive help.
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Below the Helpicon, there is a context help tip area. It provides a brief description of the
current screen or available operations. When you place the mouse pointer over a
system element or status icon, it displays additional information.

To navigate through Plesk, you can also use a path bar: a chain of links that appears in
the right part of the screen, below the banner area. To return to a previous screen, use

t Up Levein the upper-right corner of the screen.

To find items in lengthy lists, use search boxes located above every list of items: type a
search criterion into the input box, and click Search A list will show the items matching
the search criteria. To return back to viewing all items, click Show All You can hide the
search area by clicking Hide Searchlo show the hidden search area, click Show Search

To sort a list by a certain parameter in ascending or descending order, click on the
parameter's title in the column heading. The order of sorting will be indicated by a small
triangle displayed next to the parameter's title.

Changing Your Password and Contact
Information

If you need tapdate your contact information
Go to Server> Edit
2 Update your information as required, and click OK

U If you need to change your password:
Go to Server> Change Password
2 Enter your old and new passwords, and click OK

If you forgot your password:

Inyour web browserés address bar, type
control panel is located (for example, https://your-domain.com:8443)

2 Press ENTER.
Plesk login screen will open.
3 Click the Forgot your passwordink.

4 Specify your login name and e-mail address registered in the system,
and click OK

5 Your password will be sent to your e-mail.

Once you received the e-mail from the password reminder, follow the provided
instructions to create a new password.
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CHAPTER 4

Configuring Your Control Panel

This chapter discusses the configuration steps required to set up and manage your
Plesk Control Panel.

In this chapter:

Upgrading License Key for Your Control Panel .............ccccoeeiiiiiiiiiiiiiiiiieeeeeeeeees 20
Securing Your Control Pane@l.........cooooo i 24
Customizing Your Control Panel.............ooouiiiiii i 29
Adjusting SessioN PreferenCesS. ... 44

Upgrading License Key for Your Control
Panel

Plesk comes with a trial license key, which is automatically installed to the control
panel. This license key allows you to create one user account, host one web site and
one mail box. Therefore, to fully use the Plesk control panel as you need, you should
obtain a license key from SWsoft or one of its resellers and install it to the control
panel.

Plesk license keys have a built-in expiration date. This has been implemented to help
prevent fraud and theft. It requires the Plesk software to check with SWsoft's licensing
server during a 10 day grace period (prior to the expiration date) to verify that the key
has not been reported stolen and is being used in accordance with the End User
License Agreement (that is, installed on only one server). Once this is verified, the
expiration date is prolonged.

Plesk will attempt to connect over TCP/IP to the licensing server through port 5224.
Please make sure that this is not blocked by a firewall. The update process runs
automatically and the Plesk Administrator does not need to do anything unless there is
a problem. Should the Plesk key expire, check your firewall and then go to Server>
License Managemeantd click Retrieve Keydf the key cannot be updated, contact your
reseller or SWsoft (if you purchased the license directly from SWsoft).

You can test the connection to the licensing server anytime by going to Server> License
Managemerand clicking Retrieve Keys
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Upgrading the Trial License Key

To upgade the trial license key:
Go to Server> License Managemeahd click Order New Key

2 The SWsoft online store will open in a separate browser window. In
this window, select the items and features you want to include into
your Plesk license and click Submi. In the next steps, indicate the
currency, number of license keys, provide contact details, billing
address, and payment method, and submit the form. The new key will
be sent to the specified e-mail address.

3 Save the new key to the hard drive on your local machine.

4 Open again the License Managemestreen in Plesk (Server> License
Managemepiand click Upload Key

5 Enter the path to the key file that you saved on your local machine or
click Browseto locate it.

6 Select the Replace the currently installexnse key with the selected arteeck
box to confirm that you really want to replace the current license key
with the new one.

If this check box is not selected, the new license key will not be installed and
installation will be aborted.

7 If your new license key allows hosting fewer sites than you already
host on the server, Plesk will stop working. However, to prevent the
control panel from comparing the amount of the resources used and
those covered by the new key, select the Allow the resources usageerride
check box.

This might be helpful if you want to temporarily install a license key that covers less
resources and then upgrade it through the control panel interface.

8 Click OKto install the new key to the control panel.
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Installing Additional ¢ense Keys

i

w

To order an additional license key from SWsoft online store, and install it to control
panel:

Go to Server> License Management
Click Order New Key

The SWsoft online store page listing available add-ons will open in a
separate browser window. On this page, select the add-ons you want
to order and click Submit

Because you already have one license key, the Plesk Number
Checking System page will open. Enter the number of your license
key to which you add more license keys and click Submit

In the next steps, indicate the currency, number of keys, provide
contact details, billing address, and payment method, and submit the
form. You will be notified by e-mail when your order is processed.

When you receive the e-mail notification, return to the License
Managemergcreen (Server> License Managemenbn the Additional License
Keystab click Retrieve Key$o retrieve the ordered license key. Plesk
License Manager will retrieve the upgraded license key from the
SWsoft licensing server and automatically install it to your control
panel.

If you uploaded an additional license key to the control panel, and after that installed
the respective application on the server, follow these steps to install the license key:

Go to Server> License ManagementAdditional License Keys
Click the license key you want to install.
Click Install Key
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Upgrading Your License Key

If you are planning to expand your customer base and host more sites on the server
than your current license allows, you need to upgrade your license key.

w N R

To upgrade the license key:
Go to Server> License Management
Click Order New Key

On the SWsoft online store page, select the desired upgrade option
and click Submit

In the next step, indicate purchase details and submit the form. You
will be notified by e-mail when your order is processed.

After you receive the e-mail notification, return to the License
Managemergcreen (Server > License Managementd click Retrieve Keyso
retrieve the ordered license key. Plesk License Manager will retrieve
the purchased license key from the Plesk licensing server and
automatically upload it to your control panel.
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Rolling Back to Previously Used License Key

If you installed wrong license key for the control panel or a Plesk add-on, you can roll
back to the previously used license key.

To roll back to previously used license key:
Go to Server> License Management

2 If you want to restore a license key for your control panel, go to the
step 4 of this procedure. If you want to restore an additional license
key for an application, click Additional License Keys

3 Click Roll Back KeyYou will be shown the list of properties for the key
that you wish to roll back to.

4 Click OKto roll back to the previously used license key.

Note. Using the rollback function again will revert Plesk to the key you originally used
before the previous rollback.

Securing Your Control Panel

Restricting Administrative Access to Control Panel

To alleviate security concerns, you may want to restrict administrative access to your
control panel from specific IP addresses.

U To allow administrative access to control panel only from specific IP addresses or

networks:

1 Go to Server> Access

2 Click Add New Netwodnd specify the required IP addresses. Click OK
To specify subnets, you can use wildcard symbols (*) and subnet masks.

3 Select the Denied from the networks that are not listgtion, and click Set
When prompted to confirm the operation, click OK

U To prohibit administrative access from specific IP addresses or networks:
Go to Server> Access

2 Click Add New Networknd specify an IP address. Click OK
To specify subnets, you can use wildcard symbols (*) and subnet masks.

3 Select the Allowed, excluding the networks in thedstion, and click Set
When prompted to confirm the operation, click OK
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By default Plesk allows multiple simultaneous sessions for several users logged into
the control panel using the same login and password combination. This can be useful
when delegating management functions to other users or in case if you accidentally
close your browser without logging out, thus becoming unable to log in again until your
session expires. You may want to switch off this capability, if you do not need it.

To disallow concurrent sessions for your administrative control panel:

Go to Server> Edit

2 Clear the Allow multiple sessions under administrator's logeck box and
click OK
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Securing Communication to Server with SSL Encryption

For security reasons, you can access your control panel only through a secure
connection provided by Secure Sockets Layer-enabled hypertext transfer protocol. All
data you exchange with the Plesk managed server are encrypted, thus preventing
interception of sensitive information. The SSL certificate used in the data encryption
process is automatically generated and installed on the server during installation of the
control panel. This is the so-called self-signed certificate: it is not signed by a
recognized certification authority (CA), therefore, upon attempt to connect to your
control panel, you and your customers will see warning messages in Web browsers.

To gain customer confidence, you should purchase an SSL certificate from a reputable
certification authority, and install it to the control panel.

You can either:

A use the facilities for purchasing SSL certificates from GeoTrust, Inc. provided by
your control panel,
OR

A create a certificate signing request (CSR) from the control panel and send it to the
certification authority of your choice, which will create an SSL certificate for you.

Note: If you are going to use the control panel's facilities for purchasing a certificate
through MyPlesk.com online store, you should not use command line tools for
creating the certificate signing request.

0 To purchase an SSL certificate from GeoTrust, Inc. througisi@dPh online store
and secure your control panel:

1 Go to Server> CertificatesA list of SSL certificates that you have in
your repository will be displayed.

2 Click Add New Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Make sure that all the provided information is correct and accurate, as
it will be used to generate your private key.

5 Click Buy Cert

Your private key and certificate signing request will be generated 8 do not delete
them. MyPlesk.com login page will open in a nhew browser window.

6 Register or login to an existing MyPlesk.com account and you will be
taken step by step through the certificate purchase procedure.
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7 Choose the type of certificate that you wish to purchase.

8 Click Proceed to Bugind order the certificate. In the Approver E-Mail
drop-down box, please select the correct Approver e-mail.

The approver e-mail is an e-mail address that can confirm that certificate for
specific domain hame was requested by an authorized person.

9 Once your certificate request is processed, GeoTrust, Inc. will send
you a confirmation e-mail. After they receive the confirmation from
you, they will send the certificate to your e-mail.

10 When you receive your SSL certificate, save it on your local machine
or network.

11 Return to the SSL Certificates repository (Server> Certificates

12 Click Browsein the middle of the page and navigate to the location of
the saved certificate. Select it, and then click Send FileThis will upload
the certificate to the repository.

13 Select the check box corresponding to the certificate you just added,
and click 2/ Secure control panel

To securgour control panel with an SSL certificate from other certificate authorities:

Go to Server> CertificatesA list of SSL certificates that you have in
your repository will be displayed.

2 Click Add New Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Make sure that all the provided information is correct and accurate, as
it will be used to generate your private key.

5 Click RequestYour private key and certificate signing request will be
generated and stored in the repository.

6 Download the certificate signing request (CSR) file and save it on
your machine. To do this, click the respective |1 icon.
7 Once downloaded, open the file in a text editor, copy the text

enclosed in lines ----- BEGIN CERTIFICATE REQUEST----- and -----
END CERTIFICATE REQUEST----- to the clipboard.
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8 Using your favorite mail client software, create a new e-mail message
and paste the text from the clipboard. Send this message to the
Certification Authority that will create an SSL certificate in accordance
with the information you supplied.

9 When you receive your SSL certificate, save it on your local machine
or network.

10 Return to the SSL Certificates repository (Server> Certificatek.

11 Click Browsein the middle of the page and navigate to the location of
the saved certificate. Select it, and then click Send FileThis will upload
the certificate to the repository.

12 Select the check box corresponding to the certificate you just added,
and click 2/ Secure control panel

U In case you need to generate asglied certificate for some reason, follow this
procedure:

1 Go to Server> CertificatesA list of SSL certificates that you have in
your repository will be displayed.

2 Click Add New Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Click the SeltSignedbutton. Your certificate will be generated and
stored in the repository.
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Customizing Your Control Panel

The control panel's Desktop view and Standard view (as described in the chapter
Becoming Familiar with Plesk's Interface (on page 16)) have different customization
settings which are adjusted in different areas of the control panel.

To customize the Desktop view, refer to the section Customizing the Control Panel in
the Desktop View (on page 39).

To customize the Standard view (that is, all areas and screens of the control panel
except for Desktop), refer to the section Customizing the Control Panel in the Standard
View (on page 30).

Note that you can choose to have in your control panel only Desktop view, only
Standard view, or both views at once: to do this, you need to obtain and install a
license key that supports the required interface view. However, you can specify what
view should be shown to other control panel users regardless of your license key
features.

This chapter explains how to accomplish the following tasks:

Change the interface language and theme (skin) for your control panel (on page 30)
Remove unwanted buttons from the control panel (on page 31)

Add custom hyperlink buttons to the control panel (on page 38)

Set a custom logo to the banner area of the control panel

Add support for more control panel languages

Add interface themes (skins)

Add to and remove items from the Desktop (on page 39)
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Changing Interface Language and Skin

U To change the interface language and skin for your control panel:
1 Go to Server >Edit.
2 Specify the following:

a Button label lengtff.o prevent lengthy button captions in languages other than
English from overlapping in the control panel, you may want to specify a limit here. Any
button caption longer than the defined limit will be shortened and ended with ellipsis

(...).
b Administrator's interface langua&elect the language for your control panel.
¢ Administrator's interface skiBelect the skin (theme) for your control panel.

d Desktop preseOnce you customize the desktop and save the settings in a template
as described in Using Desktop Presets (on page 41), you will be able to select your
template here.

e Administrator's interface customization temp@tee you customize the control panel
and save the settings in a template as described in Using Interface Customization
Templates (on page 31), you will be able to select your template here.

f  Allow multiple sessions under administrator's I@®yrdefault Plesk allows multiple
simultaneous sessions for several users logged into the control panel using the same
login and password combination. This can be useful when delegating management
functions to other users or in case if you accidentally close your browser without
logging out, thus becoming unable to log in again until your session expires. You may
want to switch off this capability, if you do not need it.

g Prevent users from working with the control panel until interface screens are completely
loaded.Leave this selected to avoid errors that might occur when users try to interact
with control panel before is it ready.

3 Click OK

Customizing the Control Panel in the Standard View
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Using Interface Customization Templates

Interface customization templates are sets of interface customization options assigned
to Plesk users. You can configure custom settings for interface elements and save
these settings in a template. Then, you assign the template to specific client accounts.

Default Customization Template is created automatically after Plesk installation.
Initially, the default template allows user access to all interface elements of the control
panel. The default template is automatically applied to all user accounts, including the
administrator, if no other template is explicitly specified. The default template cannot be
removed from the control panel. You can set another template as a default one. In the
list of templates, the default template is displayed in bold.

Thus, to customize interface options for customers, you can either modify the default
template or create own customization templates and assign them to user accounts.

Note that if you need to hide only buttons related to MyPlesk.com e-commerce portal
and buttons related to currently unavailable features (such buttons are shown in the
control panel as grayed out), you can do so without using interface customization
templates. This is described in Hiding and Unhiding Sets of Buttons.

Creating Templates

U To create a template and specify custom rules for interface elements:

1 Go to Sewer> Interface Managementinterface Templateaab and click Add
Interface Template

2 On the next page, enter the name for the new template. This field is
required.

3 Select the Defaultcheck box to make this template default.

Remember that the default template is applied to all user accounts for which no
other template is explicitly defined.

4 Click Show Toolbato customize the rules for interface elements.

The toolbar serves to customize the appearance of buttons on Plesk screens for
user accounts. The toolbar appears at the bottom of a Plesk screen. When the
toolbar is on, you can navigate through Plesk interface screens and define rules for
separate buttons.

5 Navigate to a Plesk screen on which you want to customize interface
elements.

6 On the toolbar, click the Customizébutton to switch on the
customization mode.

7 Click the transparent screen over a button you want to customize and
select one of the following options in the drop-down menu:

A Hide 1 Hide this button from all users, including the administrator

A Admin Only i Hide this button from all users, but show for the administrator
A Show i Always show this button for all users
A

Default i Reset previous customizations you have made for this button to the
default settings.
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Current customizations

The following buttons have custom settings. Click them to change these settings. Reset all ko defaulk

je | FE W ! Hide m |
Certificates ~ ODBC Settings  LogoSetup | Admin Only
i Show

Default

8 When you finish customizing buttons, click OKon the toolbar.
9 Click Hide toolbato exit the customization mode.

10 Return to the list of interface customization templates (Server> Interface
Management Interface templatgs

The template you have just created is added to the list of customization templates.
You can now assign the template to user accounts.

Assigning Templates to User Accounts
U To assign a template to your interface:

1 Go to Server> Edit

2 In the Administrator's interface customization tempia¢®u, select the
customization template you need and click OK

Note:l n the 1list of templates, the template cur
interface is shown in italic. The default template name is displayed in bold. If you are
using the default template, it is marked as bold italic.

U To assign a template to a client account:

Go to Server> Interface Managementinterface Templataab.
2 In the list of templates, click the number in the Usagecolumn.

This number shows the number of client accounts that currently use this template.
3 Click Add New Clientb assign this template to another client account.

4 In the list of clients that do not use this template, select one or
several client accounts and click OK

The template will be assigned to the selected client accounts.

Note: You can also assign a template to a client when you are creating a new client
account or editing client account preferences. To create a new account, click Clientsin
the navigation pane, then click Add New Client Accoufito edit client account
preferences, click Clientsin the Navigation pane and then click the client name you
need.
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Removing Templates

3
4

To remove one template or several templates from the control panel:
Go to Server> Interface Managementinterface Templataab.

Select a template or several templates using the check boxes on the
right.

Click # Remove Selected
Confirm the removal and click OK

The specified templates are removed from the control panel and the default template is
assigned to all users that previously used the removed templates.

Changing Default Template

i

1
2
3

To set another template as a default template:
Go to Server> Interface Managementinterface Templataab.
Select a check box corresponding to the template you need.

Click Z Default The selected template will be used for all users for
which no template is explicitly defined.

Exporting and Importing Templates

wWw N -

To import a template created on one Plesk server to another Plesk server:
Go to Server> Interface Managementinterface Templateab.
Click the l-1icon to save the template you want to export to a file.

In the File Downloadialog box, click Saveand specify the location on
your hard drive where to save the file.

The template settings will be saved as a template_name.xml file.
Transfer the template file to another Plesk server.

On another Plesk-enabled server, go to Server> Interface Management
Interface templatesb and click Upload

Enter the name of the template to be imported or locate the template
file on the hard drive.

The file must be in .xml format.

Click OK View the customization settings of this template. In this step,
you can click Show Toolbato edit the template.

When you finish editing, click OK The new template will be uploaded
to this machine.

Assign this template to client accounts (see the Assigning Templates
to User Accounts section).
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Hiding and Unhiding Sets of Buttons

You can easily hide predefined groups of buttons from the Plesk interface. In this case,
users do not see the controls they are not allowed to operate or the features that are
not supported (services not installed).

To hide groups of buttons:

Go to Server> Interface Managementinterface Templateab and click
Preferences

2 Select the check boxes to hide the following groups of controls:

A

Buttons unavailable to users. Originally, unavailable (grayed out) icons in the
control panel interface show services or components that are not installed and,
hence, cannot be managed through the control panel. You can hide these

buttons to prevent users from being disappointed that some services are
unavailable. To hide all unavailable buttons, select the Hide all unavailable buttons
check box.

Limit management controls. To prevent users from viewing grayed out limit
management controls they are not allowed to operate, select the Hide all
unavailable limitgheck box.

Permission management controls. To prevent users from viewing grayed out
permission management controls they are not allowed to operate, select the
Hide all unavailable permissiatgck box.

3 Under Button groupsselect the check boxes to hide the following sets
of buttons:

A

Buttons related to services provided by MyPlesk.com online store. If you are
reselling domain registration services and SSL certificates, select the check
boxes Hide buttons for domain registratibtide buttos for certificate purchasingnd
Hide buttons for extra servicégl buttons related to MyPlesk.com will be removed
from the control panel at all user levels.

Mail bounce controls. If you wish to prohibit your users from using their own mail
bounce policies for e-mail addressed to nonexistent e-mail recipients within their
domains, select the Hide mail bouncing contrateeck box.

4 Click OK

To make groups of hidden buttons visible in the interface:

Go to Server> Interface Managementinterface Tempas tab and click
Preferences

2 Clear the corresponding check boxes to make the hidden groups of
buttons again visible in the interface, then click OK
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Installing And Uninstalling Interface Languages

You can download new language packs from SWsoft site and install them to the control
panel. The number of languages you can use with your control panel depends on the
license key you purchased. The control panel will alert you when you attempt to install
more languages than allowed.

To view the interface larages installed in the control panel:

Go to Server> Interface Managemefithe following information is
displayed:

A Language packontains the two-letter language code;

A Languageshows the name of the language;

A Useddisplays the number of control panel users at all levels that use this
language in their interface.

To select a new default language for the control panel:

Go to Server> Interface Management

2 Select the checkbox corresponding to the language you wish to set as
default and click [¥ Default

0 Toinsall a new language pack:

Download the required language pack file from SWsoft web site and run it. The
installation wizard will install the language pack in your system, enabling you and Plesk
control panel users to choose the corresponding language during the login or on their
personal settings page.

U To uninstall a language pack from the control panel:

Click Starton the OS taskbar and select Control Panet Add or Remove
Programsshortcut.

2 Select the language pack you want to remove and click Change/Renve.

3 Confirm the removal. The language pack you selected will be
removed from the system.

If the language pack you have just removed is used by some other users, their
interface language will be automatically set to the default language pack. The default
language of the Plesk distribution package (en-US) cannot be removed.

Installing and Uninstalling Control Panel Themes (Skins)

You can develop and use custom skins for your control panel. Be aware that use of
skins created by third parties can be dangerous, as the skin packages can contain
malicious code. We strongly recommend that you use only the skins received from the
trusted sources.

U To view currently installed skins:
1 Go to Server> Interface Management
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2 Click the Skinstab.

To set a new default skin:
Go to Server> Interface ManagementSkinstab.
2 Select the skin you wish to set as default:
Click a skin you wish to set as default and click Set Skiror

A Select the corresponding checkbox and click [& Default

To download a skin package to your local cterpu
Go to Server> Interface ManagementSkinstab.

2 Click the appropriate I icon, or click a skin title and then click
Download Skin

3 Select the type of archive you would like to have the skin files packed
into, and click OK

Once the skin is prepared for downloading, a file download dialog window appears.

4 Click Save specify the location and file name for the downloaded skin
package file to be saved, and then click Save

You can now prepare your own skin by modifying the contents of the downloaded
archive file. To learn how to create custom skins for Plesk control panel, see the
Creating And Installing Custom Plesk Skins guide. You can access this guide by
clicking Custom Plesk Skiran the Skin Management page (Server> Interface Management
> Sking
Toinstall a new skin to control panel:
Go to Server> Interface ManagementSkinstab.

2 Click Add New SkinSpecify the skin package file location and click OK

To update the contents of an already installed skin:
Go to Server> Interface ManagementSkns tab.

2 Click a skin title and then click Update SkinSpecify the skin package
file location and click OK

To remove one or several skins from the repository:
Go to Server> Interface ManagementSkinstab.

2 Select the corresponding check box and click ¢ Remove Selectedhen,
confirm removal and click OK

Note:When you remove a skin, which is currently
panel environment, the userdéds control panel a
the default skin. You cannot remove the default control panel skin.
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Rebranding Your Control Panel

You can replace the default Plesk logo banner in the top frame with your own logo, and
change the text that displays in the web browser's title bar. You can also make your
logo a clickable hyperlink.

You should use a GIF, JPEG or PNG format file for your logo, preferably not larger
than 100 kilobytes to minimize the download time. It is recommended that you use an
image of 50 pixels in height.

To change the control panel's logo image andhexvn in web browser's title bar:

Go to Server> Branding

2 Clear the Use defaultheck box and type your company name or any
other text into the Plesk title bar texiox.

You can use {product_name_version} and {plesk_key id} variables to
display product title (Plesk) with version number and key ID respectively.

3 To set your logo, specify the path to file in the Choose new logo fileox,
or click Browseto locate the file. Click Open

4 To make the logo a clickable hyperlink that refers users to your
corporate web site, type the desired URL into the Enter new URL for logo
box.

5 Click OKto submit.

When you wish to restore the default Plesk logo, click Default Logo
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Adding and Removing Custom Hyperlink Buttons

U To add a custom hyperlink button to your Pleskalgpanel and specify whether
your customers will see it in their control panels:

1 Go to Server> Custom Buttongand click Add New Button
2 Specify properties of the button:

A
A

Type the text that will show on your button in the Button labebox.

Choose the location for your button. To place it in the navigation pane, select
the Navigation paneption from the Locationdrop-down box. To place it on each
client's home page or desktop, select the Client home pageption. To place it on
each domain owner's home page or desktop (domain owners are your reseller's
customers), select the Domain administration paggtion.

Specify the priority of the button. Plesk will arrange your custom buttons on the
control panel in accordance with the priority you define: the lower the number i
the higher is priority. Buttons are placed in the left-to-right order.

To use an image for a button background, type the path to its location or click
Browseto browse for the desired file. It is recommended that you use a 16x16
pixels GIF or JPEG image for a button to be placed in the navigation pane, and
32x32 pixels GIF or JPEG image for buttons placed in the main frame or
desktop.

Type the hyperlink of your choice to be attached to the button into the URLbox.

Using the check boxes, specify whether to include the information, such as
domain name, FTP login, FTP password and other data to be transferred within
the URL. These data can be used for processing by external web applications.

In the Context help tip conteniisput field, type in the help tip that will be displayed
when you hover the mouse pointer over the button.

Select the Open URL in the Control Partetck box if you wish the destination URL
to be opened in the control panel's right frame, otherwise leave this check box
unchecked to open the URL in a separate browser window.

If you wish to make this button visible to your customers, your resellers and their
customers with access to control panel, select the Visible to all sulbgins
checkbox.

3 Click OKto complete creation.

To remwe a hyperlink button from your Plesk control panel:

Go to Server> Custom Buttons

2 Select a check box corresponding to the button that you wish to
remove and click % Remove Selected



Configuring Your Control Panel 39

Custo

OR

mizing the Control Panel in the Desktop View

To add or remove ites from the desktop:

Go to Desktop> " Customize Desktop

Specify whether to show the Server Informatiogroup and what items to
show there. Clearing check boxes will remove the respective items
from the desktop.

Specify what tasks you would like to accomplish through the control
panel. The appropriate shortcuts will be placed to the desktop. The
Selected taskist shows the tasks for which shortcuts are already
placed on the desktop. The Available taskfist shows the tasks for which
you do not yet have shortcuts on your desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskbst and click << Remove

To show your custom buttons on the desktop, under Tools select the
Custom buttonsheck box.

Specify whether to show the Statisticsand Favoritegroup and what
items to show there. Clearing check boxes will remove the respective
items from the desktop.

The Favoriteggroup shows the links to items or control panel screens that you
added to desktop by navigating to the respective control panel screens and clicking

- Add To Favoritesr p Create Shortcuton.
Click OK

To add items to tHeavoritegroupof the desktop:
Navigate to the control panel screen you need.

Click either the ¢ Add To Favoritesr & Create Shortctiton in the upper
right corner of the screen.

If you want to specify a custom label and description for the shortcut,
clear the Use defalt check boxes and specify the desired label and
description, then click OK

To modify label or description for a shortcut irFéhweritegroup:
On the desktop, click the shortcut that you wish to modify.

Click the # Edit Favoriter # Edit Shortcuicon in the upper right corner
of the screen.

Modify the label and description as desired and click OK
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1 On the desktop, click the # icon corresponding to the shortcut that
you wish to modify.

2 Modify the label and description as desired and click OK

To emove items from tl&avoritegroup of the desktop:
On the desktop, click the shortcut that you wish to remove.

2 Click the # Edit Favoriter #* Edit Shortcutcon in the upper right corner
of the screen, then click Remove

OR

1 On the desktop, click the # icon corresponding to the shortcut that
you wish to remove, then click Remove
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Using Desktop Presets

Alternately, you can modify items in the desktop view by modifying and applying
desktop presets. The presets contain configurations of interface elements. You can
have several presets for your interface and switch between them when needed. You
can predefine the appearance of interface for your customers and customers of your
resellers.

i

To customize your desktop by means of a template:

Go to Server> Interfa@ Management Desktop Presetsab and click the
Default Administrator Deskteportcut in the list of desktop presets.

If you wish to create a new preset based on an existing one, click the corresponding
#7 jcon.

Specify the configuration preset name.
Select the Defaultcheck box to apply this preset to the interface.

Specify whether to show the Server Informatiogroup and what items to
show there. Clearing check boxes will remove the respective items
from the desktop.

Specify what tasks you would like to accomplish through the control
panel. The appropriate shortcuts will be placed to the desktop. The
Selected taskfist shows the tasks for which shortcuts are already
placed on the desktop. The Available taskfist shows the tasks for which
you do not yet have shortcuts on your desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskhst and click <<Remove

To show your custom buttons on the desktop, select the Custom buttons
check box located above the list of Available tasks

To show on the desktop a shortcut to functions for creating new
custom hyperlink buttons, select the Show the following butte in the footer:
Create a new custom buttoneck box below the Available taskést.

Specify whether to show the Statisticsand Favoritesgroups and what
items to show there. Clearing check boxes will remove the respective
items from the desktop. The Fawritesgroup shows the links to items or
control panel screens that you added to desktop by navigating to the
respective control panel screens and clicking s’ Add To Favoritesr &)
Create Shortcut

Click OK

To customize desktop for your resellers ancousts who have several domains
(client accounts):

Go to Server> Interface ManagementDesktop Presetsab and click the
Default Client Deskt@hortcut in the list of desktop presets.
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If you wish to create a new preset based on an existing one, click the corresponding
“#Ticon.

Specify the configuration preset name.
Select the Defaultcheck box to apply this preset to the interface.

Specify what tasks you would like your users to accomplish through
the control panel. The appropriate shortcuts will be placed to the
desktop. The Selected taskfist shows the tasks for which shortcuts are
already placed on the desktop. The Available taskéist shows the tasks
for which there are no shortcuts on the desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskBst and click << Remove

To show custom buttons on the desktop, select the Custom buttons
check box located above the list of Available tasks

To show on the desktop a shortcut to functions for creating new
custom hyperlink buttons, select the Show the following buttons in the footer:
Create a new custom buttoneck box below the Available taskést.

Specify whether to show the Statistics and Favoritggsoup and what items
to show there. Clearing check boxes will remove the respective items
from the desktop.

The Favoritegyroup shows the links to items or control panel screens that your
users add to their desktops by navigating to the respective control panel screens
and clicking the clicking -+ Add To Favoritesr &) Create Shortcut

Click OK

To customize desktop for your resellers' customers (domain owner accounts):

Go to Server> Interface ManagementDesktop Presetab and click the
Default Domain Owner Desldbprtcut in the list of desktop presets.

If you wish to create a new preset based on an existing one, click the corresponding
<3 icon.

Specify the configuration preset name.
Select the Defaultcheck box to apply this preset to the interface.

Specify what tasks you would like users to accomplish through the
control panel. The appropriate shortcuts will be placed to the desktop.
The Selected taskist shows the tasks for which shortcuts are already
placed on the desktop. The Available taskfist shows the tasks for which
there are no shortcuts on the desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskbst and click << Remove
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To show custom buttons on the desktop, select the Custom buttons
check box located above the list of Available tasks

To show on the desktop a shortcut to functions for creating new
custom hyperlink buttons, select the Show the following buttons in the footer:
Create a new custom buttohneck box below the Available taskést.

Specify whether to show the Statistics and Favoritggsoup and what items
to show there. Clearing check boxes will remove the respective items
from the desktop.

The Favoriteggroup shows the links to items or control panel screens that users add
to their desktops by navigating to the respective control panel screens and clicking
L7 Add To Favass or & Create Shortcut

Click OK

To download a configuration preset in XML format:
Go to Server> Interface ManagementDesktop Presetsab.

Select the check boxes corresponding to the presets that you wish to
download and click k1 Export selected tdlé.

When prompted, specify file name and location where to save file and
click OK

To upload a configuration preset in XML format:
Go to Server> Interface ManagementDesktop Presetsab and click Upload
Specify the path to preset file or click Browseto locate it.

Select the Overwrite presets with the same name andctypek box if you
wish to avoid errors on overwriting presets already registered in the
control panel, then click OK

To apply the preset, click its title, select the Defaultcheck box and click
OK

To remove a preset:
Go to Server> Interface ManagementDesktop Presetsab.

Select the check box corresponding to the preset that you wish to
remove and click % Remove Selecte€onfirm removal and click OK
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Adjusting Session Preferesce

You can adjust the allowed idle time for any session in Plesk as required.

To adjust session security parameters:
Go to Sessions> Preferences

2 Specify the required Session idle timen minutes in the appropriate field.
Should a user session remain idle for the time period exceeding the
one specified as the Session idle timehe Control Panel terminates this
session.

3 Click OK

To allow IP changes during one client session:
Go to Sessions> Preferences

2 Select the Allow IP changes during one sessitv@ck box. This option will
allow customers with dynamic IPs and unstable internet connection to
work with Plesk at the cost of increasing the security risks.

3 Click OK

To reset all parameters back to their default values:

Go to Sessions> Preferencesind click Default The default session idle
time will be set to 30 minutes.

2 Click OK
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CHAPTER 5

Configuring and Maintaining Your Sel

After you have installed Plesk software on your server and configured the control
panel, you need to configure your system and set up all services required for its
operation. In order to configure your Plesk managed server via the control panel follow
the instructions provided in this chapter.

In this chapter:
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Configuring Malil SEIVICES.......couuiiiii i e e e e e aaenes 58
Configuring Plesk for Database HOSHING ..........uuuuruuiimiiiiiiiiiiiiiiiiiiiiiiiiiieienineneennes 63
Configuring the Connection to External Database Management Systems......... 67
Enabling Support for Miva E-commerce Applications .............cccoevvviieieiieeeeceennns 69
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Configuring 1S Application POO .............uuuiiiiiiiiiiiiiiiiiiiiiiiiiee e 71
Configuring Shared SSL and Master SSL Domain .........ccccoooeeiiiiiiiiiiinieeeeceeenn, 73
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Configuring E-mail Notification SYSIEM............uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieieeenees 74
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Adjusting System Date and TIME .......uuieiiiiiiiiiccee e 79
Starting, Stopping and Restarting Plesk ServiCes.........cccoovviiiiiiiiiiiiiiiiiieeeeeiieees 81
SCNEAUNNG TASKS ...ttt eeenennes 83

Delegating Administrative Privileges to Technical Support Engineers................ 84
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Adding and Removing IP Addresses

After installation, Plesk reads all your IP addresses from the network configuration files
and can then use these IP addresses for hosting DNS domains and Web sites.

When you obtain a new IP address that you would like to use on the server, you should
add the address through the control panel, as Plesk might not recognize manual
modifications you make to the network configuration files.

With Plesk you can mark all your IP addresses as shared or dedicated before you
assign them to your customers. This allows the control panel to distinguish between
them and not to let you assign a dedicated IP address to several customers at once. A
dedicated IP address can be assigned to a single customer, while a shared IP address
can be shared among several user accounts.

Note that SSL protection with authentic digital certificates and Anonymous FTP
services are available only to dedicated hosting accounts on a dedicated IP address.
Shared hosting accounts can also have SSL protection, but visitors to such protected
sites will get error messages in their browsers.

Note: in this version of Plesk control panel, dedicated IP addresses are referred to as
Exclusive IP addresses.

U To view the IP addresses youdat your disposal:
1 Go to Server> IP Addresses
Your IP addresses are listed and the following supplementary information is given:

A Anicon in the S (Status) column shows D if your IP address is properly
configured on the network interface. If your IP address was removed from the

network interface, an icon will show @.

A Anicon in the T (Type) column shows 7 if an address was allocated to a single

customer as a dedicated IP address, and * if an address is shared among
many customers.

A The IP addressSubnetMaskand Interfacecolumns show which IP addresses are
on which network interfaces.

A The Clientscolumn shows the number of user accounts who you assigned a
given IP address. To view the users by names, click the respective number in
the Clientscolumn.

A The Hostingcolumn shows a number of web sites hosted on an IP address. To
view the domain hames of these web sites, click the respective number in the
Hostingcolumn.

2 To update the list of IP addresses and their status, click Reread IP

U To add a new IP @mkss to the server:
1 Go to Server> IP Addressesnd click Add New IP Address
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Select the network interface for the new IP from the Interfacedrop-
down box. All network cards installed on your server are shown in this
drop-down box.

Enter the IP address and subnet mask in the corresponding box (e.qg.,
123.123.123.123/16).

Select the type of the new IP address, shared or exclusive, using the
IP typeradio button.

From the drop-down box, select the SSL certificate for the new IP
address. You can select the following certificates:

A Default certificatethe certificate that comes with the Plesk distribution package.
However, this certificate is not recognized by web browsers as it is not signed by
a Certificate Authority (a warning message appears). The default certificate is
used to provide access to the control panel via the https protocol (https://<Plesk
Server name or |P>:8443)/).

A Other certificatesthe certificates (self-signed or signed by a Certificate Authority)
that you added to the repository of SSL certificates (about adding certificates,
see the Securing Sites with SSL encryption section).

Select the FTP over SStheck box if you want to enable the ability to
use secure FTP connection (FTP over SSL) for the domain on an
exclusive IP address.

Note. To enable secure FTP connection, the FTP server installed on your Plesk
server must support FTP over SSL.Currently, only Gene6 and Serv-U FTP servers
support FTP over SSL.

Click OK

To remove an IP address from the server:
Go to Server> IP Addresses

Select the respective check box and click & Remove Selectedonfirm
removal and click OK

To assign an IP address to a user:

Go to Server> IP Addresseand click the respective number in the Clients
column, then click Add NewClient

Select the user account you need and click OK

To revoke an IP address from a user:

Go to Server> IP Addresseand click the respective number in the Clients
column.

Select the respective check box and click % Remove Selected
Confirm removal and click OK
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To specify what web site will open when users refer to the web resource on your
server by an IP address:

Go to Server> IP Addresseand click the respective number in the
Hostingcolumn. All sites hosted on this IP will be listed.

Select the site you need and click “f Set as Default

To change an IP address allocation type (shared, exclusive) or assign another SSL
certificate to an IP address:

Go to Server> IP Addressesand click the IP address you need.

Select the IP address allocation type and SSL certificate you need,
and click OK

To switch on the ability to use secure FTP connection (FTP over SSL) for the domain
on an exclusive IP address:

Go to Server> IP Addresseand click the required exclusive IP address
you need.

Select the AllowFTP over SStheck box and click OK
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Configuring Software Components Used by
Plesk

Plesk supports a variety of third-party software components, from antiviruses to web
mail servers. It is possible to choose what components should be used by Plesk.

U To sedhe list of available components and to select the software components that
should be used by Plesk:

1 Go to Server> Components Management

All available components are displayed in the list. The current state of a component
is marked by an icon:

A @ means that Plesk is using this component, and the component is working.

A L) means that Plesk is not using this component (usually because a license key
has expired or missing), but the component is working.

A @ means that Plesk is not using this component, because the component is
stopped.

A ) means that Plesk is not using this component, but the component is installed
in the system and available.

2 Click the component name (for example, Mail Servgrand select the
required component from the list of available components supported
by Plesk.

3 Click OK Plesk will start the selected component.

Some components (for example, Merak Mail Server) can be configured by clicking
their name in the Component versiamble. Individual component settings depend on
the component. After finishing the configuration of a component, click OK

To refresh the list of available components, click Refresh

Configuring DNS Services

Your control panel works in cooperation with a DNS server, which enables you to run
DNS service on the same machine where you host Web sites.

Setup of DNS zones for newly added domains is automated: When you add a new
domain name to control panel, a zone file is automatically generated for it in
accordance with the server-wide DNS zone template and registered in the name
server's database, and name server is instructed to act as a primary (master) DNS
server for the zone.

You can:

A Add resource records to and remove from the template,
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A Override the automatic zone configuration with custom settings on a per-domain
basis,

A Select another DNS server (for example, switch to Microsoft DNS server from BIND
DNS server),

A Switch off the domain name service on this machine altogether, if your provider or
another organization is running centralized DNS service (for example, if your Plesk
is using Plesk Expand DNS server).

To view the default records in the sewide DNS template:

Go to Server> DNS SettingsAll resource record templates will be
displayed.

The <ip> and <domain> templates are automatically replaced in the generated
zone with real IP addresses and domain names.

To add a new resource record to the seviclx DNS template:

Go to Server> DNS Settings

Click Add New DNS Recardthe Toolsgroup.

Select the resource record type and specify the record properties as
desired.

Note that you can use <ip> and <domain> templates that will be replaced in the
generated zone with real IP addresses and domain names. You can use a wildcard

symbol (*) to specify any part of the domain hame, and you can specify the exact
values you need.

4 Click OK

w N =

U To remove a resource record from the sevicer DNS template:
Go to Server> DNS Settings

2 Select a check box corresponding to the record template you wish to
remove, and click % Remove Selected

3 Confirm removal and click OK

U To restore therminal configuration of serveide DNS template:

1 Go to Server> DNS Settings

2 Click Restore Default® the Toolsgroup

3 Confirm the restoration of the DNS template zone and click OK

Pl esk updates automatically the zmihaddressa me, ho

and serial number, and writes the default values for the rest of Start of Authority record
parameters to the zone files it maintains. If you are not satisfied with the default values,
you can change them through the control panel.



Configuring and Maintaining Your Server 51

To changé¢he Start of Authority (SOA) record settings in the seideDNS
template:

Go to Server> DNS Settings
Click SOA Records Template
Specify the desired values:

A Refresh IntervaThis is how often the secondary name servers check with the
primary name server to see if any changes have been made to the domain's
zone file. Plesk sets the default value of three hours.

A Retry IntervalThis is the time a secondary server waits before retrying a failed
zone transfer. This time is typically less than the refresh interval. Plesk sets the
default value of one hour.

A Expire IntervalThis is the time before a secondary server stops responding to
gueries, after a lapsed refresh interval where the zone was not refreshed or
updated. Plesk sets the default value of one week.

A Minimum TT.LThis is the time a secondary server should cache a negative
response. Plesk sets the default value of one day.

A Default TTLThis is the amount of time that other DNS servers should store the
record in a cache. Plesk sets the default value of one day.

Click OK The new SOA record parameters will be set for the newly
created domains.

By default, transfer of DNS zones is allowed only for name servers designated by NS
records contained within each zone. If your domain name registrar requires that you
allow transfer for all zones you serve:

1
2

Go to Server> DNS Settings

Select Transfer Restrictions Templasd. A screen will show all hosts to
which DNS zone transfers for all zones are allowed.

To add a network to ACL, specify the IP address and mask in the IP address/mask
field and click Add Network

To delete a network from ACL, select the checkbox corresponding to the required
network in the list, click ¢ Remove Selectedonfirm the removal and click OK

You can adjust the server-wide DNS recursion settings in Plesk.

Click the Servershortcut in the navigation pane.

Click DNS Settings the Servicesgroup.

Select DNS Recursiotab.

A To allow recursion for all requests, select Allow for all requests

A To allow recurson only for local requests, select Allow for local requests onkyor
example, the Allow for local requests ordyption can be helpful if you wish to avoid
the usage of DNS server resources by spammers, this option is set by default in
Plesk.
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A Select Denyto switch off the recursion.
4 Click OK

If you are using third-party DNS servers (for example, if your control panel is using
Plesk Expand DNS server), and are not running your own DNS server, you should
switch off your control panel's DNS server.

To switch off your control panelS®server:
Go to Server> DNS Settings

Click DNS server
Select the DNS server is switched offtion and click OK

w N =

Configuring Plesk to Operate Behind a
Firewall

This chapters describes how to configure Plesk for operating behind a standalone
firewall you might use, or a firewall running on the Plesk server and manageable
through the Plesk control panel.
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Configuring Plesk for Operating Behind a Standalone Firewall

If you want to run Plesk behind a standalone firewall, you might encounter certain

problems with resolution of domain names served by Plesk: when you set up a new

DNS domain in Plesk, its zone file includes a resource record that associates the

domain name with the IP address your Plesk server is on, i.e. an internal network

address like 192.168.1.1. As the 192.168.x.x IP addresses are reserved by the Internet

Assigned Numbers Authority (IANA) for use by private networks, this domain name will

not be accessible to the Internet users. To work around this, you would have to

associate thisdomainname wi th the | P address of the fire
zone file (Domains> domain name DNS.

We recommend using the DNS zone template (Server> DNS to automate association of
the newly added domain names with appropriate IP addresses.

L e t Onsidercsetting up a Plesk server running on 192.168.1.1 in a private network
protected by a firewall, which is running on 11.22.33.44:
1 Go to Server> DNS Settings

2 Locate all resource records of A type. As you cannot edit any of these
records, you should delete them and then create the new records: be
sure to leave the values in the Namecolumn unchanged for each A
record, but replace the <ip> templates in the Valuecolumn with the IP
address of your firewall host i 11.22.33.44.

3 Configure your firewall so as to ensure the proper address translation.

Setting Up Plesk's Firewall

Plesk control panel comes with a firewall, which you can use to protect your server
from incoming network connections that could be used to compromise the server. The
firewall comes with a set of predefined rules that allow connections to the services
required for the proper functioning of a hosting server, such as Web, mail, and FTP. By
default, the firewall is switched off.

Read this chapter to learn how to:

Switch on the firewall

View the currently allowed inbound connections
Allow and block inbound connections

Allow and block ICMP communications

Restore the default configuration of the firewall
Switch off the firewall

> >y > > B>y D
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Switching the Firewall On

To switch on the firewall:
Go to Sener > |IP Addresses Firewall
Under Tools click Enable

To switch on the firewall for a specific network interface, if you have a
number of network interfaces, in the list of interfaces, click the
interface name you need.

The list of applied filtering policies (rules) opens. The S (status) column shows the
@ icon if the firewall blocks the packets that match the rule, and the &2 icon if the
firewall allows the packets that match the rule to pass through.

4 Under Tools click Enable

w N =R

Viewing the Currentlyldved Inbound Connections
By default, all inbound connections that are not explicitly allowed are blocked.

To view the currently applied firewall rules for inbound connections:
Go to Server> IP Addresses Firewall
2 Click the network interface you need.

All currently defined rules are listed. The S (status) column shows the @ icon if the

firewall blocks the packets that match the rule, and the 2 icon if the firewall allows
the packets that match the rule to pass through.

3 Do any of the following:

A Toviewor change the properties of a rule, cli
save any changes you have made to the rule, click OK To return to the previous
screen without saving any changes, click Cancelor click Up Level

A To allow connections to a service, click Add Firewall Rulspecify the rule name
for future reference, specify the port and the protocol for which incoming
connections must be allowed. Leave the Enable ruleheck box selected, if you
wish to apply the rule immediately. Click OK

A To allow connections to a service that you previously made inaccessible, click
the respective @ icon in the Scolumn.

A To temporarily block connections to a service, click the respective &2 icon in the
Scolumn.

A To permanently block connections to a service, select the check box
corresponding to the rule that allows connections to the respective service, and
click Remove SelecteBRemoving a rule blocks the connections that were
specified in that rule.
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Allowing and Blocking Inbound Connections
By default, all inbound connections that are not explicitly allowed are blocked.

To allow inbound connections to a service:

Go to Server> IP Addresses Firewall

Click the network interface you need.

Click Add Firewall Rulend specify the following properties:

w N -

A The rule name for future reference
A The port and the protocol for which inbound connections must be allowed

4 Leave the Switch on ruleheck box selected, if you wish to apply the
rule immediately.

5 Click OK

To block the previously allowed inbound connections to aeservic
Go to Server> IP Addresses Firewall
Click the network interface you need.

Select the check box corresponding to the rule that allows
connections to the respective service, and click Remove Selected

w N R

Removing a rule blocks the connections that were specified in that rule.
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Allowing and Blocking ICMP Communications

ICMP communications are used for network troubleshooting purposes. By default, all
ICMP communications are allowed. For the detailed description of ICMP messages,
please refer to:

http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp

If you need to block or to allow ICMP communications, follow these steps:
Go to Server> IP Addresses Firewall> ICMP Protocol

The predefined rules for ICMP communications are listed. The S (status) column

shows the @ icon if the firewall blocks the packets that match the rule, and the v
icon if the firewall allows the packets that match the rule to pass through.

2 Do any of the following:

A To allow ICMP requests of a specific type, click the respective @ iconinthe s
column.

A To block ICMP requests of a specific type, click the respective 2 iconinthe S
column.

A To block all ICMP requests, click Panic Mode
A To restore the default settings for ICMP requests, click Default

Restoring the Default Configuration of the Firewall

To restore the initiabnfiguration:

Go to Server> IP Addresses Firewall
Click the network interface you need.
Under Tools click Default

w N -

Closing Down All Connections to the Server Using the Panic Mode

If your server is compromised and web sites defaced, you may want to make the server
unavailable over the Internet and keep it down until all vulnerabilities are patched and
customers' web sites are restored from backups.

U To close all connections to the server:
1 Go to Server> IP Addresses Firewall
2 Click Panic Mode


http://msdn.microsoft.com/library/default.asp?url=/library/en-us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp
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Switching the Firewall Off

U To switch off the firewall:
1 Go to Server> IP Addresses Firewall.
2 Under Tools click Disable
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Configuring Mail Services

Your control panel works in cooperation with your mail server, which provides mail
services for your domains. After installation the mail server is configured automatically
and is ready to serve, however, we recommend that you review the default settings to
make sure that they satisfy your needs:

1

2

Go to Server> Mail The server-wide mail preferences screen will open
on the Preferencesab.

If you wish to limit the size of an e-mail message that can be sent
through your server, type the desired value in kilobytes into the
Maximum letter sizgox, otherwise, leave this field blank.

If you wish to protect your users from dictionary attacks by not
allowing them to use simple passwords, select the Check the passwords
for mailboxes in the dictionaoption.

A dictionary attack is when someone tries to find out a valid user name and
password by running a program that tries different combinations of dictionary words
in different languages. Dictionary attacks can be successful because many users
choose their passwords carelessly.

Note. In order for this option to work you need to make sure that the Password must
meet comiexity requirementsption is switched on in your server's Local Security
Policy settings (the option is located in Start> Administrative Tools Local Security
Policy> Account Polices Password poligy

Select the mail relay mode.

With closed relay the mail server will accept only e-mail addressed to the users who
have mailboxes on this server. Your customers will not be able to send any mail
through your outgoing SMTP server, therefore, we do not recommend closing mail
relay.

With relay after authorization, only your customers will be able to receive and send
e-mail through your mail server. We recommend that you leave the authorization is
requiredoption selected, and specify allowed authentication methods:

A POP3 authorizatiowith POP3 authorization, once a user has successfully
authenticated to the POP server, he or she is permitted to receive and send e-
mail through the mail server for the next 20 minutes (default value). You can
adjust this interval by specifying another value in the lock timebox.

A SMTP authorizatiowith SMTP authorization, your mail server requires
authorization if the e-mail message must be sent to an external address.

If you do not wish to use relay restrictions for networks that you trust, specify the
network IP and mask in the Use no relay restrictions for the following netwdieds!:

(e.g., 123.123.123.123/16) and click the & icon. To remove a network from the list,
click the @ icon corresponding to the network you wish to remove.

The relay hosts on the networks in the list are considered not to be potentially
operated by spammers, open relays, or open proxies. A trusted host could
conceivably relay spam, but will not originate it, and will not forge header data. DNS
blacklist checks will never query for hosts on these networks.
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5 Select the Enable support for Trend Micro RBL+ Seoheekbox to enable
the mail abuse prevention system to help you defend your customers
from abuse by spammers, and enter the DNS zone name (e.g.
domain.com) in the MAPS zoneEeld. You can specify several MAPS
zones separated by semicolons.

6 Click OKto submit any changes.

Setting Up Anpam Protection

To protect your users from spam, you can use the following tools with your control
panel:

A SpamAssassin spam filtdtris a powerful spam filter that uses a wide variety of local
and network tests to identify spam signatures.

You can configure the spam filter so as to either delete suspicious messages when
they come to your mail server, or change the subject line and add "X-Spam-Flag:
YES" and "X-Spam-Status: Yes" headers to the messages. The latter can be useful
for users who prefer to filter mail with mail filtering programs installed on their own
computers.

To learn more about SpamAssassin, visit http://spamassassin.apache.org.

To configure and switch on the SpamAssassin filter, proceed to the Setting Up
SpamAssassin Spam Filter (on page 60) section.

A DNS blackhole list¥his spam prevention system is based on DNS queries made by
your mail server to a database, which contains known and documented sources of
spam, as well as an extensive listing of dynamic IP addresses. Any positive
response from this database should result in your mail server returning a '550' error,
or rejection of the requested connection.

To configure your mail server for working with DNSBL databases, proceed to the
Switching On Spam Protection Based on DNS Blackhole Lists (on page 61) section.

A Serveswide black and white lis8lack and white lists are standard mail server
facilities. You can use the black list to specify the domains from which mail must not
be accepted, and white list to specify the IP addresses of machines or networks
from which mail must always be accepted.

To set up server-wide black and white lists, proceed to the Setting Up Server-wide
Black and White Lists (on page 61) section.


http://spamassassin.apache.org/
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Setting Up SpamAssassin Spam Filter

0 To switch on SpamAssassin spam filter:

1 Click Servershortcut in the navigation pane.
2 Click Mailin the Servicesgroup.

3 Select Spam Filteringab.

4

To allow server wide filtering based on the settings you define, select
the Use servewide settingcheck box.

5 To let your users set their own spam filtering preferences on a per-
mailbox basis, select the Allow personal settingsheck box.

Now all the incoming mail will be filtered on the server side. By default, spam filter
does not delete spam mail, it only adds the "X-Spam-Flag: YES" and "X-Spam-
Status: Yes" headers to the message, and "*****SpPAM*****" text string to the
beginning of Subject line of each message recognized as spam.

If you have enabled the Allow personal settingsption, then your users will be able to
set their spam filters so as to automatically delete junk mail. They will also be able
to set up their personal black and white lists of correspondents that will override the
server settings, and teach the spam filter on a per-mailbox basis.

6 Adjust the spam filter sensitivity by specifying the desired value in the
Hits required fospambox.

SpamAssassin performs a number of different tests on contents and subject line of

each message. As a result, each message scores a number of points. The higher

the number, the more likely a message is spam. For example, a message

containing thet e x t string ABUY VI AGRA AT LOW PRI CE!
message body scores 8.3 points. By default, the filter sensitivity is set so that all

messages that score 7 or more points are classified as spam.

A When your users receive lots of spam messages with the current setting, to
make filter more sensitive, try setting a lesser value in the Hits required for spam
box; for example, 6.

A When your users are missing e-mails because your spam filter thinks they are
junk, try reducing filter sensitivity by setting a higher value in the Hits required for
spambox.

A Testing large messages can slow down the mail server. To reduce the load, you
can select the Do not filter if mail size exceeds specifieddieekbox and specify
the maximum size of the message that the spam filter will test. Recommended
mail size limit is 150 - 250 Kbytes, which is usual for mail messages in HTML
format with images. The size of the mail is considered critical for filter and server
overload when it exceeds 500 Kbytes, which is usual for mail messages
containing attachments.

A To avoid spam filter leaving some mail messages unchecked (this can happen if
the amount of incoming mail is very large), limit the number of letters that can be
checked simultaneously in the Number of threads thsppam filter can createld.

7 Specify how to mark messages recognized as spam.
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At the server level, you cannot set the server-wide spam filter to automatically
delete spam: you can do it only on a per-mailbox basis. So, for the server-wide

policy,youcanc hoose only marking -8pam-Elaggs ¥YESG& pamd

i XSpam-St at us: YesO0O headers are added to
you want, the spam filter will additionally include a specific text string to the
beginning of Subject line. To include a desired combination of symbols to the
message subject, type it into the by tagbox. If you do not want the spam filter to
modify message subject, clear the Modify spam mail subjestteck box. If required,
specify the spam detection alert text in the appropriate field.

Define the language characteristics of mail that should always pass
the filter by specifying trusted languages and locales.

A Select the required items from the boxes under Trusted languagesnd Trusted
localesand click Add >>

A Letters written in the specified languages and with the defined character sets
will not be marked as spam.

Once finished with setting up SpamAssassin spam filter, click Up Level
to return to the previous screen.

If you wish to adjust spam filtering settings for a specific mailbox, proceed to the
Protecting Mailboxes from Spam (on page 203) section.

Switching On Spam Protection Based on DNS Blackhole Lists

You can use free and paid subscription blackhole lists with your server. Visit
http://spamlinks.net/filter-dnsbl-lists.htm http://spamlinks.net/filter-dnsbl-lists.htm and

choose a DNSBL server you want to use.
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To switch orspam protection based on DNSBL:

Click the Servershortcut in the navigation pane.

Click the Mailicon in the Servicesgroup.

Select the Switch on spam protection based on DNS blackholeHistk box.

In the DNS zones for DNSBL seniigeut box, specify the host name that
your mail server should query, for example: sbl.spamhaus.org.

Click OK

Now, e-mail messages from known spammers should be rejected with an error code
550 (connection refused).

Setting Up Servavide Black and White Lists

w N =

To block maikbm specific domains:

Click the Servershortcut in the navigation pane.
Click Mailin the Servicesgroup.

Click the Black Listtab.

t

he

me


http://spamlinks.net/filter-dnsbl-lists.htm
http://spamlinks.net/filter-dnsbl-lists.htm
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To add an entry to the black list, click Add Domainand specify domain
name in the Domain namé&eld.

Click OK
Repeat steps 4 and 5 to add as many domains as required.

To allow mail reception from specific domains or networks:
Click the Servershortcut in the navigation pane.

Click Mailin the Servicesgroup.

Click the White Listab.

To add an entry to the white list, click Add Networkspecify network IP
and mask into the IP address/madkeld.

Click OK
Repeat steps 4 and 5 to add as many networks as required.

To remove entries from black or white list:

Click the Servershortcut in the navigation pane.
Click Mailin the Servicesgroup.

Click the required tab (Black Listor White List

Select the checkboxes corresponding to the entries you wish to
remove and click & Remove Selected

Confirm the removal and click OK
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Setting Up Antfirus Protection

To protect your users from viruses and other malicious software that spreads itself
through e-mail, you may want to switch on antivirus service that comes with your
control panel.

w N =R
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To set up and switch on antivirus for all users' mailboxes:
Go to Server> Mail> Antivirus
Select the desired scanning mode.

To allow users to adjust scanning settings for incoming and outgoing
mail, select the respective check boxes.

Click OK.

The antivirus is now switched on. It will scan mail and delete all infected messages.

Configuring Pleslof Database Hosting

You can host users' databases either on a single server or on a number of different
servers. Having the user databases on a remote server can be useful in multi-server

installations, where centralized database hosting can be preferable for administration,

backup, and resource utilization. However, if you have a single Plesk server, you are
advised to keep all databases on it.

i
1

2

To use remote database servers with your hosting machine, you need to:
Set up a remote database server:
1. Install MySQL or Microsoft SQL software.

2. Set up database administrator's account.
3. Enable network access to the database server.

Configure Plesk for working with your remote database server.
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Setting Up Remote Database Hosting

After you have set up the required remote database server, you need to register this
database server in Plesk.

To register a database server with Plesk:

Log in to Plesk.

Click the Servershortcut in the navigation pane.

Click the Database Serverson in the Servicesgroup.

Click the Add Databse Servericon in the Toolsgroup.
Specify the properties of the database server:

A Specify database server engine in the Database server typeenu.
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A Specify hostname or IP address of the database server.

A Specify the port number the database server is listening on. This option is
available only for MySQL. By default, MySQL servers listen on port 3306. You
can leave the Port numbebox blank, if your MySQL database server is listening
on the default port.

Note: Do not enter the value for MySQL server port equal to 8306, because it is
used by Plesk for communication with its internal database.

A Specify which database type is running on the database server.

A To make this database server defaul't
the Use this server as defaidt MySQIcheck box. If you have a MS SQL database
server, select the check box Use this server as default for MS &Qeled.

A Specify the database server administrator's login name and password.
6 Click OK

U To set up database hosting preferences thatftedt all databases created through
Plesk:

1 Go to Server> Database Servers Preferences

2 To simplify maintenance of customers' databases, select the Force
Database Prefisheck box. All names of newly created databases will
look like client's login name_database name. This will allow you to
locate databases related to a particular Plesk user. Note that even if
you do not select this check box, on creation of a new database,
Plesk will add client's login name to the database name input box, and
you will be able to edit it or remove it.

3 Specify whether creation of databases is allowed on your Plesk
server. Some applications do not support remote databases and can
work only with databases hosted on the same server. We recommend
leaving the default option Allow local hosting of databases for these site
applicationsselected, otherwise, you will not be able to use such
applications.
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4 Click OK
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Managing Database Servers
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To manage a database server:
Go to Server> Database Servers

Click the & icon corresponding to the database server you need. A
web interface of a database management tool will open in a separate
browser window.

To change the database server administrator's password:
Go to Server> Database Servers

Click the host name of a database server.

Click Change Password

Type the new password and click OK

To unregister a database server from Plesk:

Click the Servershortcut in the navigation pane.

Click the Database Serverson in the Servicesgroup.

Select the check box to the right of the databaseser ver 6 s host na
Click % Remove Selected

Confirm the operation and click OK

To unregister a database server that has databases or is assigned as default for
hosting customers' databases from Plesk:

Delete databases from the database server:
1. Click the Servershortcut in the navigation pane.
2. Click the Database Serverson in the Servicesgroup.

3. Click the host name of a database server that you wish to
unregister from Plesk.

4. Select the checkbox in the upper-right corner of the list to
select all databases.

5. Click % Remove Selected
6. Confirm removal and click OK
Make another database server default:

1. Click the Database serveshortcut in the path bar at the top of
the screen.
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2. Click the host name of a database server that you wish to
make default. This should be the same database server type
(MySQL or MS SQL) as the one you are going to delete.

3. Click Preferences and Select the Use this server as default for
MySQlcheck box. If you have a MS SQL database server,
select the Use this server as default for PosgQLcheck box.

4. Click OK

3 Return to the list of database servers (Server> Database Servers

4 Select a check box corresponding to the database server that you no
longer need.

5 Click 2 Remove Selected
6 Confirm the operation and click OK

Important: Youcannot remove site applications6é databas
you should uninstall the respective site applications from the domains that use them.

For instructions on managing databases, refer to the Deploying Databases (on page
142) section of this guide.

Configuring the Connection to External
Database Management Systems

If you want your users to access the data from an external database management
system, you should use Open Database Connectivity (ODBC) drivers. For example,
you can install a Microsoft Access ODBC driver, creating a connection to external
Microsoft Access database, and let web applications use this database for storing their
data.

Creating New Connections to External Databases

To let web applications of your clients use external databases for storing the data, you
need to create connections to these external databases by installing appropriate ODBC
drivers.

To install a new ODBC driver, creating a connection to an external database:
Go to Server> ODBC Data Sources
Click Add New ODBC DSN

Specify the ODBC connection name and description in the
corresponding fields.

Select the required driver in the Driverfield.
5 Click OK

w N =
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6 Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user
credentials and other connection options, depending on the selected
driver.

Click Testto check whether the connection will function properly with provided settings.
Click Finishto complete the creation.

Changing Setting3f Existing ODBC Connections

To change settings of an existing ODBC connection:
Go to Server> ODBC Data Sources

Click the required connection name in the list.
Change the settings as needed.

Click Testto check whether the connection will function properly with
new settings. Click Finishto save changes.

A WODN P C

Removing Connections to External Databases

To remove a redundant ODBC connection:
Go to Server> ODBC Data Sources

2 Select the checkbox corresponding to a connection you want to
remove.

3 Click % Remove 8lected confirm the removal and click OK
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Enabling Support for Mivac&Bmmerce
Applications

To allow your customers use Miva e-commerce solutions, you need to install the Miva
Empresa package on your server and enable support for Miva applications for the
respective hosting accounts. Note that your customers will need to obtain a license
from Miva and specify its serial number during the installation of Miva applications.

To install the support for Mivaa@nmerce applications on your server:

Download and install the Miva Empresa package from Miva web site
on your server. The installation instructions can be found here:
http://docs.smallbusiness.miva.com/en-
US/merchant/WebHost/webhelp/web _host resources.htm

2 Run Plesk Reconfigurator and run the Correct disk permissionask.

U To enable support for Miva applications for all newly created hosting accounts using
domain templates:

1 Go to Domains> Domain Timplatesand click the template name you need.
2 Select the Miva supportheck box and click OK

To enable support for Miva applications for existing hosting accounts:

Go to Domains select the check boxes corresponding to the domain
names you need, then click Group Operations

2 Under the Hostinggroup, select the Switched oroption to the left of the
Miva supportield.

3 Click OK

To enable support for Miva applications for an individual hosting account:
Go to Domains> domain name Setup
2 Select the Miva spportcheck box and click OK

After Miva support is enabled for an individual hosting account, the hosting owner can
install and use the required Miva applications. The installation instructions for Miva
applications can be found here: http://docs.smallbusiness.miva.com/en-
US/merchant/WebHost/webhelp/web host resources.htm

To learn more about Miva solutions, refer to http://smallbusiness.miva.com/
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Configuring ASP.NET

ASP.NET is a flexible set of tools and web development technologies that allows you to
employ a number of applications based on ASP.NET framework. Plesk supports both
1.1.x and 2.0.x versions of the .NET framework and allows configuring most of its
settings. Most ASP.NET configuration settings that commonly need to be customized in
order for ASP.NET applications to function in a desirable way can be edited through
Plesk.

U To configure the servaride ASP.NET settings:
1 Go to Server> ASP.NETThe settings for ASP.NET 1.1.x and ASP.NET
2.0.x are located under the corresponding tabs.

2 Set up the strings that determine database connection data for
ASP.NET applications which use databases. This option is available
only for ASP.NET 2.0.x.

When you open the ASP.NET configuration page for the first time, sample
connection parameters with common constructions are displayed. You can then
delete them and specify your own strings.

A To add a string, enter the required data into the Nameand Connection Parameters
input fields and click @ next to them.

A To remove a string, click @ next to it.

3 Set up custom error messages that will be returned by ASP.NET
applications in the Custom Error Settingeeld:

A To set the custom error messages mode, select an appropriate option from the
Custom error mod@aenu:

A On- custom error messages are enabled.

A Off- custom error messages are disabled and detailed errors are to be
shown.

A RemoteOnly custom error messages are displayed only to remote clients,
and ASP.NET errors are shown to the local host.

A To add a new custom error message (which will be applied unless the Offmode
was selected), enter the values in the Status Codand Redirect URfields, and

click &.

A Status Codeéefines the HTTP status code resulting in redirection to the error
page.

A Redirect URHefines the web address of the error page presenting
information about the error to the client.

Due to possible conflicts, you cannot add a new custom error message with an
error code that already exists, but you can redefine the URL for the existing
code.

A To remove a custom error message from the list, click '@ next to it.
4 Configure compilation settings in the Compilation and Debuggifigld:
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A To determine the programming language to be used as default in dynamic
compilation files, choose an entry from Page default languagst.

A To enable compiling retail binaries, leave the Enable debuggingheckbox empty.

A To enable compiling debug binaries, select the Enable debuggingheckbox. In
this case, the source code fragments containing error will be shown in a
diagnostic page message.

Note. When running applications in debug mode, a memory and/or performance
overhead occurs. It is recommended to use debugging when testing an application
and to disable it before deploying the application into production scenario.

5 Configure encoding settings for ASP.NET applications in the
Globalization Settingsection:

A To set an adopted encoding of all incoming requests, enter an encoding value
into the Request encodingield (default is utf-8).

A To set an adopted encoding of all responses, enter an encoding value into the
Response encodirfgeld (default is utf-8).

A To set an encoding which must be used by default for parsing of .aspx , .asmx ,
and .asax files, enter an encoding value into the File encodindield (default is
Windows-1252).

A To set a culture which must be used by default for processing incoming web
requests, select an appropriate item from the Culturelist.

A To set a culture which must be used by default when processing searches for a
locale-dependent resource, select an appropriate item from the Ul Culturdist.

6 Set a code access security trust level for ASP.NET applications in the
Code Access Securitield.

CAS trust level is a security zone to which applications execution is assigned,
defining what server resources the applications will have access to.

Important. When an assembly is assigned a trust level that is too low, it does not
function correctly. For more information on the permissions levels see
http://msdn.microsoft.com/library/en-
us/dnnetsec/html/THCMChQ9.asp?frame=true#c09618429 010.

7 Set client session parameters in the Session Seingsfield:

A To set up the default authentication mode for applications, select an appropriate
item from the Authentication modest. Windowsauthentication mode should be
selected if any form of IIS authentication is used.

A To set up time that a session can idle before it is abandoned, enter appropriate
number minutes into the Session timeodteld.

8 | i @Kko apply all changes.

Note: Plesk supports separate configurations for different versions of the .NET
framework (1.1.x and 2.0.x).

Configuring 1IS Application Pool
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IIS Application Pool contains all web applications on domains hosted on your server.
Dedicated IIS application pool allows your clients to have a level of isolation between
web applications used by their domains. Since each dedicated application pool runs
independently, errors in one application pool belonging to one client will not affect the
applications running in other application pools belonging to other clients.

By default, Plesk offers a shared application pool for all your clients and their
customers. However, clients and domains can use dedicated application pools if
administrator and client policy permit this.

IIS application pool can work in three modes:

A Shared pool is always used for all clients and domains.
A Dedicated pool is always used for every client and domain.

A Shared pool is used for clients and domains by default; clients are allowed to
assign dedicated pools for their customers.

To change the IS application pool working mode:
Go to Server> IIS Application Paol

Select Global Settingsab.

Select the required mode and click OK

w N =

To limit the amount of CPU resourcestti@llS application pool can use:

c:

Go to Server> 1IS Application Paol

2 Select the Switch onCPU monitoringheck box and provide a number (in
percents) in the Maximum CPU use (fi@ld.

3 Click OK

U To stop all applications running in the server appiicptol:
Go to Server> IS Application Paol
2 Click Stop

To start all applications in the application pool:
Go to Server> IIS Application Paol
2 Click Start

To restart all applications running in the application pool:
Go to Server> 1IS Application R

2 Click Recycle This can be handy if some applications are known to
have memory leaks or become unstable after working for a long time.
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Configuring Shared SSL and Master SSL
Domain

Shared SSL is a means of securing the access to a site with SSL (Secure Sockets
Layer) for site owners without having them purchase their own SSL certificate. Web
sites that employ shared SSL are, in fact, using the certificate shared by another
domain. The domain that shares its SSL certificate with others is called Master SSL
Domain. Before your customers can use shared SSL, you need to configure the Master
SSL Domain. It can be done on the server level, so that in theory any domain can use
shared SSL, and on the client level, so that only this client's domains can use shared
SSL.
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To configure the Master SSL Domain and enable shared SSL on your server:
Go to Server> Shared SSL
Select the Enable shared SSiheckbox.

Select the required domain name from the Domain namdrop-down
menu. Only those domains that are hosted on your server and have
SSL enabled, are present in the list.

Click OK

To configure the Master SSL Domain and enable shared SSL for a client:
Go to Clients> client> Shared SSL
Select the Enable shared SSiheckbox.

Select the required domain name from the Domain hamelrop-down
menu. Only those domains that are hosted by this client and have SSL
enabled, are present in the list.

Click OK

To disable shared SSL on your server:
Go to Server> Shared SSL

Clear the Enable shared SSiheckbox.
Click OK

To disdle shared SSL for a client:

Go to Clients> client> Shared SSL
Clear the Enable shared SSiheckbox.
Click OK
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Configuring Statistics

After installation, the control panel's statistical utility is set up to:

A
A

A

4

Count the inbound and outbound traffic

Count the disk space occupied by web content, log files, databases, mailboxes,
web applications, mailing list archives, and backup files

Keep the traffic statistics only for the last three months

To review or adjust these settings:
Go to Server> System Prefenees

In the Retain traffic statistics for ... Monfredd specify the term during
which the bandwidth usage statistics should be kept for your
customers.

In the Include in the disk space usdgeld and Include in the traffic calculation
field select the items that should be considered when disk space and
bandwidth usage is calculated.

Click OK

When you need to view statistics, refer to the Viewing Statistics (on page 239) chapter
for instructions.

Configuring Enail Notification Syem

The control panel notifies you and your customers of disk space and bandwidth
overage by sending e-mail notifications. With the default settings, however, domain and
web site owners are not notified. We recommend that you enable resource overage
notification for domain and web site owners because they need to know what happens
to their domains and web sites.

Apart from resource overage, the control panel can notify the appropriate users when:

A
A
A

[ERN

New user accounts are created
New domains are added

Hosting accounts are expired (expiration date is defined for user accounts and Web
sites separately)

There are new requests for assistance (trouble tickets) from your customers in Help
Desk

The requests are fulfilled and the trouble tickets are closed in Help Desk

New comments are posted to the existing trouble tickets

The closed trouble tickets are reopened because the customer has encountered
the same problem again

To view or modify the notification system settings:
Go to Server> Notifications
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2 By selecting the check boxes in the Notificationgable, specify the types
of control panel users or external e-mail users who should receive
notices on events.

We recommend that you also select all check boxes in the domain administrator
column in order to let your resellers' customers know what happens to their Web
sites.

3 To view or edit the default notice text, click the respective & icon in
the Textcolumn.

In notices you can use tags that will be replaced with actual data (see the table
below).

4 Specify when to send the user account and domain (Web site) hosting
account expiration notices. By default, such notices are sent 10 days
in advance. Click OK

Table. Tags used in notification messages

Event type Tags that can be used in noticq The data that tags denote

Creation of a <client> or user's first and last name
user account <client_contact_name>

<client_login> user name for authorization
in the control panel

<password> user's password for
authorization in the control
panel

<hostname> host name for access to

control panel

Expiration of a | <client_login> user name for authorization
user account in the control panel
<client> or user's first and last name

<client_contact_name>

<expiration_date> user account expiration
date
Addition of a <domain_name> or domain name
new domain <domain>
name to the
server <client_login> user name for authorization

in the control panel

<client> or user's first and last name
<client_contact_name>

<ip> IP address the domain is
hosted on
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Domain (Web |[<domain_name> or domain name
site) hosting <domain>
account
expiration <client_login> user name for authorization
in the control panel
<client_contact_name> or |[user's first and last name
<client>
<expiration_date> account expiration date
Resource <domain> or domain name
overage <domain_name>
<client_login> user name for authorization
in the control panel
<client> or user's first and last name
<client_contact_name>
<disk_usage> information on disk space
usage
<disk_space_limit> information on the disk
space allocated to the
account
<traffic> information on bandwidth
usage
<traffic_limit> information on the
bandwidth amount allotted
to the account
Help Desk <ticket_id> trouble ticket identification
events number automatically
assigned by the system
<reporter> returns user name for
requests submitted by
resellers or multi-domain
customers, a domain name
for requests submitted by
domain owner, and e-mail
address if the request was
submitted by e-mail.
<server> the host name

<ticket_comment>

the contents of the ticket, or
a comment posted
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Configuring Help Desk

Help Desk is a convenient way for your customers to reach you when they need your
assistance. After you set it up and switch on, the Help Desk becomes accessible to all
users who were granted access to control panel, including your resellers, domain
owners, and e-mail users. Additionally, you can allow submission of problem reports by
e-mail.

Your Help Desk shows all reports posted by your resellers and their customers. Your
reseller's Help Desk shows only reports posted by himself or herself and his or her
customers. The domain owner's Help Desk shows only reports posted by himself or
herself and by e-mail users under his or her domain.

i

To configure Help Desk and allow your customers post problets temugh the
control panel:

Go to Help Desk General Settings
Select the Allow customers to submit ticketkeck box.

Select the trouble ticket queue, priority and category that will be
offered to your customers as the default choice.

When users post a new ticket, they can specify the order in which they would prefer
their problems to be resolved (queue), the priority of their requests (priority), and
the category to which the problem is related (category). The queue, priority and
category are abstract entities: they have no effect on the system, but they can help
you decide what problems to resolve in the first place. There are three predefined
queues and priority levels and nine predefined categories including DatabaseDNS$
FTR GenerglHosting Mal, Mailing ListsSite Applicationsand Tomcat Javayou can
remove these items and add your own.

Click Switch Orin the Toolsgroup, then click OK

If you wish to allow users to submit problem reportsiile

Create a POP3 mailbox with an e-mail address like helpdesk@your-
domain.com or anything you like.

Configure the Help Desk to periodically retrieve problem reports from
that mailbox and post them to your Help Desk.

Inform your customers of the Help Desk's e-mail address.

To allow users to submit problem reports to Help Deskay:e
Go to Help Desk Mail Gate Settings
Specify the following settings:


mailto:helpdesk@your-domain.com
mailto:helpdesk@your-domain.com
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>

>

Notification sender's namend Notification sender's return addre@sce a report has
been retrieved by e-mail and posted to the Help Desk, the Help Desk sends a
notice to the report sender. This allows the report sender to subsequently add
comments to the report by replying to the message. Therefore, we recommend
that you specify your Help Desk's e-mail address in the Notification sender's return
addressbox, and type a phrase like "<company name> Help Desk" into the
Notification sender's narbex. Be sure to specify your organization name in place
of <company name> and omit the quotation marks.

POP3Zerver POP3 server the mail should be fetched from.
POP3 loginuser name for authentication to the mail server.

New POP3 passwomhssword that will be used for authentication to the mail
server and retrieving problem reports from the mailbox.

Confirm ®P3 passwordetype password for confirmation.
Query mail once:ispecify how often Help Desk should check for new reports.

Ticket subject must start witpecify the combination of symbols the subject line
of e-mail messages (problem reports) must start with. This can help filter out
spam. All e-mail messages that do not have the specified combination of
symbols in the subject line will be deleted.

Click Switch Onin the Toolsgroup and click OK

To view, add, edit, or remove queues:

Go to Help Desk Queues The queues will be presented in a list.

A

A
A

A

To add a new queue, click Add New Queutype the desired number into the Title
box, leave the Switched oncheck box selected, and click OK

To edit a queue, click its title in the Titlecolumn. Edit it as required, and click OK

To temporarily disallow your users to select a queue when posting new reports,
click its title in the Titlecolumn, clear the Switched ortheck box, and click OK

To delete a queue, select the respective check box and click X RemoveSelected

To view, add, edit, or remove priorities:

Go to Help Desk Priorities The priorities will be presented in a list.

A

A

To add a new priority, click Add New Priorityype the desired combination of
symbols into the Titlebox, leave the Switched ortheck box selected, and click
OK

To edit a priority, click its title in the Titlecolumn. Edit it as required, and click OK

To temporarily disallow your users to select a priority when posting new reports,
click its title in the Titlecolumn, clear the Switched oncheck box, and click OK

To delete a priority, select the respective check box and click X Remove
Selected

To view, add, edit, or remove categories:

Go to Help Desk CategoriesThe categories will be presented in a list.
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A To add a new category, click Add New Categqrtype the desired combination of
symbols into the Titlebox, leave the Switched ortheck box selected, and click
OK

A To edit a category, click its title in the Titlecolumn. Edit it as required, and click
OK

A To temporarily disallow your users to select a category when posting new
reports, click its title in the Titlecolumn, clear the Switched orheck box, and
click OK

A To delete a category, select the respective check box and click X Remove
Selected

To disallow customers to semgports to Help Desk byreail:
Go to Help Desk Mail Gate Settings
Click Switch offin the Toolsgroup.

To disallow use of Help Desk for all your customers and resellers:
Go to Help Desk General Settings
Click Switch offin the Toolsgroup.

Also see the Using Help Desk for Resolving Your Customers' Issues section.

Adjusting System Date and Time

You can manually set the server date and time through the interface and enable server
time synchronization with the Network Time Protocol (NTP) server.

w N -

To aljust the system date and time settings:

Go to Server> System Time

Edit the time and date settings as desired, and click Set
Select your time zone from the list, and click Set

Note. Clear the Automatically adjust clock for daylight saving changeskbox, if you
do not wish Plesk to automatically adjust the server clock.

You will need to reboot your Plesk server for the time zone change to take effect.

To synchronize your server time with that of a server running the
Network Time Protocol, select the Synchronize system tinslheckbox.
Once this checkbox is checked, this function is enabled.

Enter a valid IP address or a domain name and click Set
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Note. Enabling the Synchronize system timfienction will override any time and date you
manually enter in the System Date and Tirfields. It is also important to be sure the
domain name or IP address you enter for synchronization is a valid NTP server. If not,
this function will not work and your server will continue running with its current time

settings.
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Starting, Stopping and Restarting Plesk
Services

You can monitor, start, stop, restart and disable various Plesk services, and also
change their startup type from the control panel.

w N =

To see the status of a service:
Go to Server> Service Management.

Click “® Show Alto show all services from the service groups. To hide
all services, click # Hide All The current state of a service or a group
of services is marked by an icon:

A @ means that the service or all services in a group are running,

A @ means that the service or all services in a group are stopped,

A means that several services in a group are running and some are stopped,
A

~ means that the service is not installed or its management capabilities are not
supported by the license key.

A In the Startup Typéield you can see whether the service is started automatically
or should be started manually.

To start a service:
Go to Server> Service Management.
Click the i icon corresponding to the service you wish to start.

To restart a service:
Go to Server> ServiceManagement.
Click the = icon corresponding to the service you wish to restart.

To stop a service:
Go to Server> Service Management.
Click the &l icon corresponding to the service you wish to stop.

To set service startup type:

Go to Server> Service Managnent.

Select the check box corresponding to the required service in the list.
Select the required startup type:

A Click & Manuato start selected services manually upon Plesk startup.
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A Click & Autoto start selected services automatically upon Plesk startup.

To disable a service:

Go to Server> Service Management.

Select the check box corresponding to the required service in the list.
Click “= Disable

To make changes to a group of services:
Go to Server> Service Management.

Select the check boxes corresponding to the required services in the
list.

Click the button corresponding to the action you want to perform on
the selected services:

1. Click kd startto start selected services.
Click & Stopto stop selected services.
Click =4 Restarto restart selected services.

Click Disableo disable selected services.

ok~ DN

Click & Manuato start selected services manually upon Plesk
startup.

6. Click & Autoto start selected services automatically upon
Plesk startup.
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Scheduling Tasks

If you need to run scripts on your server at specific time, use the task scheduler facility
on your server to make the system automatically run the scripts for you.

During installation of Plesk the following tasks are automatically created:

A Update Dr.Web Antivirus database i updates Dr.Web virus database

A Statistics calculation - generates statistics on the limits imposed on domains, such
as traffic, disk usage, etc. If the utility detects that a limit is exceeded for a domain,
this domain will be disabled

As all these tasks are related to domain statistics, databases and reports, it is strongly
recommended that you neither change nor remove these tasks.

Note. You can also schedule tasks on a per-domain basis. To do so, follow the same
procedures listed below, but instead of going to Server> Schedler Tasksgo to Domains
> domain name Scheduler Tasks

To schedule a task:
Go to Server> Scheduler Tasks
Click Add New Task

Leave the Switched orcheckbox selected if you want your scheduled
task to be active immediately after the creation.

Input a name for your task in the Descriptiorfield.

5 In Scheduler notificatiorspecify whether the scheduler should notify you
when it runs this task. The following options are available:

A Switched off do not nofity you.
A Send to the defaulireail- send the notification to your default e-mail address.
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I

A Send to the-mail | specify send the nofitication to the e-mail specified in the
corresponding field. After selecting this option, you need to input the required e-
mail in the field on the right.

Click Setto save scheduler notifications settings.

6 Specify which command to run. Type it into the Path to executable file
input box. If you need to run the command with certain options, type
them in the Argumentdield.

7 Select the appropriate priority in the Task priorit field. Task priority can
be set to Low, Normalor High

8 Specify when to run your command by selecting the appropriate
checkboxes in the Hours Days of MonthMonthsor Days of Weekelds.

9 Click OKto schedule the task or click Run Nowo schedule the task and
immediately run it.
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To temporarily suspend execution of a scheduled task:
Go to Server> Scheduler Tasks

2 Choose a task that you wish to suspend and click on the command
name.

3 Clear the Switched ortheckbox.

To resume execution of scheduled task:
Go to Server> Scheduler Tasks

2 Choose a task whose execution you wish to resume and click on the
command name.

3 Select the Switched orcheckbox.

To unschedule a task:
Go to Server> Scheduler Tasks

2 Select a check box to the right of the task that you wish to
unschedule.

3 Click % Remove Selected
4 Confirm removal and click OK

Delegating Administrative Privileges to
Technical Support Engineers

You can create additional Administrator level accounts for your technical support
engineers, enabling them to perform a virtually limitless variety of administrative tasks.
All actions performed by additional Plesk Administrator accounts are logged, which
gives the actual Plesk Administrator an unprecedented level of control over additional
Administrator accounts' activities. Additional Administrator level accounts have virtually
all the privileges that the actual Plesk Administrator has, except the following:

A View and manage additional Administrator accounts belonging to other users
A View and manage Plesk Administrator account settings
A Clear Action Log
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Creating Additional Administrator Accounts
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To create additional Administrator account:

Go to Server> Additional Accounts
Click Add New Administrator Subaccount
Specify Administrator account properties:

A
A

A

Specify account login, password and e-mail address in the corresponding fields.

Specify the name of additional Administrator account user in the Contact name
field.

Use Commentdield to add your own comments about this particular additional
Administrator account and its user. This can be useful to differentiate between
the accounts: for example, you can create one account for a technical support
engineer who manages client accounts, and another account for a technical
support engineer who works with all mail-related issues. By adding appropriate
commentary in the Commentdield, you can always tell who's doing what, and
avoid confusion.

4 Click OKto finish the creation of additional Administrator account.

Now you can tell account login and password to its owner.

ModifyingAdditional Administrator Accounts

To modify settings of additional Administrator account:
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Go to Server> Additional Accounts
Click the required additional Administrator account login in the list
Specify new Administrator account properties:

A

A

Specify new account login, password and e-mail address in the corresponding
fields.

Specify the new name of additional Administrator account user in the Contact
namefield.

Use Commentdield to add your own comments about this particular additional
Administrator account and its user. This can be useful to differentiate between
the accounts: for example, you can create one account for a technical support
engineer who manages client accounts, and another account for a technical
support engineer who works with all mail-related issues. By adding appropriate
commentary in the Commentdield, you can always tell who's doing what, and
avoid confusion.

Click OKto update the information of additional Administrator account.
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Suspending And Unsuspending Additional Administratouts

To suspend additional Administrator account:

Go to Server> Additional Accounts

Click the required additional Administrator account login in the list.
Clear the Allow access to control par@ieckbox and click OK
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To unsuspend additional Admirastr account:

Go to Server> Additional Accounts

Click the required additional Administrator account login in the list.
Select the Allow access to control pargeckbox and click OK

w N -

Removing Additional Administrator Accounts

To remove additional Adnsitnator account:
Go to Server> Additional Accounts

2 Select the check box corresponding to the additional Administrator
account you wish to remove and click % Remove Selected

3 Confirm removal and click OK
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Sewing Your Customers

This chapter provides you with detailed instructions on setting up and managing user
accounts, web sites, and e-mail accounts.

In this chapter:
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CHAPTER 7

Before You Start Serving Your Customers

This section explains the actions you are suggested to do before you start serving your
customers.

In this chapter:

Simplifying Setup Of USEr ACCOUNTS........uuuuuuiiiiiiiiiiiiiiiiiiiiiiiieeiieeeeeeeeneeeeeneneeeeaee 89
Simplifying Setup of Domains and Web Sites...........oiiiiiiiiiiiee e, 94
Prepackaging Applications Your Customers Can US€ .......c..cccevvvvviiiiiiiieeeeiennnns 100
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Simplifying Setup of User Accounts

If you are going to serve numerous users, you may want to create account
configuration presets, referred to as client templates, that will simplify setting up user
accounts for new customers. The templates cover all resource usage allotments,
permissions and limits that you can define for a user account.
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To create a client template:

Go to Clients> Client Templates

Click Add New Cliefftemplate

Specify the template name in the Template namield.

During setup of a new user account, you will be prompted to select the required
template by its name. Therefore, we recommend that you choose a meaningful
name that corresponds to one of your hosting plans or describes the amount of
allotted resources. For example, Reseller account, 5GB disk space, 100 domains

Specify the permissions for the template in the Permissionsection.
Use Select Alto select all permissions and Clear Alto clear all
permissions.

A Access to control panebpecify whether the customer will be able to access the
control panel for managing his or her account and sites.

A Domain creatiorSpecify whether the customer will be able to set up hosting
accounts for new sites.

A Physical hosting manageme®pecify whether the customer will be able to set up
hosting accounts, modify hosting account features and switch on or off support
for programming and scripting languages.

A System access managemespecify whether the customer will be able to access
to the system through Remote Desktop.

A Hard disk quota assignmeBpecify whether the customer will be able to assign
hard quotas on disk space for his or her own web sites and for web sites of his
or her customers.

A Subdomains managemeSpecify whether the customer will be able to set up
additional sites under his or her domains and allow his or her customers to do
S0.

A Domain aliases managemespecify whether the customer will be able to set up
additional alternative domain names for his or her web sites and allow his or her
users to do so.

A Log rotation manageme®@pecify whether the customer will be able to adjust the
cleanup and recycling of processed log files for his or her sites.

A Anonymous FTP manageméipecify whether the customer will be able to have
an FTP directory where all users could download and upload files without the
need to enter login and password. A web site should reside on a dedicated IP
address in order to use anonymous FTP service.

A FTP accounts manageme®pecify whether the customer will be able to create
and manage additional FTP accounts.
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A

A

Scheduler manageme®pecify whether the customer will be able to schedule
tasks with the task scheduler. Scheduled tasks can be used for running scripts
or utilities on schedule.

Domain limits adjustmer8pecify whether the customer will be able to change the
limits for his or her web sites.

DNS zone managemeBpecify whether the customer will be able to manage the
DNS zones of his or her domains.

Java applications amagementSpecify whether the customer will be able to install
Tomcat Java applications and applets on web sites through the control panel.

Mailing lists manageme®pecify whether the customer will be able to use mailing
lists.

Spam filter managemeBpecify whether the customer will be able to use
SpamAssassin spam filter and customize filtering settings.

Antivirus managemerpecify whether the customer will be able to use server-
side antivirus protection for filtering incoming and outgoing mail.

Backup/restore function$pecify whether the customer will be able to use the
control panel's facilities to backup and restore their site. Scheduled and on-
demand backups are supported.

Ability to use remote XML interfa8pecify whether the customer will be able to
remotely manage his or her web sites through custom applications. The XML
interface can be used for developing custom applications integrated with web
sites, which could be used, for instance, for automating setup of hosting
accounts and provisioning of services for customers purchasing hosting
services from your reseller's site.

SiteBuilderSpecify whether the customer will be able to use SiteBuilder for
creating and editing their web site.

Hosting perfomance managem&mecify whether the customer will be able to
change the hosting performance preferences for their domains.

IIS application pool managemepecify whether the customer will be able to
manage their IIS application pool.

Web statistics manageme8pecify whether the customer will be able to manage
web statistics for their domains.

Additional write/modify permissions managengpecify whether the customer will
be able to manage additional write/modify permissions for their domains. These
permissions are required if customer's web applications are using a file-based
database (like Jet) located in the root of httpdocs or httpsdocs  folders.
Please note that selecting this option might seriously compromise the web site
security.

Shared SSL manageme®pecify whether the customer will be able to manage
shared SSL for their domains.

User interfaceSpecify the type of user interface the customer will be able to use -
standard, desktop, or both.

Desktop manageme@pecify whether the customer will be able to customize his
or her desktop interface.

5 Specify the limits for the template in the Limitssection:
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Maximum number of domai@pecify the total number of domain hames your
customer will be able to host on the server. This includes domains hosted on
this server, and domain forwarders that point to web sites hosted on other
servers. Domain aliases (additional domain hames for a site hosted on this
server) and subdomains are counted separately and are not limited by this
resource type.

Maximum number of domain aliasg®ecify the number of domain aliases your
customer can use for his or her domains.

Maximum number of subdomaigpecify the total number of subdomains that the
customer will be able to host.

Disk spaceSpecify the total amount of disk space in megabytes that is allocated
to the customer. It includes disk space occupied by all files related to user's
domains: web site contents, databases, applications, mailboxes, log files and
backup files. This is the so-called soft quota: when it is exceeded, the user
account and domain names are not suspended automatically, only the
appropriate notices are sent to your and your customer's e-mail addresses and
the resource overage is indicated by the icon =/ shown in your and your
customer's control panels to the left of the user name (see the list of clients that
opens when you click the Clientsshortcut in the navigation pane) or domain
name (see the list of domain names that opens when you click the Domains
shortcut in the navigation pane).

MySQL databases queatad Microsoft SQL datadesquota. Specify the maximum
disk space amount in megabytes that MySQL and Microsoft SQL Server
databases respectively can occupy on a domains belonging to the customer.

Maximum amount of trafffépecify the amount of data in megabytes that can be
transferred from the customer's web sites during a month. Once the limit is
reached, the appropriate notices are sent to your and your customer's e-mail
addresses and the resource overage is indicated by the corresponding icon .2/
shown in the control panel to the left of the user name (see the list of clients that
opens when you click the Clientsshortcut in the navigation pane) or domain
name (see the list of domain names that opens when you click the Domains
shortcut in the navigation pane).

Maximum number oety users Specify the total number of personal web pages
that your customer can host for other users under his or her domains. This
service is mostly used in educational institutions that host non-commercial
personal pages of their students and staff. These pages usually have web
addresses like http://your-domain.com/~username.

Maximum number of additional Microsoft FrontPage acc8petgy the maximum
number of additional Microsoft FrontPage accounts that the customer can
create on his or her domains.

Maximum number of additional FTP acco@msficy the maximum number of
additional FTP accounts that the customer can create on his or her domains.

Maximum number of MySQL databaselsMaximum number of Mbsoft SQL server
databasesSpecify the maximum number of MySQL and Microsoft SQL Server
databases respectively that the customer can create on his or her domains.

Maximum number of mailbox8gecify the total number of mailboxes that the
customer can host on the server.
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A Mailbox quotaSpecify the amount of disk space in kilobytes that is allocated to

each mailbox.

A Total mailboxes quot8pecify the total amount of disk space in megabytes
available for all mailboxes on all domains belonging to the customer.

A Maximum number of mail redire@pecify the total number of mail redirects that
the customer can set up.

A Maximum number of mail grouggecify the total number of mail groups that the

customer can set up.

A Maximum number of mail autorespondepecify the total number of automatic
responses that the customer can set up.

A Maximum number of mailing liskpecify the total number of mailing lists that you

customer can host on the server.

A Maximum number of Java applicati@pecify the total number of Tomcat Java
applications or applets that can be hosted on the server.

A Maximum number of IS application pd&@ecify the total number of dedicated 1S

application pools that the customer can allocate between his or her domains.

A Maximum number of shared $i8ks. Specify the total number of shared SSL links

that the customer can use on his or her domains.

A Maximum number of ODBC connectiSpecify the total number of ODBC
connections that the customer can use on his or her domains.

A Validity periodSpecify the term for a hosting account. At the end of the term, all
customer's domains will be suspended, its Web, FTP and mail services will no

longer be accessible to the Internet users, and the reseller and his or her
customers (domain owners) will not be able to log in to the control panel.
Accounts cannot be automatically renewed, therefore, in order to bring the
hosted domain hames back to operation, you will need to manually renew the

user account by specifying another term in the Validity periodbox (Clierts > client

name> Limitg and then clicking Switch Or(Clients> client namg

In the IP addressesection specify the shared IP addresses that you
wish to allocate to the customer.

If you wish to automatically provision dedicated IP addresses, select the Allocate

exclusive IP addresses to clieheck box and specify the number of IP addresses that

should be taken from your IP range and assigned to the customer.

In the Preferencesection, select the Create SiteBuilder Uselneckbox if
you wish to create a SiteBuilder user for the client template.

Click OKto complete creation of a template.

Now you can select the required template during the setup of a new user account.

The account will be created and allocated the resources you defined.

To modify a taplate:

Go to Clients> Client Templates

Click the template name you need.

Modify the settings as required and click OK

Note: Modifying templates does not affect the existing user accounts that were
created by these templates.
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To remove a template tlyat no longer need:

Go to Clients> Client Templates

Select a check box corresponding to the template you no longer need.
Click % Remove Selecte€onfirm removal and click OK
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Simplifying Setup of Domains and Web Sites

If you are going to serve numerous users with a sizeable number of domains, you may
want to create hosting configuration presets, referred to as domain templates, that will
that will simplify setting up hosting accounts for new domains and web sites. The
templates cover all resource usage allotments, permissions and limits that you can
define for a hosting account, plus mail bounce and Web statistics retention settings.

To create a domain template:
Go to Domains> Domain Templates

Click Add Domain Template
Specify the template name in the Template namield.

w N -

During setup of a new hosting account, you will be prompted to select the required
template by its name. Therefore, we recommend that you choose a meaningful
name that corresponds to one of your hosting plans or describes the amount of
allotted resources. For example, Mail hosting, 1GB disk space, 500 mailboxes

4 Specify the domain-wide mail bounce options in the Mailsection:

When somebody sends an e-mail message to an e-mail address that does not exist

under your domain, the mail server on your domain accepts mails, processes it, and

when it finds out that there is no such a recipient under your domain, it returns the

mai | back to sender with the fithis address n
choose to:

A change the default notice if you do not like it (leave the Bounceoption selected
and type another message into the input box),

A forward undelivered mail to another e-mail address (select the Catch to address
option and specify the e-mail address you need), or

A reject mail without accepting it (select the Discardoption). This setting can
decrease mail server load caused by a large amount of spam, which is often
directed at randomly generated user names. However, for spammers this can
somewhat speed up scanning your mail server for valid e-mail addresses.

5 Select the WebMaitheckbox in the Mailsection to enable the ability to
read mail through a browser-based WebMail application for users of
mailboxes in this domain.

6 Specify the limits for the template in the Limitssection:

A Maximm number of domain alias&@pecify the number of domain aliases that can
be used for this domain.

A Maximum number of subdomaiBpecify the number of subdomains that can be
hosted under this domain.
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Disk spaceSpecify the total amount of disk space allocated to a hosting account
associated with the domain. This amount is measured in megabytes. It includes
disk space occupied by all files related to this domain/web site: web site
contents, databases, applications, mailboxes, log files and backup files. This is
the so-called soft quota: when it is exceeded, domain names and web sites are
not suspended automatically, only the appropriate notices are sent to your and
your provider's e-mail addresses and the resource overage is indicated by the

icon '£/ shown in the control panel to the left of the domain name (see the list of
domain names on your Home page). And then it is up to you to decide what to
do with the domain. You can notify the domain owner and suspend the
domain/web site after a grace period until you receive the payment or upgrade
the hosting plan for your customer (see the Managing User Accounts (on page
103) section for more information).

MySQL databases queatad Microsoft SQL databasgsota. Specify the maximum
disk space amount that MySQL and Microsoft SQL Server databases
respectively can occupy on a domain.

Maximum amount of traffiépecify the amount of data in megabytes that can be
transferred from the web site during a month. Once the limit is reached, the
appropriate notices are sent to your and your provider's e-mail addresses and
the resource overage is indicated by a corresponding icon shown in the control
panel to the left of the domain name (see the list of domain names on your
Home page). When a web site starts attracting more visitors and requires more
bandwidth, consider upgrading a hosting plan (see the instructions on upgrading
hosting plan below).

Maximum number of web use®pecify the number of personal web pages that the
domain owner can host for other users under his or her domain. This service is
mostly used in educational institutions that host non-commercial personal pages
of their students and staff. These pages usually have web addresses like
http://your-domain.com/~username.

Maximum number of additional Microsoft FrontPage acc8pefiy the maximum
number of additional Microsoft FrontPage accounts that can be created on a
domain.

Maximum number of additional FTP acco@msficy the maximum number of
additional FTP accounts that can be created on a domain.

Maximum number of MySQL databaseisMaximum number of Microsoft SQL Server
databasesSpecify the maximum number of MySQL and Microsoft SQL Server
databases respectively that can be hosted on a domain.

Maximum number of mailbox8pecify the number of mailboxes that can be
hosted in a domain.

Mailbox quotaSpecify the amount of disk space in kilobytes that is allocated to
each mailbox in a domain.

Total mailboxes quot&pecify the total amount of disk space available for all
mailboxes on a domain.

Maximum number of mail redire&pecify the number of mail redirects that can be
used in a domain.

Maximum number of mail grouggecify the maximum number of mail groups that
can be used in a domain.


http://your-domain.com/~username
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A Maximum number of mail autorespondgpecify the number of automatic
responses that can be set up in a domain.

A Maximum number of mailing liskpecify the number of mailing lists that the
domain owner can run in a domain. To allow the use of mailing lists, you should
also put a check mark into the Mailing listscheck box under the Preferences
group.

A Maximum number of Java applicati@Eecify the maximum number of Tomcat
Java applications and applets that the domain owner can install in a domain.

A Maximum number of shared SSL lifgecify the maximum number of subdomains
(including their parent domain) that can link to the Master SSL domain defined
by the server administrator.

A Maximum number of ODBC connectiSpecify the maximum number of ODBC
connections that can be set up on a domain.

A Validity periodSpecify the term for a hosting account. At the end of the term, the
domain/web site will be suspended, its Web, FTP and mail services will no
longer be accessible to the Internet users, and domain owner will not be able to
log in to the control panel. Hosting accounts cannot be automatically renewed,
therefore, in order to bring the hosted domain name/web site back to operation,
you will need to manually renew the hosting account: on your Home page, click
the domain name your need, click Limits specify another term in the Validity
periodbox, click OK then click Switch Onn the Domaingroup (Home> domain
name.

7 Select the required log rotation options in the Switch on log rotation
section.

All connections to the Web server and requests for files that were not found on the
server are registered in log files. These log files are analyzed by the statistical
utilities running on the server, which then present graphical reports on demand. If
you need to view the contents of these raw log files for debugging purposes, on
your Home page, click the domain name you need, click Log Manageand then click
the log file name you need. To prevent these log files from growing too large, you
should enable automatic cleanup and recycling of log files:

1. Select the Switch on log rotatiooheck box.
2. Specify when to recycle log files.

3. Specify how many instances of each log file to store on the
server.

4. Specify whether they should be compressed.

5. Specify whether they should be sent to an e-mail address after
processing.

8 Specify additional settings in the Preferencesection.

1. Mailing lists Select this checkbox to enable the ability to create
and manage mailing lists on the domain.

2. Traffic statistics retentiorspecify the number of months during
which the bandwidth usage statistics should be kept on the
server.
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9 In the DNSfield specify whether the DNS server on your Web host
should act as a master (primary) or slave (secondary) name server for
the domain name zone. A primary name server stores locally the zone
file it serves, while a secondary server only retrieves a copy of this file
from the primary. You would normally leave the Masteroption selected.

10 If you are going to host not only domain names, but also web sites,
select the Physical hostingheck box and specify the hosting features:

A Hard disk quotdn addition to the soft quota, you can specify the so-called hard
guota that will not allow writing more files to the web space when the limit is
reached. At attempt to write files, users will get "Out of disk space" error.

A SSL supportSecure Sockets Layer encryption is generally used for protecting
transfer of sensitive data during online transactions on e-commerce Web sites
that run on dedicated IP addresses. SSL certificates that participate in the
encryption process are usually applied to a single domain name on a single IP
address, therefore, each site that needs SSL protection must be hosted on a
dedicated IP address. An exception to this is subdomains, which you can
protect with a wildcard certificate. Installing an SSL certificate on a Web server
that hosts several web sites with different domain names on a single IP address
(shared or name-based hosting) is technically possible, however, it is not
recommended: the encryption will be provided, but users will get warning
messages on attempt to connect to the secure site. To allow SSL encryption for
Web sites, select the SSL supportheck box.

A SiteBuilder supporSiteBuilder is an efficient and user-friendly WYSIWYG web
site editor running through the web interface. Leave the Publish site with
SiteBuildecheckbox selected to give domain administrator the ability to access
SiteBuilder and build web site through their Plesk control panel interface by
clicking SiteBuilder Wizardn the domain management page or clicking the
Desktopshortcut in the SiteBuilder Adminavigation pane group. The version of
SiteBuilder coming in the standard Plesk distribution is fully functional and its
use is not limited in any way by the manufacturer (but you can be restricted from
accessing it by your service provider).

A Select the Create Blog and Photo Gallery subdonetieskbox if you want the
subdomains blog.domainname.com and photo.subdomain.com to be
automatically created.

A Micosoft FrontPage suppoNlicrosoft FrontPage is a popular web site authoring
tool. To enable publishing and modifying the site through Microsoft FrontPage,
select the Microsoft FrontPage supparid Microsoft FrontPage over SSL support
check boxes, and set the Remote Microsoft FrontPage authoojpiion to allowed

Note. Microsoft FrontPage over SSL support is available only when SSL
support is enabled on a domain.

A Support for programming and scripting languages widely used in development of dynamic
Web dies and serveside Web applicationSpecify which of the following
programming and scripting languages should be interpreted, executed or
otherwise processed by the web server: Active Server Pages (ASP), Active
Server Pages on .NET framework (ASP.NET), Server Side Includes (SSI), PHP
hypertext preprocessor (PHP), Common Gateway Interface (CGl), Perl, Python,
ColdFusion and Miva scripting required for running Miva e-commerce solutions.

Note. If ASP.NET support is enabled, ASP.NET version 2.0 is set as default.
You can change the version in the corresponding drop-down menu.
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If PHP support is enabled, PHP version 4 is set as default. You can change the
version in the corresponding drop-down menu

A Web statisticsTo allow you to view the information on the number of people
visited the site and the pages of the site they viewed, select a module in Web
statisticsdrop-down menu and select the accessible via password protected directory
Ipleskstat/checkbox, if required. This will install the selected statistical software
module, which will generate reports and place them into the password protected
directory. The domain administrator will then be able to access Web statistics at
the URL: https://your-domain.com/plesk-stat/ using their FTP account login and
password.

A Custom error document#/hen visitors coming to site request pages that the web
server cannot find, web server generates and displays a standard HTML page
with an error message. To give domain owner the ability to create their own
error pages and use them on a web server, select the Custom error documents
checkbox.

Note. You can enable the support for all programming and scripting languages,
web statistics and custom error documents at once by selecting All services
checkbox in the Servicegyroup.

A Additional write/modify permissiofi$is option is required if customer's web
applications are using a file-based database (like Jet) located in the root of
httpdocs  or httpsdocs  folders. Please note that selecting this option might
seriously compromise the web site security.

A Use dedicated IIS application pdbis option enables the use of dedicated IS
application pool for web applications on a domain. Using dedicated IS
application pool dramatically improves the stability of domain web applications
due to worker process isolation mode. This mode gives each web site hosted on
the server the possibility to allocate a separate process pool for execution of its
web applications. This way, malfunction in one application will not cause
stopping of all the others. This is especially useful when you are using shared
hosting package.

A Maximum CPU us€o limit the amount of CPU resources that domain's 1S
application pool can use, clear the Unlimitedcheckbox and provide a number (in
percents) in the field.

11 PerformanceTo avoid excessive usage of bandwidth, which can lead to
resources overage, you can set various performance limitations for a
domain.

A Maximum network us€o limit the maximum speed (measured in KB per second)
that a domain can share between all its connections, clear the Unlimited
checkbox and provide a number (in kilobytes) in the field.

A Connections limiting.o limit the maximum number of simultaneous connections
to a domain, clear the Unlimitedcheckbox and provide a number in the field

12 Click OKto complete creation of a template.

During setup of a hosting account for a new domain/web site, you will select the
required template and the hosting account will be created and allocated the
resources and hosting services you defined.

U To reflect the changes in your domain templates that will apply to the newly created
accounts:



