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CHAPTER 1

Preface

Who Should Read This Guide

This part of Plesk APl RPC documentation is addressed to the developers who want to
implement a kind of a remote Plesk manager or other software capable of managing
Plesk objects from outside.

About This Guide

This part of Plesk APl RPC documentation includes the protocol overview and samples
of tools used to interact with Plesk server via the protocaol.

A Chapter Plesk APl RPC Protocol (on page 6) states the concepts of Plesk APl RPC
technology. It explains what Plesk API RPC protocal is, why it is necessary, how
Plesk XML API can be used for the interaction between Plesk and third-party
software, and the main interaction principles as well.

A Chapter Creating Client Software (see page 19) touches upon the programming
issues, it is meant to explain what kind of software should be created, what steps
should be implemented to serve the data turnaround, and so on. Each step is
considered in detail using code samples where necessary.

Typographical Conventions

The following kinds of formatting in the text identify special information.

Formatting convention Type of Information Example
Special Bold Names of operators and Go to the QoStab.
operations.
Titles of chapters, sections, Read the Basic Administration

and subsections found in the  chapter.
other documents.
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Formatting convention

Type of Information

Example

Italics

Monospace

Preformatted

Preformatted Bold

CAPITALS

KEY+KEY

Emphasizes the importance
of a point, to introduce a term
or to designate a command
line placeholder, which is to
be replaced with a real name
or value.

The names of commands,
files, and directories.

On-screen computer output
in your command-line
sessions; source code in
XML, C++, or other
programming languages.

What you type, contrasted
with on-screen computer
output.

Names of keys on the
keyboard and names of
operations on the title page of
an operator.

Key combinations for which
the user must press and hold
down one key and then press
another.

The system supports the so
called wildcard character
search.

The license file is located in
the
httpdocs/common/licens

es directory.

#1s T al ffiles
total 14470

# cd /root/rpms/php

SHIFT, CTRL, ALT

CTRL+P, ALT+F4

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback to userdocs@swsoft.com. Please
include in your report the guide's title, chapter and section titles, and the fragment of
text in which you have found an error.
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CHAPTER 2

Plesk &1 RPC Protocol

In this chapter:

Client-Server MOEL ............i i 7
PIESK XIML AP ... e e e e e 8
Plesk APl RPC Packet StrUCTUIE ........couuiiiiiiieie e 14
DESCIIPLOIS OVEIVIEW .. .ccuiciiie e e e e e e e e e e e e e e et e e eaaaaee 18
SINGIE SigN-0N OVEIVIEW ...ttt 18

To support interaction between Plesk and third-party software, Plesk provides XML-
based API. This interface exposes a set of functions for managing Plesk logical
objects. The Plesk API RPC protocol was designed as a means of calling to these API
functions remotely. This is the XML-over-HTTP protocol that exchanges data in the
form of specifically formatted packets.

Wb can use Plesk API RpGtocol

At the moment, the use of Plesk API RPC protocol is allowed to Plesk Administrators
and Plesk Clients (the list of APl RPC users tends to be enlarged). These users are
provided with programmatic means of managing various Plesk objects they own.

A Plesk Administrators are allowed to perform all operations of whatever version of
the API RPC protocol they use.

A Plesk Clients have access to a limited number of operations within each particular
version of APl RPC. In the common case, Plesk Clients are allowed to manage their
domains, domain aliases, and email service only (this list also tends to grow). When
using a Plesk Client account, a strict requirement is that options 'CP access' and
'Ability to use remote XML interface' are enabled, of which Plesk Administrator
should be requested in advance.

What versions of Plesk APl RPC protocol are in use

Plesk APl RPC protocol evolves in sync with Plesk constantly: When new features
appear in Plesk, they are implemented in the protocol. Here are the versions of Plesk
APl RPC protocol recommended for use with the later versions of Plesk:

Plesk version Plesk API RPC protocol version
Plesk 7.5.4 for UNIX 1.35.1

Plesk 7.5.6 for Windows 1.4.0.0

Plesk 8.0 for UNIX | Plesk 7.6 for 1.4.0.0, 1.4.1.0 (updated)
Windows

Plesk 7.6.1 for Windows 1.4.1.1

Plesk 8.0.1 for UNIX 1.4.1.2
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Plesk version Plesk API RPC protocol version
Plesk 8.1.0 for UNIX | Plesk 8.1.0 for 1.4.2.0

Windows

Plesk 8.1.1 for UNIX | Plesk 8.1.1 for 1.5.0.0

Windows

Plesk 8.2 for UNIX | Plesk 8.2 for 1.5.2.0

Windows

Note that every version of Plesk supports all versions of Plesk API RPC existing by the
moment of the product release. For instance, Plesk 7.6.1 supports version 1.4.1.1 of
API RPC, but it will work with versions 1.4.0.0 and earlier, too.

What the cornerates of using Plesk API RPC are

Plesk APl RPC protocol imposes the following requirements on its use:

A The interaction between Plesk and a third party is based on the client-server
programming model

A The messages must be structured properly

A The structure of commands sent in the XML message must be compliant with Plesk
XML API

ClientServer Model

Interaction between Plesk and third-party software is based on the client-server
programming model.

/KML APl

HTTP C
o | xpaL| ——= 0
CLIENT S SERVER
t XML | = o—
HTTP

Figure 1: Interaction between Plesk and third-party client software

The server part is presented by Plesk APl RPC server which is a part of Plesk. The
client-part software should be created by a third party.

A client-part application forms an XML-based request message, adds a standard HTTP
header, and sends it to a Plesk server. On the server side, the message gets to Plesk
APl RPC server that calls internal Plesk functions to perform the requested operations.
Then, it forms a response message and sends it back. The client receives this resulting
message (the operation status and, possibly, an error message), gets the information
about the execution status, and the interaction ends.
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Plesk XML API

Plesk APl RPC server supports a wide range of operations on Plesk objects, which is

growing constantly. To make these operations accessible outside Plesk, the server
provides Plesk XML API. One can address oneself to a particular function of this
interface by sending a well-formed and Plesk XML API-compliant packet.

Logical structure of Plesk XMLL AP

From the implementation standpoint, Plesk XML API is a set of XML schemas that
define the format of XML commands.

Logically, all supported commands (or operations) are grouped by a target object. For

instance, there are operations on domains, clients, DNS records, and so on. Each

group of operations is isolated in one or two relevant XML schemas. The two-schema
approach is used for the most of operation groups, it separates descriptions of request

and response messages what is reflected in names of the XML schema files the
following way:

A the input postfix is added to a name of XML schema describing request
messages, which are, from Plesk server's point of view, incoming packets. For
example, client_input.xsd

A the output postfix is added to a name of XML schema describing response
messages, which are, from Plesk server's point of view, outgoing packets. For
example, client_output.xsd

In cases when request and response messages are described within one XML

schema, we say that the one-schema approach is used, and we call such XML schema

individual.

From the hierarchical standpoint, Plesk XML API initially presented plain one-level
structure.

LOGICAL STRUCTURE
Thesze ¥ML schemas are OF PLESK XML API

uzed to validate the
structure of incoming

packets These XML schemas

define the structure of

[ packets autgoing from
! Plesk &Pl RPC server.
client_input.xsd

]
]
EE(LI client_owtput.xsd

Figure 2: One-level logical structure of Plesk XML API
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Starting from version 1.4.0.0 of the APl RPC protocol (issued with Plesk 7.5.6 for
Windows / Plesk 8.0 for UNIX), the two-level structure is used. The top level of the
structure is presented by two schemas:

A agent_input.xsd references all XML schemas describing request messages
A agent_output .xsd references all XML schemas describing response messages
Thus, the up-to-date XML API structure implements the following hierarchy:

CURRENT LOGICAL STRUCTURE OF PLESK XML AFPI

agent_input.xsd Il]— —| agem_c-l.m:u.lt.xsclll‘]

’ ]
[ : - ]
client_input.xsd client_output.xsd
I
I
| desktop.xsd

Figure 3: New logical structure of Plesk XML API

Within each API RPC version, the top-level XML schemas reference the lower-level
ones as follows:

A agent_input.xsd references all *_input and individual schemas available for
the version
A agent_output.xsd references all *_output and individual schemas available

for the version

Thus, all schemas are arranged into two trees, one used to validate incoming
messages, another defining the structure of outgoing messages.

As compared to the old structure, the new one makes the API RPC integration
technology more powerful, quick and efficient as it allows sending heterogeneous
reguests (namely, containing operations on different Plesk objects) to Plesk APl RPC
server in a single request message.

And finally, some important tips that would clarify possible misunderstanding of Plesk
XML API.

A There are no API RPC versions designed specifically for Plesk for UNIX or Plesk
for Windows. Both products share the same versions of Plesk APl RPC protocol
(and Plesk XML API).
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A Each version of Plesk supports all versions of Plesk API RPC existing by the
moment of the product release. Consequently, each version of Plesk supports all
relevant sets of XML APl schemas structured in compliance with their version.

A Despite that we use terms old structure and new structure, both are used in the
later versions of Plesk in parallel (as stated in the previous tip). All XML API
schemas prior to version 1.4.0.0 of APl RPC protocol are stored in a one-level
structure, while later versions are structured hierarchically.

A All schemas present in a particular version of XML API are supported in the later
versions, plus new schemas are added.

Use Cases

XML API schemas are used in two cases: By developer who writes a packet, and by
Plesk API RPC server when it validates the packet structure.

Creating XMRPC packets

First, let us look at how to retrieve the useful information from the XML schema when
creating a packet. Assume that we have Plesk Client access permissions, and need to
create a domain and remove some old ones. Assume that we know the version of
Plesk installed on the server side, say, it is Plesk 8.0 for UNIX. All this means that we
better use version 1.4.1.0 of API RPC. The operations on domains for this version are
described in the relevant domain_input.xsd schema. Its graphical representation (a
cut version) correlates with the body of the XML packet as follows:

add [%]—(—-H—jzl—| gen_setup I:Tl]—(—EEEI— =

(clu:rmain [T']—(—/EEI— G en
|z

del B~ fiter BF——~i- - --id

Figure 4: XML schema

XML packet body looks as follows:

<domain>
<add>
<gen_setup>
<name>newdomain.com<name>
<ip_address>123.123.123.123</ip_address>
</gen_setup>
</add>
<del>
<filter>
<id>1,2,3</id>
<ffilter>
</del>
</domain>
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Here, the requested domain operations (ADD and DEL) are nested within the DOMAIN
operator element. Similarly, operations on Plesk clients would require the use of the
CLIENT operator, and so on. For information on which operators supported by each
APl RPC version, refer to appendix APl RPC Versioms the API Reference.

Note that starting with version 1.4.0.0, Plesk APl RPC supports heterogeneous
requests, i.e., the requests for operations on different Plesk objects. Such a request
can look as follows:

<client>
<add>
é
</add>
</client>
<domain>
<add>
é
</add>
</domain>

Each group of operations is isolated within the relevant operator so that operations with
similar names requested for different Plesk objects would never conflict.

Validating XMRPC packets

Let us look at how Plesk API RPC server chooses the right XML schema(s) to validate
a packet just arrived.

1410 1400  1.251

|I:-Icsu:| 5@ |:-I:s;| @ |I:-I:su:| @

Plesk APl BPC zerver

XML | —
=cliert= ormalt agett
=ad= Aoent - _I
Engine - clignt agent
=fadd= [
=iclient= W‘

Figure 5: The structure of Plesk APl RPC server

Plesk APl RPC server is arranged as a set of agents i or operators i managed by the
Agent Engine. Every agent is a logical block responsible for handling a certain group of
commands, and the Agent Engine serves as a packet dispatcher.
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In addition, Agent Engine is associated with several sets of XML API schemas. Each
set relates to a certain API RPC version supported by Plesk. An entry point to each
version is the agent_input.xsd file that references all input schemas of the same
version.

Plesk API RPC server functions as follows. First the pure XML packet, its HTTP header
peeled off, gets to Agent Engine. Agent Engine retrieves the required APl RPC version
from the packet header and decides which of two supported schema resolution models

to apply.

Old schema resolution model

The old schema resolution algorithm is applied to incoming packets that specify API
RPC version 1.3.5.1 and lower. This algorithm does not implement the validation as it
is. Once Agent Engine has read the APl RPC version form the packet header, the
incoming packet is passed further to the relevant operator. The operator parses the
packet body, forms calls to Plesk internal functions, performs these invocations, gets
the result, forms the response API RPC packet, and returns it to Agent Engine.

Flesk internal
funclions
XML -E.
=client=
=add= client operator I perform m
=facdd=
< iclients Operaior client adds ond m

deletes Flesk clients to/
from Flesk and modifies “

various client selfings.

Figure 6: Old schema resolution model
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New schema resolution model

In Plesk 8 for UNIX / Plesk 7.5.6 for Windows and higher, validation takes place before
the incoming packet is passed to the proper operator. The Agent Engine retrieves the
API RPC version from the packet header, chooses the matching set of XML schemas,
and switches to the right agent_input.xsd schema. This schema validates the
operator level of the packet, after which each operator section of the packet is validated
with the proper subsequent schema.

Plesk APl RPC server

- Agent Engine validates the
agent_input.xsd b] incoming XML packet using the
validate l:l-i

[ agent_input.xsd schema and all
| subsequent schemas
| client_input.xsd referenced by it.

XML
:C:;zr:} Ageri

A Engine
=fadd= If the packet is considered
=iclient= valid, Agent Engine passes

comtrol to one of its agents -to

perform I I
_I-:Iient agert that one specified inthe packet

oy,

Figure 7: New schema resolution model

If the packet is considered invalid, Agent Engine forms an error report and sends it
back to the client. If all elements of the packet are validated successfully, Agent Engine
checks whether it has all agent modules necessary for further processing and invokes
them one after another.

Each agent (operator) invoked receives its operator packet section, parses it, forms
calls to internal functions, and returns the result of the executed commands to Agent
Engine.
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Plesk APl RPC Packet Structure

Plesk API RPC packet is a simple XML document included to a HTTP message body.

HTTP header

HTTF_SUTH_LOGIN = ...
HTTP_SUTH_PASSWDO = ...

Plesk APIPPC
header xmil

Packet body

XML

=client:>

=rclient>

Figure 8: XML API compliant packet structure

Speaking of the Plesk XML-RPC packet structure, we distinguish the following parts:

1 HTTP header i transport part. Besides other standard information, it must contain
data on the server where the operation will be performed, and the login credentials
of Plesk user on whose behalf the operation will be performed.

2 XML packet header specifying the version of Plesk APl RPC protocol (which is an
opening tag of the XML message root element <packet>).

3 XML packet body containing commands or the their result (all XML message
elements nested within the root).

Hereinafter, we refer to XML packet header and body together as to a (XML) packet.
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Here is an example of Plesk APl RPC message sent to the Plesk server:

POST /enterprise/control/agen t.ph

pethet P 9 PAP | HTTP header

Host: 10.58.83.1:8443 The HTTP header indicates that the

Accept: */* HTTP method used is POST, the

, handling agent is located at

HTTP_AUTH_LOGIN: admin /enterprise/control/agent.php

HTTP_AUTH_PASSWD: setup , and the HTTP version is 1.1. The

Pragma: no - cache Host element specifies IP addre;s and
the port of the Plesk server to which the

Content - Length: 1398 message is addressed.

Content - Type: text/xml HTTP_AUTH_LOGINand
HTTP_AUTH_PASSWé&ements hold
Pl esk Admi ni st en@ats.or
The Content - Type must be "text/xml".
The length of the passed message is
also required.

2 i =0 0

;éxg”t axg;f'oﬁgzg#ogg>e f Beginning of the XML part

<packet version=01.4. 0 packet header
The version attribute specifies the
required version of Plesk APl RPC
protocol.

<client> Packet body

<add>

<gen. info> Always starts from tag of the related
operator.

<chame>LogicSoft Ltd.</cname>

<pname>Stephen Lowell</pname> This particular packet uses the client

_ , operator to create a Plesk client

“lizelrsiEel e loen= account. The elements nested within

<passwd>steve78</passwd> the gen_infonode contain data

A RS necessary to register the new client in
Plesk database.

<phone>416 907 9944</phone>

<fax>928 752 3905</fax>

<email> host@logicsoft.net</email >

<address>105 Brisbane Road, Unit 2
</address>

<city>Toronto</city>

<state/>

<pcode/>

<country>CA</country>

</gen_info>
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<limits>

<disk space>100000</disk_space>
<max_dom>50</max_dom>
<max_subdom>250</max_subdom>
<max_webapps>30</max_webapps>
<max_traffic>50000</max_traffic>
<max_db>200</max_db>
<mysql_dbase_space>50000
</mysql_dbase_space>
<max_shared_ssl_links>50
</max_shared_ssl_links>

<expiration>1134616208</expiration
>

</limits>
<manage_gquota>false</manage_quota>

<manage_subdomains>true
</manage_subdomains>

<change_limits>true</change_limits
>

<manage_dns>true</manage_dns>
<manage_log>true</manage_log>

<manage_anonftp>true</manage_anonf
tp>

<manage_webapps>true</manage_webap
ps>

<manage_sh_access>true</manage_sh_
access>

<manage_maillists>true</manage_mai
llists>

<make_dumps>true</make_dumps>

<remote_access_interface>true
</remote_access_interface>

<cp_access>true</cp_access>

<manage_domain_aliases>true
</manage_domain_aliases>

</permissions>

The elements nested within the limits
node specify the cl
imposed on use of various Plesk
resources.

The elements nested within the
permissionsiode indicate the state
(enabled/disabled) of various
management capabilities for the new
client.

E.g., the remote_accessterfacenode
nested within permissiongndicates that
the client is allowed to access Plesk
object via Plesk APl RPC.

The structure of the packet body is
compliant with the

client_input.xsd XML schema of
Plesk XML APIv.1.4.0.0.

</add>
</client>

</packet >

Trailing tag closing the packet
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In fact, Plesk APl RPC supports two types of messages:

A request messages - formed by the client-part software and sent to Plesk server via

Plesk API RPC

A response messages - formed by Plesk APl RPC server and sent to the client via
Plesk API RPC. A response message contains the execution status of the
requested operation and can contain an error message if the operation fails.

The example above shows the request message structure. Both types are similar in the
structure, but HTTP headers and bodies look different. Message sent by the server in
response to the request above could look as follows:

HTTP/1.1 200 OK
Connection: close
Content - Length: 161
Content - Type: text/xml

Server: Plesk/8 00

Date: Mon, 3 Jul 2006 10:55:08 GMT

Standard header of the HTTP server
response

The MIME type is text/xml. The
Server element shows that the
request was handled by Plesk v.8.0.0
on the server side.

<?xml version=01.00 48mC| gndard header of a valid XML duant

standal one=0noo?>

<packet version=01 . 0. XML packet header

<client> Packet body

<add> .

<result> The root node of the packet body is
the clientoperator.

<status>ok</status>

<id>5361</id>

</result> The nested lines indicate that the

</add> ADD operation was successfully

<lclient> performed. Also, the server passes
back the clientds
The structure of the packet body is
compliant with the
client_output.xsd XML schema
of Plesk XML API v.1.4.0.0.

</packet>

Trailing tag closing the packet
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Descriptors Overview

Starting with version 1.5.0.0, Plesk API RPC protocol supports descriptors - containers
that store info on properties of Plesk business logic objects. There are two kinds of
descriptors: object descriptors and property descriptors. Property descriptor is
comprised of parameters that specify an object property. There can be only one
property descriptor for each property. Every object descriptor is composed of a set of
property descriptors and correlation between properties of the object.

Object descriptor

Propery descriptor

Property 1:
Parameters

Link 1 between
propety 1 and
property 2

Figure 9: Representation of object descriptor

The basic goal of descriptors is to make object properties independent of a protocol
version. Now to retrieve the properties, you can retrieve object descriptor that shows
properties available for a current user in the current version of Plesk. This provides
more flexible and convenient mechanism of adaptation third-party applications to
changes in Plesk business model.

All descriptors can be divided into the following three groups:

A Server-level descriptors
A Client-level descriptors
A Domain-level descriptors

On the server level one can retrieve general information on availability and possible
limitations (by license key) of specified services. They are not linked to any specific
object.

The client-level descriptors contain data of a specified client. The domain-level
descriptors contain info on a specified domain (domain administrator) or group of
domains belonging to a specified client. That is why descriptors might be changed if
Plesk objects are changed. For instance, if Microsoft Frontpage is not installed, it will
be grayed in hosing settings. But if Administrator installs the application, the Frontpage
support in hosting settings will be editable.

Note: It is recommended to keep descriptors in a local directory and update them only
on Plesk object changes. This can be traced using the event_logoperator.

Old model of description is also supported in 1.5.0.0.v. of APl RPC.
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CHAPTER 3

Creating Client Software

In this chapr:
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[ F= T a0 | T o T =t o £ 26
Client Code SAMPIES.......cciiiiii e 28

This chapter focuses on key points of creating client software that will interact with
Plesk via APl RPC protocol. We consider here the tasks that should be fulfilled by
client application, and possible ways of their implementation as well.

Note: Though all code samples in the chapter are in PHP, client software can be
written in any programming language.

Client Application Structure

Client application should implement the following stages of data exchange:

A converting requested command to API RPC-enabled XML packet
A preparing the packet for delivery via HTTP and sending to Plesk

A receiving response from Plesk and extracting the resulting information from the
packet

Figure 10: Client-side application structure



